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Chapter 1 
Optimizing the Start 
Screen and Taskbar 


Most of what you do in Windows 8 involves 
the Start screen and taskbar in some way. 
Whether you are launching an application, 
starting a Windows 86 utility, adjusting 
settings, dealing with a notification message, 
or just checking the current time, you use the 
Start screen or taskbar to accomplish these 
tasks. 


Because you use the Start screen and taskbar 
so often, it makes sense to optimize these 
tools to make them more efficient, which will 
Save you time in the long run, and that is what 
this chapter is all about. 


You begin with several techniques that make 
your Start screen much easier to deal with. 
For example, you learn how to add new items 


to the Start screen, as well as how to remove 
items from the Start screen. You also learn 
how to rearrange and resize Start screen 
tiles. Other Start screen-related tasks include 
grouping apps together for easier access, 
adding a shutdown tile, and controlling 
notifications. 


To help you optimize the taskbar, this chapter 
includes sections for pinning both programs 
and destinations to the taskbar, displaying 
clocks for other time zones, and customizing 
the icons in the notification area. You also 
learn how to access Start menu items directly 
from the taskbar. 


Pin an Item to Your Start Screen 
Remove an Item from Your Start Screen 
Rearrange Start Screen Tiles 

Resize Start Screen Tiles 


Show the Administrative Tools on the Start 
Screen 


Create an App Group 


Add a Shutdown Tile to the Start Screen 
Control App Notifications 

Restore the Start Menu to the Taskbar 
Pin a Program to the Taskbar 

Pin a Destination to a Taskbar Icon 
Display a Clock for Another Time Zone 


Control Taskbar Notifications 


Pin an Item to Your Start 
Screen 


You can customize the Start screen to give 
yourself quick access to the programs that 
you use most often. 


The items on the main Start screen — 
including Photos, Calendar, Mail, and Internet 
Explorer — are very handy because they 
require just one click to launch. To start up all 
your other programs, you must right-click the 
Start screen, click All Apps, and then scroll 
through the Apps screen to find the program 


you want to run. For those programs you use 
most often, you can avoid this extra work by 
pinning their icons permanently to the main 

start screen. 


All pinned program items appear to the right 
of the main Start screen tiles. This means that 
once you have pinned a program to your Start 
screen, you can always launch that program 
by scrolling right and then clicking the 
program icon. 








© On the Start screen, begin typing the name 
of the program you want to pin. 

© When the program appears in the Apps 
screen, right-click the program. 


Note: On a tablet PC, swipe down from the 
top edge to open the Start screen application 
bar, tap All Apps, and then swipe down on the 
program. 


A The application bar appears. 





© Click Pin to Start. 





B Windows 8 adds a tile for the program to 
the Start screen. 


Remove an Item from 
Your Start Screen 


You can remove Start screen items that you 
no longer use, reducing the clutter and 





allowing other programs that you use more 
often to appear. 


The main part of the Start screen displays 
tiles for nearly twenty Windows 8 apps. This 
is useful because it means you can quickly 
and conveniently launch one of these apps 
with just a single mouse click or tap of the 
screen. However, there may be one or more 
apps on the main Start screen that you use 
only infrequently. In that case, it is best to 
remove those tiles from the Start screen to 
make it easier to locate the rest of the Start 
Screen apps. 


Similarly, you may have pinned a program to 
the right of the main Start screen, as 
described in the previous section. By 
removing one or more of the default apps 
from the main Start screen, you bring your 
pinned apps to the left, making them easier to 
access. On the other hand, if you use a pinned 
program less frequently, you should remove it 
from the Start screen to reduce clutter. 








© On the Start screen, right-click the tile of 
the program you want to remove. 


Note: On a tablet PC, swipe down on the tile 
to select it. Windows 8 indicates the selection 
by displaying a check mark in the upper right 
corner of the tile. 


A The application bar appears. 


© Click Unpin from Start. 





B Windows 8 removes the program’s tile from 
the Start screen. 


Rearrange Start Screen 
Tiles 


You can customize the position and order in 
which the Start screen tiles appear to give 
yourself the quickest and most convenient 
access to the apps you use most often. 


The default Start screen has nearly twenty 
tiles. It is likely that many of these tiles 
represent apps that you use frequently, such 
as Mail, Internet Explorer, People, Music, 
Photos, and Video. However, it is just as likely 
that there are apps that you only use once in 


a while, including Store, Maps, Weather, 
Camera, and SkyDrive. 


Rather than removing infrequently used apps, 
you can instead rearrange the Start screen 
tiles to make them easier to use. For example, 
you can move all your most-used app tiles to 
the left side of the Start screen. Alternatively, 
you might prefer to position similar apps 
together on the Start screen. For example, 
you could group together all the media apps 
— such as Photos, Music, and Video — or all 
the lifestyle apps, such as News, Sports, 
Travel, and Finance. 


Similarly, if you have pinned some of your 
most-used programs to the Start screen as 
described earlier in this chapter, you should 
probably move them into the main Start 
screen for easier access. 





® On the Start screen, click and drag the tile 
of the app you want to move. 


Note: On a tablet PC, tap and drag the app’s 
tile. 


A Windows 8 reduces the tile sizes slightly 
and adds extra space between the tiles. 





© Drag the tile to the position you prefer. 
© Release the tile. 


B Windows 8 moves the tile to the new 
position. 


Resize Start Screen Tiles 


You can make your Start screen more useful 
and efficient by resizing some of the Start 
screen tiles. 


The Start screen supports two sizes of app 
tiles: small and large. They are both the same 
height, but the larger size is twice as wide as 
the smaller size. If you want to fit more tiles 
on your main Start screen, you can reduce 
the size of several tiles to create extra room. 
Alternatively, you might find it easier to 
navigate your Start screen if all or most of the 
tiles use the larger size. 


Note that the size of the tile might determine 
whether you see live updating. For example, if 
you make the Calendar app’s tile smaller, it 
no longer displays live updates. However, if 
you make the Mail app’s tile smaller, it no 
longer shows your unread messages, but it 


continues to show the number of unread 
messages you have in your Inbox. Other apps 
that still show some live updates using a 
Smaller tile are Music, Photos, Video, 
Weather, Store, and Finance. 


Finally, note that some tiles are not resizable 
(this includes some Windows 8 apps and all 
Desktop apps), so the technique in this 
section will not work for some tiles. 








© Right-click the Start screen tile you want to 
resize. 


A Windows 8 displays the application bar. 


® Click Smaller. 


Note: If the tile is small and you prefer to 
enlarge it, click Larger instead. 











B Windows 8 resizes the tile. 


Show the Administrative 
Tools on the Start Screen 


You can give yourself easy access to some 
useful and powerful Windows 8 features by 
adding the administrative tools to the Start 
screen. 


Windows 8 ships with a collection of 
advanced features called the administrative 
tools. These tools include Performance 
Monitor for tracking performance on your PC; 
Task Scheduler for scheduling programs and 


scripts; Disk Cleanup for deleting 
unnecessary files; Computer Management for 
performing tasks such as dealing with 
devices, configuring disk drives, and working 
with users; and Defragment and Optimize 
Drives for defragmenting your hard drive. 


Some administrative tools are relatively easy 
to run. For example, press Windows Logo+ X 
to display a menu that includes Event Viewer, 
Disk Management, and a few other 
administrative tools. However, the rest of 
these tools are difficult to access in Windows 
8. For example, to run the Task Scheduler, 
press Windows Logo+ W, type task, and then 
click Schedule tasks. Other administrative 
tools require you to know the program 
filename. For example, to run the System 
Configuration utility, press Windows Logo+R, 
type msconfig, and then click OK. 


If you find that you use one or more of these 
tools frequently, or if you do not know how to 
launch any of these tools, you can save time 
by displaying the administrative tools as tiles 
on the Start screen. 





© Move the mouse pointer to the upper right 
corner of the screen. 


A Windows 8 displays the Charms menu. 


Note: You can also display the Charms menu 
by pressing Windows Logo+C. 


© Click Settings. 
The Settings pane appears. 


Settings 
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Note: You can also access the Settings pane 
directly by pressing Windows Logo+ I. 


© Click Tiles. 


The Start settings pane appears. 





© Click the Show Administrative Tools switch 
to Yes. 


© Click the Start screen. 





bB The administrative tools appear as tiles on 
the Start screen. 





Did You Know? 


Here is aSummary of what you can do with the 
administrative tools: 


Computer Management — Manage your Windows 8 
computer. 


Component Services — Display the Component 
Services window. 


Defragment and Optimize Drives — Defragment your 
hard drive. 


Disk Cleanup — Delete unnecessary files. 
Event Viewer — Examine the Windows 8 list of events. 


ISCSI Initiator — Manage connections to iSCSI devices. 


Local Security Policy — Set up security policies on your 
system. 


ODBC Data Sources — Create and work with data 
sources. 


Performance Monitor — Monitor the performance of 
your system. 


Print Management — Manage, share, and deploy 
printers and print servers. 


Resource Monitor — View the resources being used by 
your PC. 


Services — Control the system services. 
System Configuration — Configure your PC. 
System Information — View data about your PC. 


Task Scheduler — Run programs or scripts on a 
schedule. 


Windows Firewall with Advanced Security — Control 
the Windows 8 firewall. 


Windows Memory Diagnostic — Check your computer’s 
memory chips for problems. 


Windows PowerShell ISE — Create PowerShell scripts. 


Create an App Group 


You can make your Start screen much more 
efficient and easier to use by organizing some 


or all of your tiles into groups of related apps. 


In Windows 8, the default arrangement of 
Start screen tiles includes two app groups 
that are separated by a relatively wide 

vertical strip of empty Start screen space. 


These default groups are not particularly 
useful because they do not contain related 
apps. It might be better to have, say, all the 
media apps (such as Music, Photos, Video, 
and Camera) in one group, and all the 
Communications apps (such as Mail, People, 
Messaging, and Calendar) in another. You can 
certainly use the technique for rearranging 
Start screen tiles, shown earlier in this 
Chapter, to improve these default groups. 


However, Windows 8 also enables you to 
create your own groups. For example, you 
might want to break out all the game-related 
apps into their own group. Similarly, if you 
added the administrative tools to the Start 
Screen as described in the previous section, 
you might want to place those app tiles in 
their own group. Even better, Windows 8 also 
enables you to add names to each group, 


which makes them even easier to use and 
navigate. 


Add App Tiles to a New 





© Drag the first app tile all the way to the left 
edge of the screen. 


A Windows 8 displays a vertical bar. 








© Release the mouse button to drop the app 
tile. 

B Windows 8 creates a new group for the app 
tile. 


© To add other tiles to the new group, drag 
and drop the tiles within the group. 


Name the New Group 


@® Press Ctrl+ - (dash) to zoom out of the Start 
screen. 














© Right-click any tile in the group. 
© Click Name Group. 


Windows 8 prompts you to enter a group 
name. 


O Type the group name. 
© Click Name. 
Windows 8 applies the name to the group. 


© Press Ctrl++ (plus) to zoom back in to the 
Start screen. 





C Windows 8 displays the name above the 
group. 





More Options! 


You can rearrange your groups within the Start screen 
to make some groups more accessible by moving them 
closer to the left side of the Start screen. To move a 
group, press Ctrl+- to zoom out of the Start screen. Use 
your mouse (or your finger or a stylus on a tablet) to 
drag the group you want to move and then drop it in 
the position you prefer. 


Try This! 


You can quickly add a tile to a group. On the Start 
screen, use your mouse (or your finger or a stylus if you 
have a tablet PC) to drag the app tile down toward the 
bottom edge of the screen. When the app tile hits the 
bottom edge, Windows 8 automatically zooms out. 


Drag the tile into the group (at this point, Windows 8 
automatically zooms back in to the Start screen) and 
then drop the tile within the group. 





Add a Shutdown Tile to 
the Start Screen 


You can make it much more convenient to 
Shut down your computer by adding a tile to 
the Start screen that performs the shutdown 
task. 





The new Start screen is useful for accessing 
Windows 8 apps, but it makes many other 
Windows tasks unnecessarily difficult or 
inefficient. Shutting down your computer is 
one of those tasks that is much less efficient 
in Windows 8. 


For example, to shut down your computer 
using the mouse, you must move the pointer 
to the upper right corner of the screen to 
display the Charms menu, click Settings to 
open the Start settings pane, click Power, and 
then click Shutdown. You can speed things up 
by pressing Windows Logo+I to go directly to 


the Start settings pane, but then you have to 
Switch back to the mouse to continue. 


A much better solution is to create a new 
Start screen tile that runs the shutdown 
command. That way, you can shut down your 
computer with just the click of a mouse. 


Create a Shutdown Shortcut 








® Click the Desktop tile. 
Windows 8 displays the desktop. 


Note: You can also switch to the desktop by 
pressing Windows Logo+ D. 





© Right-click the desktop. 
© Click New. 

© Click Shortcut. 

The Create Shortcut dialog box appears. 


What item would you like to create a shortcut for? 
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© Type shutdown /s /t 0. 


Note: The last character in the command 
above is the number zero. 


© Click Next. 
Windows 8 prompts you to name the shortcut. 


What would you like to name the shortcut? 


Type @ mame for thi shortcut: 


Chek Firich to create the chorteut 





@ Type the name you want to use. 


Note: The name you type is the name that 
will appear on the Start screen. 


© Click Finish. 





More Options! 


You might find that you restart your computer more 
than you shut it down. In that case, consider creating a 
restart shortcut, instead. To do that, in step 5 when you 
enter the command that you want the shortcut to run, 
type shutdown /r /t O. 


As before, the last character in the command Is the 
number zero. 


You can make your shutdown tile easier to locate as 
well as add visual interest to the Start screen by 
customizing the icon used by the shortcut file. 


When you create a shortcut, Windows 8 applies a 
generic icon to the file. Certainly if you plan on adding 
multiple shortcuts to the Start screen (for example, you 
might want to also add a restart shortcut), using the 
generic icon for each tile can be confusing. Not only 
that, but the default shortcut icon is not very pleasing 
to the eye. 


To help you differentiate your shortcut tiles, and to add 
some eye candy to the Start screen, you can select a 
different icon for your shortcut file. 
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® Right-click the shutdown shortcut. 


© Click Properties. 


The shortcut’s Properties dialog box appears. 
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© Click Change Icon. 


Windows 8 warns you that the shutdown 
command contains no icons. 
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© Click OK. 
The Change Icon dialog box appears. 
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© Click the icon you want to use. 


O Click OK. 
@ Click OK. 


Pin the Shortcut to the Start 
Screen 

















© Right-click the shortcut. 
© Click Pin to Start. 


Windows 8 adds the shortcut to the Start 
screen. 


More Options! 


The Shell32.dll file contains plenty of shortcut icons, so 
you should be able to find a suitable one for your 
Shutdown tile. If not, you can also try two other files: 


%SystemRoot%\system32\pifmgr.dll 
%SystemRoot\explorer.exe 


Press Enter after you type each location to see the 
icons. 


Customize It! 


For even easier access to the shutdown command, you 
can customize it with a shortcut key. On the desktop, 
right-click the shortcut and then click Properties. Click 
inside the Shortcut Key box, and then press the key 
combination you want to use (such as Ctrl+Shift+S). 
Click OK to put the new setting into effect. 





Control App Notifications 


You can gain control over the way that 
Windows 8 displays app notifications as well 
as turn off notifications for individual apps. 


Windows 8 keeps you in the loop by 
displaying notifications whenever certain 
applications have messages that they want 
you to see. For example, if you receive a new 
instant message, the Messaging app plays a 
sound and displays the message and the 
person who sent it in a notification that 
appears in the upper right corner of the Start 
screen or any Windows 8 app you are using, 
or in the lock screen. 


This is handy behavior, but you might prefer 
to turn off app notifications for a while if you 
do not want to be disturbed. Similarly, if there 
is a particular app that you do not want to 
hear from, you can turn off individual app 
notifications. 


© Press Windows Logo+l. 
The Settings pane appears. 


Start 





© Click Change PC Settings. 


The PC Settings screen appears. 
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© Click Notifications. 


The Notifications settings appear. 
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© If you do not want to see any notifications, 
click Show App Notifications to Off. 


© If you do not want to see any notifications in 
the lock screen, click Show App Notifications 
On the Lock Screen to Off. 


O If you do not want to hear the notification 
sound, click Play Notification Sounds to Off. 
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0 In the Show Notifications from These Apps 
section, for each app from which you no 
longer want to see notifications, click the 
Switch to Off. 


Did You Know? 


lf you just want to disable app notifications for a while, 
there is a faster way to do it. Press Windows Logo-+l to 
open the Settings pane, click the Notifications icon, 
and then click the amount of time you want to hide 
notifications (1 Hour, 3 Hours, or 8 Hours). The icon 
now appears with a clock inside to indicate that app 
notifications are hidden. 


When you are ready to turn app notifications back on, 
press Windows Logo+l and then tap the Notifications 
Icon. 





Restore the Start Menu 
to the Taskbar 


If you find that you do most of your work in 
the Windows 8 desktop rather than the Start 
screen, you can make your life easier and 
more efficient by adding the Start menu to 
the taskbar. 


The Start screen and Windows 8 apps are an 
interesting departure for Microsoft, but they 
are not to everyone’s taste. Therefore, you 
might find yourself spending the bulk of your 
Windows 8 time using the desktop. Rather 
than constantly switching back to the Start 
screen to launch Desktop apps, you can add 
the Start menu directly to the taskbar. 


Note, however, that this is not the old Start 
menu from previous versions of Windows. 
Instead, it is just the Start Menu folder added 
to the taskbar as a toolbar. Still, it does give 
you access to many desktop tools, including 
system tools, accessories, and the 
administrative tools. 





© On the Start screen, click the Desktop tile. 
Note: You can also display the desktop by 
pressing Windows Logo+ D. 

The Windows 8 desktop appears. 
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© Right-click an empty section of the taskbar. 
© Click Toolbars. 
© Click New Toolbar. 


The New Toolbar - Choose a Folder dialog box 
appears. 
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© Click an empty section of the address bar 
and then type the following folder path: 


C:\Program Data\Microsoft\Windows\Start 
Menu. 


© Press Enter. 
@ Click Select Folder. 








A Windows 8 adds the Start Menu folder as a 
taskbar toolbar. 


© Click the toolbar arrows. 


B Use the subfolders to launch Start menu 
programs and tools. 


Remove It! 


You might decide that you do not want to clutter the 
taskbar with the Start Menu toolbar. For example, if you 
pin many programs to the taskbar as described in the 


next section, you might want some extra room for 
another pinned program. 


To remove the Start Menu toolbar, right-click the 
taskbar, click Toolbars, and then click the Start Menu 
toolbar. 








Pin a Program to the 
Taskbar 


If you find yourself spending time in the 
Windows 8 desktop more often than the Start 
screen, you can place your favorite programs 
a mouse click away by pinning them to the 
Windows 8 taskbar. 


In this chapter’s first section, you learned 
how to pin a program icon to the Start screen. 
However, that is only useful if you use the 
Start screen regularly. If you use the desktop 
most of the time and you have a program that 
you use frequently, you might prefer to have 
that program just a single click away. You can 
achieve this by pinning that program to the 
Windows 8 taskbar. 


As with previous versions of Windows, the 
Windows 8 taskbar displays an icon for each 
running program. However, you can also use 
the taskbar to store program icons. Once you 
have a shortcut icon for a program pinned to 
the taskbar, you can then launch that 
program just by clicking the icon. 


You can pin a program to the taskbar either 
from the Start screen or from the desktop. 


Pin a Program Using the 


Start Screen 








© On the Start screen, type the name of the 
program you want to pin. 


© In the Apps screen search results, right- 
click the program you want to pin. 

© Click Pin to Taskbar. 

Windows 8 adds an icon for the program to 
the taskbar. 


Pin a Running Program 
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Command Prompt 


























® Launch the program you want to pin. 


© Right-click the running program’s taskbar 
icon. 


© Click Pin This Program to Taskbar. 


Windows 8 adds an icon for the program to 
the taskbar. 


Pin a Program Using the 
Start Menu 
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@ Add the Start Menu toolbar to the taskbar 
as described in the previous section. 


© Click the Start Menu toolbar arrows. 


© If necessary, open the submenu that 
contains the program you want to pin to the 
taskbar. For example, if the program is in the 
Accessories submenu, click Programs and 
then click Windows Accessories. 


— 





© Click and drag the program icon to any 
empty section of the taskbar. 

© When you see the Pin to Taskbar banner, 
drop the icon. 


Windows 8 adds an icon for the program to 
the taskbar. 





Taskbar Trick! 


As you drop program icons onto the taskbar, Windows 
8 displays the icons left to right in the order you added 
them. If you prefer a different order, click and drag a 


taskbar icon to the left or right and then drop it in the 
new position. Note that this technique applies not only 
to the icons pinned to the taskbar, but also to the icons 
for any running programs. 


Remove It! 


lf you decide you no longer require a program to be 
pinned to the taskbar, you should remove it to reduce 
taskbar clutter and provide more room for other 
taskbar icons. To remove a pinned program icon, right- 
click the icon and then click Unpin this Program from 
Taskbar. 





Pin a Destination to a 
Taskbar Icon 


If you often use the Windows 8 desktop, you 
Can pin a destination such as a folder, 
document, or website to a taskbar icon for 
easy access. 


In the previous section, “Pin a Program to the 
Taskbar,” you learned how to add icons for 
your favorite programs to the taskbar so that 
you could launch any of those programs with 
a single click. However, rather than favorite 
programs, you might have favorite folders, 
documents, music tracks, or websites that you 


launch frequently. Windows 8 calls these 
items destinations. 


Although you cannot pin destinations directly 
to the taskbar, you can pin them to the jump 
list associated with a taskbar icon. This means 
that you can launch a destination by right- 
clicking its program’s taskbar icon and then 
clicking the destination in the jump list. This 
is generally much quicker than running the 
program and opening the destination using 
the program’s commands. 


You can pin a destination to a taskbar icon 
either by running the Pin to this List 
command, or by clicking and dragging a 
destination to the taskbar icon. 


Pin a Destination Using a 
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® Right-click the taskbar icon of the program 
associated with the destination. 

© Move the mouse pointer over the 
destination icon. 


Note: If you do not see the destination in the 
jump list, you must use the mouse method 
described in the next set of steps. 


© Click Pin to this List. 


A You can also click the Pin to this List icon. 
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B Windows 8 adds an icon for the destination 
to the Pinned section of the program’s jump 
list. 
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® Open the folder that contains the item you 
want to pin. 


© Click and drag the icon to any empty 
section of the taskbar. 


© When you see the Pin to Program banner 
(where Program is the name of the 
application associated with the destination), 
drop the icon. 
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C Windows 8 adds an icon for the destination 
to the Pinned section of the program’s jump 
list. 





Taskbar Trick! 


lf the program associated with the destination does not 
already have a taskbar icon, you do not need to pin the 
program to the taskbar separately. Instead, follow steps 
1 to 3 in the second set of steps to drop the destination 
on an empty section of the taskbar. Windows 8 adds a 


new icon for the program to the taskbar and pins the 
destination to the program’s jump list. 


Remove It! 


lf you no longer require a destination to be pinned to 
its program’s taskbar icon, you can remove it to reduce 
clutter in the jump list and provide more room for other 
destinations. To remove a pinned destination, right- 
click the icon and then click Unpin from this List. You 
can also click the Unpin from this List icon (#) that 
appears to the right of the destination. 





Display a Clock for 
Another Time Zone 


If you deal with people in another time zone, 
you can make it easier to find out the current 
time in that zone by customizing the Windows 
8 desktop to show a second clock configured 
for the time zone. 





If you have colleagues, friends, or family 
members who work or live in a different time 
zone, it is often important to know the correct 
time in that zone. For example, you would not 
want to call someone at home at 9 a.m. your 
time if that person lives in a time zone three 
hours behind you. Similarly, if you know thata 


business colleague leaves work at 5 p.m. and 
that person works in a time zone seven hours 
ahead of you, then you know that any calls 
you place to that person must occur before 10 
a.m. your time. 


If you need to be sure about the current time 
in another time zone, you can customize the 
Windows 8 date and time display to show not 
only your current time, but also the current 
time in the other time zone. 


© Press Windows Logo+ D to display the 
Windows 8 desktop. 
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© Click the time. 
© Click Change Date and Time Settings. 
The Date and Time dialog box appears. 
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© Click the Additional Clocks tab. 
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© Click the Show this Clock check box (a 
Changes to «#). 


O Click here and then click the time zone you 
want to use in the new clock. 


@ Type a name for the new clock. 
© Click OK. 


Windows 8 adds the clock. 
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© Click the time. 
A Windows 8 displays the extra clock. 


Note: If you position the mouse pointer over 
the time, Windows 8 displays a banner that 
Shows the current date, your current local 
time, and the current time in the other time 
zone. 





Did You Know? 


After you customize Windows 8 with the extra clock, 
you normally click the time in the notification area to 
see both clocks. However, if you just position the 
mouse pointer over the time, Windows 8 displays a 
banner that shows the current date, your current local 
time, and the current time in the other time zone. 


More Options! 


lf you deal with people in a third time zone, you can 
customize Windows 8 to display a third clock. Follow 
steps 1 to 4 to display the Additional Clocks tab. Click 
the second Show this Clock check box (4 changes to ™), 
click the down arrow in the list below it to select a time 
zone, type a name for the third clock, and then click 
OK. 





Control Taskbar 
Notifications 


When you are using the Windows 8 desktop, 
you can customize the way that Windows 8 
displays the icons in the notification area to 
ensure a particular icon is always visible or to 
turn off an icon’s notifications. 





The notification area in the Windows 8 
taskbar shows only a few icons: Volume, 
Network, and Action Center, and notebook 
PCs also show the Power icon. All other 
Windows 8 icons and third-party program 
icons are hidden, and you access them by 
clicking the Show Hidden Icons arrow to the 
left of the notification area. However, 
Windows 8 does display all notifications 


generated by the hidden icons, so you never 
miss important messages. 


In certain cases you might want to customize 
the default arrangement. For example, many 
notification icons offer quick access to their 
programs’ features when you right-click 
them. If there is an icon that you right-click 
frequently, you might want to configure the 
notification area to show the icon on the 
taskbar. 


© Press Windows Logo+D to display the 
Windows 8 desktop. 
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©® Click the Show Hidden Icons arrow. 
© Click Customize. 


The Notification Area Icons window appears. 
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© Click here and then click an option: 

Show Icon and Notifications: Displays the icon 
on the taskbar and shows its notifications. 
Hide Icon and Notifications: Does not display 
the icon or its notifications. 

Only Show Notifications: Hides the icon, but 
displays its notifications. 

© Repeat step 4 for the other icons you want 
to configure. 
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@ Click here and then click Off to prevent a 
system icon from appearing in the notification 
area. 

© Repeat step 7 for each system icon you 
want to hide. 


© Click OK to return to the Notification Area 
Icons window. 


@ Click OK (not shown). 
Windows 8 puts the new settings into effect. 


A Click this arrow to see your hidden icons. 


Did You Know? 


You can configure the notification area to always show 


all the icons and their notifications. Follow steps 1 to 3 
to open the Notification Area Icons window. Click the 
Always Show All Icons and Notifications on the Taskbar 
check box (4 changes to m™), and then click OK. 








Chapter 2 
Configuring Windows 
S to Suit the Way You 
Work 








Windows 8 is endlessly customizable and 
offers many features that enable you to 
modify the look and feel of your system to suit 
your style and the way you work. 


You probably already know how to customize 
aspects of the Windows 8 screen, such as the 
colors, fonts, desktop background, and screen 
resolution. These are useful techniques to 
know, to be sure, but Windows 8 offers a 
number of other techniques that put much 
more emphasis on what is practical. That is, 
although changing your screen colors might 
make Windows 8 more interesting, it does not 
help you get your work done any faster. 


However, techniques such as logging on 
automatically, customizing app searches, 
Showing more apps in the lock screen, and 
synchronizing your settings between two or 
more devices can help you work faster and 
better. 


This chapter focuses not only on aspects of 
customizing Windows 8 that are designed to 
Save you time, but also those that help you 
get more out of your Windows 8 system. For 
example, in this chapter you learn how to add 
a second monitor, add another administrator 
account, and customize the Explorer Quick 
Access Toolbar. 


Change Your User Account Picture 
Disable the Lock Screen 


Configure Windows 8 to Work with a Second 
Monitor 


Remove Apps from Search 
Turn Off Notifications for an App 


Add an App to the Lock Screen 


Add Another Administrator Account 
Activate the Guest User Account 
Customize the Explorer Quick Access Toolbar 


Synchronize Settings between Multiple 
Devices 


Change Your User 
Account Picture 


You can customize your Windows 8 user 
account to use a picture that suits you. 


When you install Windows 8, the program 
takes you through several tasks, including 
choosing a username and password. 
However, it does not ask you to select a 
picture to go along with your user account. 
Instead, Windows 8 just supplies your 
account with a generic illustration, or 
Whatever image your Microsoft Live account 
uses. This picture appears in the top right 
corner of the Start screen, the logon screen, 
and the Users section of the PC Settings 
screen. So rather than using the default 
illustration, you might prefer to use a photo or 
other artwork. 


In that case, you can configure your user 
account to use another picture. If your 
computer already contains the image you 
want to use, you choose your own image. You 
Can use any picture you want, as long as it is 


in one of the four image file types that 
Windows 8 supports: Bitmap, JPEG, GIF, or 
PNG. Alternatively, you can also use your 
computer’s webcam to take your picture. 


® Press Windows Logo+ W. 


The Settings search pane appears. 
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© Type picture. 
© Click Account Picture. 
The PC Settings app appears, showing the 


Personalize tab with the Account Picture 
Subtab selected. 
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© Click Browse. 


The Account Pictures folder appears. 
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© Choose the folder that contains the image 
you want to use. 


© Click the image. 
@ Click Choose Image. 
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A Windows 8 applies the new picture to your 
user account. 


More Options! 


lf your computer comes with a webcam or you Nave a 
Similar camera attached to your PC, you can use the 
camera to take your account picture. Follow steps 1 to 
3 to open the Account Picture tab and then click 
Camera to open the Camera app. Compose your shot 
and then click the screen to take the picture. Click and 


drag the account picture box to set the image area, and 
then click OK. 


lf you prefer to use a short (up to five seconds) video 
instead, then click the Video Mode button to switch to 
video mode, click the screen to begin recording, and 
then click the screen again when the recording is 
complete. Click OK to set the video as your account 
picture. 





Disable the Lock Screen 


You can make it easier to log on to Windows 8 
and to unlock your PC by disabling the 
Windows 8 lock screen. 


The Windows 8 lock screen appears when you 
Start your PC and when you lock your PC. The 
lock screen shows the current date and time, 
and also includes icons that tell you 
information about certain apps, such as how 
many unread e-mail messages you have. 


The lock screen can be useful, but it also 
Slows you down because it must be dismissed 
before your can log on or unlock your PC. You 
do this by pressing Enter or by dragging the 
lock screen up to reveal the logon screen. 


To avoid this extra step, you can configure 
Windows 8 to disable the lock screen. This 
means you do not see the lock screen when 
you log on or when you lock your computer. 
Instead, Windows 8 takes you directly to the 
logon screen. 
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© On the Start screen, type gpedit.msc. 
Windows 8 displays the Apps search results. 
© Click gpedit in the search results. 

The Local Group Policy Editor appears. 





© Under Computer Configuration, open the 
Administrative Templates branch. 


© Open the Control Panel branch. 


© Click Personalization. 


The Personalization policies appear. 
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O Double-click the Do Not Display the Lock 
Screen policy. 
The policy details appear. 
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@ Click Enabled (o changes to »). 
© Click OK. 


Windows 8 puts the new policy into effect. 


Important! 


In Chapter 3, you learn how to configure your PC to 
require that users press Ctril+Alt+Delete before they 
log on. This is a useful security measure, but if you 


implement it, then Windows 8 ignores the Do Not 
Display the Lock Screen policy setting. This makes 
sense because disabling the lock screen would 
eliminate the security benefit of requiring 
Ctri+Alt+Delete. 





Configure Windows 8 to 
Work with a Second 
Monitor 


You can improve your productivity and 
efficiency by configuring Windows 8 to extend 
the Start screen and desktop across two 
monitors. 


Over the past few years, many studies have 
Shown that you can greatly improve your 
productivity by doing one thing: adding a 
second monitor to your system. This enables 
you to have whatever program you are 
currently working with displayed on one 
monitor, and your reference materials, e-mail 
program, or some other secondary program 
on the second monitor. This is more efficient 
because you no longer have to switch back 
and forth between the two programs. 


To work with two monitors on a single 
computer, one solution is to install a second 
video card and attach the second monitor to 
it. However, many video cards now come with 


dual output ports: either one VGA port and 
one DVI port, or two DVI ports. Choose a card 
that matches the ports on your monitors. 


Once you have installed the new video card 
and attached the monitors, you then need to 
configure Windows & to extend the Start 
Screen and desktop across both monitors and 
choose which monitor is the main display that 
Shows the Start screen and taskbar. 
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® Connect the second monitor to your 
Windows PC. 


© Press Windows Logo-+ K. 





Windows 8 displays the Devices pane. 


Devices 


a 





© Click Second Screen. 


The Second Screen pane appears. 


Note: You can jump directly to the Second 
Screen pane by pressing Windows Logo+ P. 


(©) Second screen 





© Click Extend. 


Windows 8 connects to the second monitor 
and uses it to display the Desktop app. 


Set the Main Display 


© Press Windows Logo+ W. 








The Settings search pane appears. 
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© Type resolution. 
© Click Adjust Screen Resolution. 


The Screen Resolution dialog box appears on 
the desktop. 
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© Click the monitor you want to set as the 
main monitor. 


© Click the Make This My Main Display check 
box (a changes to w#). 


© Click OK. 


More Options! 


Ideally, you should be able to move your mouse 
continuously from the left monitor to the right monitor. 
lf you find that the mouse stops at the right edge of 
your left monitor, it means you need to exchange the 
icons of the left and right monitors. To do that, click and 
drag the left monitor icon to the right of the other 
monitor icon (or vice versa). 


Remove It! 


lf you need to use the second monitor elsewhere, you 
Should remove it from Windows 8 and revert to using a 
Single screen. To do this, press Windows Logo+P to 
open the Second Screen pane, and then click PC Screen 
Only. 





Remove Apps from 
Search 


You can make it easier to run a search on 
various apps by removing any apps you never 
use for searching. 


Windows 8 introduces a new search system 
that enables you to search for a particular 
term across multiple apps. For example, if you 
are currently using the Internet Explorer app 
and you bring up the Search pane, you could 
use it to run a search for Indianapolis using 
the Bing search engine. Without leaving the 
search pane, you could also click Maps to 
search for Indianapolis in the Maps app; click 
Weather to see the current weather in 
Indianapolis using the Weather app; or click 
Mail to search for messages that include the 
word “Indianapolis.” 


This makes it easy to search just the apps you 
want. To make it even easier, you can remove 
any apps that you never use for searching. 

For example, if you never search the Finance 
app, you can remove it from the Search pane 


to make it easier to find and select the rest of 
the apps. 


© Press Windows Logo+l. 
Windows 8 displays the Settings pane. 


Note: On a tablet, swipe in from the right 
edge and then tap Settings. 
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© Click Change PC Settings. 


Windows 8 opens the PC Settings screen. 
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© Click Search. 
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© Click the switch to Off beside each app you 
want to exclude from the Search pane. 


© Press Windows Logo to return to the Start 
screen. 


O Press Windows Logo+Q. 


Windows 8 opens the Search pane. 
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A The apps you excluded in step 4 do not 
appear in the Search pane. 





More Options! 


When you first open the Search pane, the apps appear 
in alohabetical order. By default, Windows 8 keeps 
track of which apps you use to search. After you have 
used the Search pane for a while, Windows 8 begins 
sorting the apps to show the ones you use most often 
at the top. This usually makes it easier to find your 
most-searched apps. 


However, if the apps change positions frequently, you 
might find this makes it harder to locate the one you 
want. If so, you can turn off the sorting feature. Press 
Windows Logo-+l, click Change PC Settings, click 

















Turn Off Notifications for 
an App 


You can avoid being unnecessarily distracted 
by a particular app by turning off notifications 
for that app. 


An app notification is a message that appears 
in the upper right corner of the screen when 
an application has information to impart. This 
could be a new text message or e-mail, or a 
message letting you know some operation has 
completed. 


App notifications can be useful if you want to 
know what is going on in another app without 
having to switch to that app. However, app 
notifications can also distract you from your 
current work by focusing your attention 
elsewhere. That is, not only do you take your 
eye off your current task to view the 
notification, but the notification message itself 
might cause you to begin thinking about the 
content of the message. 


If you find that a certain app is particularly 
distracting (either in its frequency or its 
content), then you can tell Windows 8 to no 
longer display notifications for that app. 








© Move the mouse pointer to the top right 
corner of the screen. 


Windows 8 displays the Charms menu. 
Note: You can also press Windows Logo+C. 


On a tablet, swipe in from the right edge to 
display the Charms menu. 


© Click Settings. 
Windows 8 displays the Settings pane. 


Note: You can also display the Settings pane 
by pressing Windows Logo+ I. 





© Click Change PC Settings. 


Windows 8 opens the PC Settings screen. 
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© Click Notifications. 
Windows 8 displays the Notifications settings. 
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© Click the switch to Off beside each app you 
want to prevent from displaying notifications. 





More Options! 


Although handy, app notifications tend to distract you 
from whatever you are currently working on. That 
might be what you want if you are waiting for 
something important, but you might find it overly 
distracting at other times. In that case, you can disable 
all app notifications to avoid being disturbed while you 
work. Follow steps 1 to 4 to open the Notifications 
settings, and then click the Show App Notifications 
Switch to Off. 


More Options! 


Many people find that the most distracting thing about 
app notifications is not the notifications themselves, 
but the sound that Windows 8 plays as it displays 
them. To shut off this sound, follow steps 1 to 4 to open 












































Add an App to the Lock 
Screen 


If you frequently lock your computer, you can 
make the resulting lock screen more useful by 
adding one or more apps to the lock screen. 


As you learn in Chapter 3, locking your 
computer is a useful safety feature because it 
prevents unauthorized users from accessing 
your files and your network. When you lock 
your PC, Windows 8 displays the lock screen, 
which includes the current date and time, an 
icon that shows the current network status, 
and an icon that shows the current power 
State of your computer (that is, either plugged 
in or on battery). By default, Windows 8 also 
includes icons for apps that have had recent 
notifications. For example, the Mail app 
Shows the number of unread messages and 
the Messaging app shows the number of new 
text messages. The lock screen also shows 
any new notifications that appear for these 


apps. 


If you lock your computer frequently, you can 
make the lock screen even more useful by 
adding icons for other apps that support 
notifications. 


© Press Windows Logo+l. 
Windows 8 displays the Settings pane. 


Note: On a tablet, swipe in from the right 
edge and then tap Settings. 





© Click Change PC Settings. 
Windows 8 opens the PC Settings screen. 
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© Click Personalize. 
© Click the Lock Screen tab. 
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© Click +. 
Windows 8 opens the Choose an App window. 


© Click the app you want to add to the lock 
screen. 
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@ To select an app to display its detailed 
Status, click +. 


© Click the app. 
Windows 8 puts the new Settings into effect 


and the apps appear in the lock screen the 
next time you use it. 





Customize It! 


lf you use the lock screen frequently, you might prefer 
to view a background image that is different from the 
default image. To choose a different lock screen 
background, follow steps 1 to 4 to display the Lock 
Screen tab, and then click one of the default images. 


Alternatively, you can choose your own image by 
clicking Browse, opening the folder that contains the 
image you want to use, clicking the image, and then 
clicking Choose Picture. 





Add Another 
Administrator Account 


You can make Windows 8 easier and more 
efficient for another user by enabling or 
creating an administrator-level account for 
that user. 


When you create your first account during the 
initial Windows 8 configuration routine, that 
account is set up as an administrative account 
(technically, itis added to the Administrators 
security group). Administrative accounts are 
very powerful because they perform tasks 
such as creating new user accounts, adjusting 
system settings, and installing programs. 


Fach subsequent account you create in 
Windows 8 is a standard user account 
(technically, itis a member of the Users 
security group), and so it is limited in what it 
can do. These user accounts are fine for 
performing day-to-day tasks in Windows 8, 
but there are many Windows 8 tasks that are 
off-limits to these accounts. 


If you have a user who feels restricted by the 
limitations of a standard user account, and 
who you feel is trustworthy enough to handle 
more responsibility, you can give that person 
an administrative-level account. You can do 
this either by enabling the existing 
administrator account or by creating a new 
account and adding it to the Administrators 


group. 
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© On the Start screen, type lusrmgr msc. 
© Click lusrmgr icon in the search results. 


The Local Users and Groups window appears. 





© Click Users. 
© Double-click Administrator. 


The Administrator Properties dialog box 
appears. 


General | Memes Ot | Prodie 


& Adereratir a oe 


‘Buia snounld for schraractenrey ee 
ioonncal evichorrain 


| | Ue cane! change passed 
fet Passed never mapas 
pe | | Account i chcabled 

















© Click Account is Disabled (« changes to x). 
O Click OK. 


Windows 8 enables the administrator 
account. 


Create a New Administrator 











© Follow steps 1 to 3 in the previous set of 
steps to open the Local Users and Groups 
window and select the Users folder. 


® Click Action and then click New User. 


Secure It! 


The built-in administrator account does not come with 
a password. This is a very dangerous situation, so you 
Should assign a password to this account immediately. 
In the Local Users and Groups window, right-click the 
administrator account, click Set Password, and then 
click Proceed when Windows 8 asks you to confirm. 
Type the new password (twice) and then click OK. 


Change It! 


The downside to enabling the existing administrator 
account is that potential intruders have one foot in 
your digital door because they know the name of that 
account. You can close that door completely by 


changing the account name from Administrator to a 
new name that Is not as obvious. In the Local Users and 
Groups window, right-click the administrator account, 
click Rename, and then type the new name. 





Although you are free to add as many 
administrative-level accounts as you like, you 
Should observe some caution when creating 
these accounts. 


One of the main advantages to using an 
administrator account in Windows 8 is that it 
makes handling User Account Control 
prompts much easier. If you are running 
Windows 8 under a standard user account, 
when you attempt to change a system setting 
or install software, User Account Control 
prompts you to enter the username and 
password of an administrator account. Even if 
you know an administrator’s logon 
credentials, it is still a hassle to have to enter 
this information each time. By contrast, when 
an administrator account attempts to change 
a setting or perform an installation, the user 
only needs to click OK to proceed. 


This is much faster, but it places a great deal 
of power in the hands of the user. Therefore, 
before assigning an administrator account to 
any user, make sure the person understands 

the responsibilities and is familiar with User 

Account Control and how it works. 


The New User dialog box appears. 
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© Type the username. 


© Type the user’s password in both text 
boxes. 


© Click User Must Change Password at Next 
Logon (“ changes to x). 

O Click Create. 

@ Click Close. 











A Windows 8 adds the new user to the Users 
folder. 


Double-click the new user. 


Windows 8 display’s the user’s Properties 
dialog box. 


Chusrgret: bo a ucts Qeceag ceria chap 
ae nol afhectone unl ee net bree thes 
uses lege On 





























Hels 





© Click the Member Of tab. 
® Click Add. 
The Select Groups dialog box appears. 
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® Type administrators. 
® Click OK. 
® Click OK. 


Windows 8 adds the new user to the 
Administrators group. 


Important! 


Whether you enable the built-in administrator account 
or add a new user to the administrators group, you 
Should safeguard the account with a strong password. 


Such a password should be a minimum of eight 
characters long, and it should include at least one 
character from at least three of the following four sets: 
lowercase letters (a to z), uppercase letters (A to Z), 
numbers (0 to 9), and symbols (such as #, *, +, and _). 





Activate the Guest User 
Account 


You can give a visitor temporary and secure 
access to your computer or your network by 
letting that person log on using the built-in 
Windows 8 Guest account. 


What do you do if you have someone visiting 
your home and that person wants to, for 
example, surf the web or access some media 
on your computer? You could allow the person 
to log on using an existing account, but that 
might not be reasonable because of privacy 
or security concerns. You could setup a 
separate user account for that person, but 
that is probably too much work, particularly 
for a person on a Short visit. 


A better solution is to take advantage of the 
Guest account that comes with Windows 8. 
The Guest account is given only limited 
privileges, so anyone logged on under that 
account cannot access or edit your data, 
change computer settings, or install 
programs. 


The Guest account is deactivated by default, 
so to allow your visitor to log on under that 
account, you must first activate it. 
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© On the Start screen, type lusrmgr.msc. 
© Click lusrmgr in the search results. 


The Local Users and Groups window appears. 





© Click Users. 
© Double-click Guest. 


The Guest Properties dialog box appears. 
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© Click Account is Disabled (« changes to x). 
O Click OK. 


Windows 8 activates the Guest account. 





© On the Start screen, click your user account 
tile. 


® Click Guest. 
TIPS 


Secure It! 





lf you plan on leaving the Guest account activated for 
an extended time, you should secure it with a 
password. Type lusrmgr msc, and press Enter. In the 
Local Users and Groups window, click Users, right-click 
Guest, and then click Set Password. In the Set Password 
for Guest dialog box, click Proceed, type the new 
password in the two text boxes, and then click OK. 


Reverse It! 


When you no longer need to use the Guest account, 
you should deactivate it again. To turn the Guest 
account off, follow steps 1 to 4 to open the Guest 
Properties dialog box. Click Account Is Disabled (O 
changes to m), and then click OK. Windows 8 
immediately deactivates the account. 





Customize the Explorer 
Quick Access Toolbar 


You can make File Explorer easier to use and 
more efficient by placing your most frequently 
used commands on the Quick Access Toolbar 
for one-click access. 


The Windows 8 version of the venerable File 
Explorer file management program comes 
with a new ribbon interface that replaces the 
menu bar and toolbar in previous versions. As 
with all ribbons, the one in File Explorer is 
divided into several tabs: File, Home, Share, 
and View. This is a great way to expose all of 
the program’s functionality, but it can 
sometimes be hard to locate the command 
you want to use. Also, some commands take 
several clicks because you must first click the 
tab, drop down a list, and only then click the 
command. 


If you have commands that you use 
frequently, you can put them within easy 
reach by adding them to the Quick Access 
Toolbar. Because the Quick Access Toolbar is 


always visible, any of its commands can be 
launched with just a single click. 
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@ Click the Customize Quick Access Toolbar 
arrow (a). 


© Click the command you want to add. 
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A File Explorer adds the command to the 
Quick Access Toolbar. 
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® Click the tab that contains the command 
you want to add. 


© Right-click the command. 
© Click Add to Quick Access Toolbar. 
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5 File Explorer adds the command to the 
Quick Access Toolbar. 


More Options! 


By default, the Quick Access Toolbar appears at the top 
of the File Explorer window in the title bar. 
Unfortunately, whenever File Explorer displays a Tools 
tab, it truncates the Quick Access Toolbar to show only 
seven icons. To work around this problem, right-click 
the Quick Access Toolbar and then click Show Quick 
Access Toolbar Below the Ribbon. This moves the 
toolbar below the ribbon, and so you always See all of 
its commands. 


Remove It! 


If you find that the Quick Access Toolbar is getting too 
crowded, or if you need to make room for another 
command, you can remove an existing command from 
the toolbar. To do this, right-click the command on the 
Quick Access Toolbar and then click Remove from Quick 
Access Toolbar. 





Synchronize Settings 
between Multiple Devices 


You can make Windows 8 easier to use, more 
consistent, and more efficient by 
synchronizing your settings, customizations, 
and data between multiple devices. 


You can run Windows 8 using either a local 
user account or a Microsoft account. Using 
the latter enables you to store data online, 
connect social networks such as Facebook 
and Twitter, and access services such as the 
App Store and Music Store. 


However, arguably the most useful feature of 
a Microsoft account is that you can use it to 
synchronize your settings across multiple 
devices. If besides your Windows 8 desktop 
computer you also have a Windows 8 
notebook, a Windows 8 tablet, and a Windows 
8 phone, using the same Microsoft account on 
each device means you can synchronize data 
between them. You can sync customizations 
(such as backgrounds and themes), system 
settings (such as languages and regional 


settings), Internet Explorer data (such as 
favorites and history), app settings, and more. 
This gives you a consistent interface across 
your devices, and consistent data so you can 
be more productive. 








© Move the mouse pointer to the top right 
corner of the screen. 


Windows 8 displays the Charms menu. 
Note: You can also press Windows Logo+C. 


On a tablet, swipe in from the right edge to 
display the Charms menu. 


© Click Settings. 
Windows 8 displays the Settings pane. 


Note: You can also display the Settings pane 
by pressing Windows Logo-+ I. 





© Click Change PC Settings. 


Windows 8 opens the PC Settings screen. 
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© Click Sync Your Settings. 


Windows 8 displays the Sync Your Settings 
screen. 
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© Under Settings to Sync, click the switch to 
Off beside each type of settings that you do 
not want to include in the sync. 


More Options! 


To configure Windows 8 to not sync when you use a 
metered Internet connection that only allows you so 
much data, follow steps 1 to 4 and click the Sync 
Settings Over Metered Connections switch to Off. To tell 
Windows 8 you are using a metered connection, press 
Windows Logo+l to open the Settings pane, click the 
network icon, right-click your Internet connection, and 
then click Set as Metered Connection. 


Remove It! 


In some cases, you might want the convenience of 
using a Microsoft account in Windows 8 for features 
such as the App Store and linked social networking 
accounts, but you do not want to synchronize settings 


and data. In that case, you can turn off synchronization 
for your computer altogether. Follow steps 1 to 4 to 
open the Sync Your Settings screen and then click the 
Sync Settings On this PC switch to Off. 





Chapter 3 
Boosting Your 
Computer’s Security 
and Privacy 





Many security experts believe that most 
violations of security and privacy occur not 
remotely from the Internet, as you might 
expect, but locally, right at your computer. 
That is, computer security and privacy are 
compromised most often by someone simply 
sitting down at another person’s machine 
while that person is not around. That makes 
some sense, because having physical access 
to a computer allows an intruder to install 
malicious programs, disable security features, 
and poke around for sensitive data, such as 
passwords and credit card numbers. 


If you are worried about having your security 
or privacy compromised by someone having 
direct access to your computer, Windows 8 
offers a reassuringly large number of tools 
and features that you can use to lock up your 
computer. In this chapter, you learn about 
most of these tools, many of which are simple 
to implement. Techniques such as activating 
parental controls, adding a picture password 
to your account, automatically locking your 
computer, and clearing your personal 
information from the Start screen are all easy 
to set up, but provide greatly enhanced 
security and privacy. You also learn more 
advanced techniques that take security to the 
next level, including using advanced file 
permissions and preventing other people 
from even starting your computer. 


Switch to Advanced Sharing to Improve 
security 


Protect a File or Folder with Permissions 
Clear Personal Data from the Start Screen 


Turn Off Recent App Switching 


Configure Action Center Messages 
Configure User Account Control Settings 
Require Ctrl+ Alt+ Delete Before Signing In 


Lock Your Computer to Prevent Others from 
Using It 


Automatically Lock Your Computer 
Prevent Others from Starting Your Computer 


Create a Picture Password 


Switch to Advanced 
Sharing to Improve 
Security 


If you share files with other network users, 
you can configure Windows 8 to control which 
users can access your files and what actions 
they can perform on those files. 


If your computer is part of a network, it is 
Common to give other users access to some of 
your files by sharing one or more folders with 
the network. By default, Windows 8 runs the 
Sharing Wizard when you opt to share a 
folder. The Sharing Wizard enables you to 
choose which users can share the folder and 
how each person shares it: with Read/Write 
permissions (the user can make changes) or 
with Read permissions (the user cannot make 
changes). 


If you want to apply more sophisticated 
Sharing options such as the folder 
permissions discussed in the next section, you 
need to switch to the Windows 8 advanced 


Sharing features. These features enable you 
to set permissions for specific users and for 
groups of users (such as Administrators or 
Guests), create multiple shares for the same 
folder, and more. 





© On the Start screen, type control. 
© Click Control Panel. 


The Control Panel window appears. 





© Click Appearance and Personalization. 


The Appearance and Personalization window 
appears. 
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© Click Folder Options. 
The Folder Options dialog box appears. 
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© Click the View tab. 


O Click the Use Sharing Wizard check box (# 
Changes to x). 





@ Click OK. 


Windows 8 switches to its advanced sharing 
options. 


Did You Know? 


lf you have File Explorer running, a quicker way to get 
to the Folder Options dialog box ts to click the View tab 
and then click Options. Alternatively, press Windows 
Logo+W to open the Settings search screen, type 
folder in the Search box, and then click Folder Options 
in the search results. 


Important! 


lf your computer is part of a workgroup, you can set up 
an account for each user on every computer in the 
workgroup. For example, if the user Paul has an 
account on computer A, you must also set up an 
account for Paul on computers B, C, and so on. You 
must assign a password to the account and you must 
use the same password for the account on all the 
computers. 





Protect a File or Folder 
with Permissions 


Windows 8 offers a sophisticated file security 
system called permissions. Permissions 
Specify exactly what the groups or users can 
do with the contents of a protected folder. 
There are six types of permissions. 


With Full Control permission, users can 
perform any of the actions listed. Users can 
also change permissions. With Modify 
permission, users can view the folder 
contents, open files, edit files, create new files 
and subfolders, delete files, and run 
programs. With Read & Execute permission, 
users can view the folder contents, open files, 
and run programs. With List Folder 
Contents permission, users can view the 
folder contents. With Read permission, users 
can open files, but cannot edit them. Finally, 
with Write permission, users can create new 
files and subfolders and open and edit 
existing files. 


In each case, you can either allow the 
permission or deny it. 
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© In File Explorer, click the folder or file that 
you want to protect. 


© Click the Home tab. 
© Click Properties. 


Note: You can also right-click the folder or 
file and then click Properties. 


The item’s Properties dialog box appears. 
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© Click the Security tab. 


A The Group or User Names list displays the 
current groups and users that have 
permissions for the folder. 


Note: In some cases, the name in 
parentheses takes the form 
COMPUTER\Name, where COMPUTER is the 
computer’s name and Name is the user or 
group name. 


© Click Edit. 
The Permissions dialog box appears. 
O Click Add. 


The Select Users or Groups dialog box 
appears. 


select this obpect type: 
Users, Groups, of Built-in security principals 


From this bocationc 
|PAULF76E | | Locales... 


Enter the obpect names to select (examples: 
Farner 





@ Type the name of the group or user you 
want to work with. 


© Click OK. 
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5 The user or group appears in this list. 


Click the new user or group to select it. 


® In the Allow column, click each permission 
that you want to allow (a changes to w#). 


@® Click OK. 
@ Click OK. 


Windows 8 protects the folder with the 
permissions you selected. 





More Options! 


In the Select Users or Groups dialog box, if you are not 
Sure about a user or group name, click Advanced and 
then click Find Now. Windows 8 displays a list of all the 
available users and groups. Click the name you want in 
the list and then click OK. 


More Options! 


You can override a user’s group permissions by clicking 
the corresponding check boxes in the Deny column (0 
changes to ™). For example, to prevent a member of the 
Administrators group from viewing the contents of your 
folder, click the List Folder Contents in the Deny 
column check box (4 changes to ™). 





Clear Personal Data from 
the Start Screen 


To enhance your privacy, you can clear the 
Start screen’s personal data so that other 

people who use your computer cannot see 
your private information. 


Many of the Start screen’s tiles display 
personal information. For example, the People 
tile shows recent updates, the Messaging and 
Mail tiles show recent messages, and the 
Photos, Music, and Video tiles show currently 
playing media. However, if you know that 
someone else is going to be using your 
computer, and you do not have a separate 
user account set up for that person, you may 
not want him or her to see this information. 
To prevent this, you can clear all your 
personal data from the Start screen’s tiles. 


However, the Start screen is not the only 
place where Windows 8 stores your personal 
data. Windows Media Player maintains a list 
of files that you have played recently, and it 
also keeps track of the addresses of Internet 


media you have recently opened, as well as all 
the information you have downloaded about 
the audio CDs and DVDs you played. If 
someone else is going to use Windows Media 
Player on your computer, you can maintain 
your media privacy by clearing all this stored 
information. 


1_ Start 








© Display the Start screen. 
© Press Windows Logo+l. 
The Settings pane appears. 


Settings 





© Click Tiles. 
The Start Settings pane appears. 





© Click Clear. 


Start 





A Windows 8 removes all your personal data 
from the Start screen tiles. 





More Options! 


To clear your recent media, open Windows Media 
Player, click Organize, and then click Options to open 
the Options dialog box. Click the Privacy tab. Click 
Clear History to clear the list of recently viewed media 
files and Internet addresses. Click Clear Caches to clear 
the downloaded information about audio CDs. Click OK. 


Did You Know? 


The easiest way to maintain the privacy of your 
documents is to create separate user accounts for each 
person who uses your computer. Press Windows 
Logo+l, click Change PC Settings, click Users, and then 
click Add a User. For maximum privacy and security, 























Turn Off Recent App 
Switching 


If another person is going to be using your 
computer, or if you will be leaving your 
computer unattended for a period of time, 
you can disable the recent app switching list 
So another person cannot see the apps you 
have used recently. 





When you use Windows 8 apps, the system 
maintains a list of apps you have recently 
used. This enables you to switch between 
those apps by displaying the recent apps list. 
That is, you place the mouse pointer in the 
top left corner of the screen and then move 
the pointer down (or press Windows 

Logo+ Tab), and then click the thumbnail of 
the app you want to use next. With a tablet, 
you can slide your finger in from the left edge 
of the screen to switch to the next app in the 
list. 


If you do not want anyone else to know which 
apps you have used recently, you can turn off 
recent app switching. This disables the recent 


apps list and prevents tablet users from 
bringing recent apps onto the screen. 





© Press Windows Logo+tl. 





A The Settings pane appears. 


© Click Change PC Settings. 
The PC Settings app appears. 





PC settings 


Users 





Notifications 


Search 
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© Click General. 


The General settings appear. 
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© Click the Allow Switching Between Recent 
Apps switch to Off. 
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5 When you move the mouse pointer to the 
top left corner of the screen, the recent apps 
list no longer appears. 


Also, pressing Windows Logo+ Tab no longer 
displays a list of running apps. 


Try This! 


lf another person is going to be using your computer, 
turning off recent app switching protects your privacy, 
but it makes Windows 8 more difficult for the other 


person to use. Rather than turning off recent app 
Switching altogether, you can just delete your recent 
app history, instead. Follow steps 1 to 3 to display the 
General settings, and then click Delete History. This 
leaves recent app switching activated, but it means 
that the other person creates a fresh list of recent apps. 





Configure Action Center 
Messages 


You can make your computer more secure by 
ensuring that Action Center is configured to 
display all of its security and maintenance 
messages. 


If you are working in the Windows 8 Desktop 
app and Windows detects a problem, the 
Action Center uses the taskbar’s notification 
area to display a message that alerts you to 
the issue. These messages fall into two 
categories: security and maintenance. 


Security messages include letting you know if 
your computer does not have any virus or 
Spyware protection, if the virus or spyware 
protection is out of date, if Windows Update is 
turned off, and if your Internet security 
settings are not as strong as they should be. 


Maintenance messages include alerting you 
to a failed backup, telling you if a drive is 
running out of space, and letting you know if 
automatic maintenance has been turned off. 


These are useful messages, but it is fairly 
easy to turn them off. To ensure all your 
computers are fully protected, you should 
periodically check to make sure all security 
and maintenance messages are being 
displayed. 


® Press Windows Logo+ W. 
The Settings search pane appears. 


Settings 


Settings resuts to 
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© Type action. 
© Click Action Center. 
Windows 8 opens the Action Center window. 
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© Click Change Action Center Settings. 


The Change Action Center Settings window 
appears. 
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© Click to activate each item in the Security 
Messages section (a changes to w#). 


O Click to activate each item in the 
Maintenance Messages section (4 changes to 


“). 


© «i faction Center © Change Action Center pettnge 
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@ Click OK. 


Windows 8 puts the new Action Center 
message settings into effect. 


Did You Know? 


To view your current Action Center messages, follow 
steps 1 to 3 to open the Action Center window. Click 
Security to expand that section and display its most 
recent messages in each category (Virus Protection, 
Windows Update, and so on). Click Maintenance to 
expand that section and display its most recent 
messages in each category (Automatic Maintenance, 
Drive Status, File History, and so on). 


Did You Know? 


You can view older Action Center messages, as well. To 
do this, follow steps 1 to 3 to open the Action Center 
window, and then click the View Archived Messages 
link. When you have finished viewing the messages, 
click OK to return to Action Center. 


Configure User Account 
Control Settings 


You can configure the Windows 8 user 
account control (UAC) to suit the way you 
WOrk. 


The basic idea behind the UAC security model 
is to prevent harmful programs such as 
viruses and Trojan horses from installing 
themselves on your PC and changing your 
system settings. It does this by monitoring 
your system for four types of events: a 
program initiating a software install, a 
program changing system settings, a user 
changing system settings, and a user running 
high-level Windows 8 tools such as the 
Registry Editor. 


If you are coming to Windows 8 from 
Windows Vista, you are used to UAC 
prompting you for permission to perform any 
of these events, which meant you probably 
ended up supplying Windows with 
administrator credentials quite often. This is 
known as elevating your privileges. Also, 


when prompting for credentials, Windows 
Vista would switch to secure desktop mode, 
which meant that you could not do anything 
else with Windows Vista until you either 
Supplied your credentials or cancelled the 
operation. 


In Windows 7 (and continuing in Windows 8), 
Microsoft tweaked UAC to make it 
configurable so you can tailor the prompts to 
Suit your situation. Microsoft also set up the 
default configuration of UAC so that it now 
only rarely prompts you for elevation when 
you change the settings on your PC. 


® Press Windows Logo+ W. 


The Settings search screen appears. 
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© Type account control. 


© Click Change User Account Control 
settings. 


The User Account Control Settings window 
appears. 
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© Click and drag the slider to choose one of 
the four UAC settings. 


A This box displays a brief description of each 
level. 


Note: See the tip to learn more about each 
Setting. 
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© Click OK. 


The User Account Control dialog box appears. 


ff Do you want to allow the following program to make 
@ cha nges to this computer? 








My Programname  UserAccountControlSettings 
, Venfied publisher Microsoft Windows 


Show details 


Change when these notifications appear 





© Click Yes. 


Note: If you are not currently using an 
administrator account, you must provide the 
password for an administrator account on 
your system. 


Windows 8 applies the new UAC setting. 


Did You Know? 


The top level (Always Notify) works much like UAC in 
Windows Vista because you are prompted for elevation 
when you change Windows settings and when 
programs try to change settings and install software. 
The second highest level is the default setting, and it 
prompts you for elevation only when programs try to 


change settings and install software. This level uses 
secure desktop mode to display the UAC dialog box. 


The second lowest level is the same as the Default 
level — that is, it prompts you for elevations only when 
programs try to change settings and install software — 
but this level does not use secure desktop mode when 
displaying the UAC dialog box. The lowest level (Never 
Notify) turns off UAC. 





Require Ctri+ Alt+ Delete 
Before Signing In 


You can configure Windows 8 to require users 
to press Ctrl+ Alt+ Delete before they can sign 
in to your computer. This prevents a malicious 
program activated at startup from capturing 
your password. 


Although your Windows 8 user account is 
protected with a password, it is not foolproof. 
Hackers are an endlessly resourceful bunch, 
and some of the smarter ones have figured 
out a way to defeat the user account 
password system. The trick is that they install 
a virus or Trojan horse program — usually via 
an infected e-mail message or malicious 
website — that loads itself when you start 
your computer. This program then displays a 
fake version of the Windows 8 sign on screen. 
When you type your username and password 
into this dialog box, the program records it 
and your system security is compromised. 


To thwart this clever ruse, Windows 8 enables 
you to configure your system so that you must 


press Ctrl+ Alt+ Delete before you can Sign in. 
This key combination ensures that the 
authentic sign on screen appears. 


© Press Windows Logo+R. 
The Run dialog box appears. 


Type the name of a program, folder, docurnent, or Internet 
resource, and Windows will open it for you. 








© In the Open text box, type control 
userpasswords2. 


© Click OK. 


The User Accounts dialog box appears. 


Uae the ligt below tp geant of deny uber access be your computer, 
and fo change passeeteds med other peters. 


fa? LSers HU Erte a user haere and peer” bo pe the computer. 


User for thn comgeter, 
eae Bre Grew 
A karen Users 
BL hyve bvecom Admarestrators: Wipers 


Patiwoied fer teenth irvt.com 


2 Te change your padseord, ge te FC petings ated select Ucers. 





[jl ew [so 


© Click the Users tab. 


© Click the Users Must Enter a User Name 
and Password to Use This Computer check 
box (a changesto sw). 
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© Click the Advanced tab. 


© Click the Require Users to Press 
Ctrl+ Alt+ Delete check box (a changes to #). 


© Click OK. 


Windows 8 now requires each user to press 
Ctrl+ Alt+ Delete to sign in. 
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A At the next sign on, Windows 8 displays this 
message in the lock screen. 





Did You Know? 


When you are signed in to Windows 8, you can use 
Ctri+Alt+Delete to sign out or switch to a different user 
account from any part of Windows (not just the Start 
screen, where you access these features by clicking 
your user account tile). Press Ctrl+Alt+Delete to 
display the Windows Security screen. If you want to 
Sign out of your account, click Sign Out. If you prefer to 
Stay signed in and switch to a different account, click 
Switch User instead. 


You can also use this key combination as a quick way to 
launch Task Manager from the Start screen. That is, 
rather than running a search for Task Manager, you can 
press Ctri+Alt+Delete and then click Task Manager in 
the Windows Security screen. 





Lock Your Computer to 
Prevent Others from 
Using It 


You can lock your computer to prevent 
another person from working with your 
computer while you are away from your desk. 


Security measures such as advanced file 
permissions and encryption, which are 
covered in this chapter, rely on the fact that 
you have entered the appropriate username 
and password to sign in to your Windows 8 
account. In other words, after you sign in, you 
become a “trusted” user. 


But what happens when you leave your desk? 
If you remain signed in to Windows 8, any 
other person who sits down at your computer 
can take advantage of your trusted-user 
Status to view and work with secure files. You 
could prevent this by shutting down your 
computer every time you leave your desk, but 
that is not practical. A better solution is to 
lock your system before leaving your desk. 


Anyone who tries to use your computer must 
enter your password to access the Windows 8 
desktop. 


To learn more about how to configure 
Windows 8 to lock your computer after it has 
been idle for a while, see the next section. 
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© On the Start screen, click your user account 
tile. 


® Click Lock. 


The Windows 8 lock screen appears. 
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© Press a key. 


The Windows 8 sign on screen appears. 


Note: On a tablet, swipe the lock screen up 
to reveal the sign on screen. 
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A The word Locked appears below your 
username. 


Paul McFedries 








© Type your password. 
© Click the Submit arrow or press Enter. 


The Windows 8 desktop appears. 





Did You Know? 


lf you need to leave your desk in a hurry, Windows 8 
offers a couple of quick methods for locking your 
computer. Probably the quickest way Is to press the 
Windows Logo+L keys. Alternatively, press 
Ctri+Alt+Delete and then click Lock. 


Try This! 


lf you want a one-click method for locking your 
computer, right-click the desktop, click New, click 
Shortcut, and then type the following: rundll32 


user32.dll,LockWorkStation. Click Next, type Lock, 
and then click Finish. Drag the new shortcut and drop it 
on the taskbar. Right-click the shortcut and then click 
Pin to Start. You can now click the pinned taskbar icon 
or Start screen tile to lock your PC. 





Automatically Lock Your 
Computer 


You can configure Windows 8 to automatically 
lock your computer after it has been idle fora 
Specified time. 


The previous section described how to lock 
your computer to prevent an intruder from 
accessing your desktop while you are away 
from your PC. The locking technique is easy 
enough to do, but the hard part is 
remembering to do it. If you are late fora 
meeting or other appointment, locking up 
your machine is probably the last thing on 
your mind as you dash out the door. If you 
later remember that you forgot to lock your 
Computer, you may spend the next while 
worrying about your PC. 


To avoid the worrying and to reduce the 
Chance that some snoop will access your 
desktop if you forget to lock it, you can 
configure Windows 8 to lock automatically 
after a period of inactivity. 
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© On the Start screen, type control. 
© Click Control Panel. 


The Control Panel window appears. 
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© Click Change the Theme. 


The Personalization window appears. 


Note: A quicker way to get to the 
Personalization window is to press Windows 


Logo+ W, type personalize, and then click 
Personalize Your Computer. 
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© Click On Resume, Display Logon Screen (a 
Changes to «). 

© Use the Wait spin box to set the number of 
minutes of idle that must pass before 
Windows 8 locks your computer. 


@ Click OK. 


Windows 8 now automatically locks your PC 
when it has been idle for the number of 
minutes you specified in step 6. 


Check It Out! 


Windows 8 ts also configured by default to display the 
Sign on screen when your computer wakes up from 
Sleep mode. To make sure this setting is activated, 
follow steps 1 and 2 to open the Control Panel window. 
Click Hardware and Sound, and then under Power 
Options, click Require a Password When the Computer 
Wakes. 


In the System Settings window, examine the options in 
the Password Protection on Wakeup section. If the Don’t 
Require a Password option is activated, click Change 
Settings That Are Currently Unavailable to enable the 
options. (You may need to enter administrator 
credentials at this point.) Click the Require a Password 
option (© changes to ®), and then click Save Changes. 





Prevent Others from 
Starting Your Computer 


You can configure Windows 8 to require a 
Special media to be inserted in your computer 
before starting up. Without the media, 
Windows 8 does not allow anyone to sign in to 
the computer. 


As a security feature, Windows 8 stores 
passwords in encrypted form and Windows 8 
uses a system key to decrypt the passwords. 
This system key is normally stored on your 
computer, and if for some reason the system 
key were lost, you would not be able to start 
your computer. For this reason, the system 
key is also called a startup key. 


You can take advantage of this security 
precaution to make sure that no unauthorized 
user can start your computer. You do that by 
having Windows 8 move the startup key toa 
removable media such as a USB flash drive. If 
the media is not inserted into the computer at 
Startup, Windows 8 does not allow anyone to 
Sign in to the system. In fact, Windows 8 does 


not even display the sign on screen, so an 
unauthorized user cannot even try to guess 
your password. 


You must first configure your removable 
media to use drive A, so see “Assign a 
Different Letter to a Disk Drive” in Chapter 4. 


@ Insert a removable drive, such as a USB 
flash drive, into your computer, and configure 
it to use drive A. 





© On the Start screen, type command. 





© Right-click Command Prompt. 


© Click Run as Administrator. 


Note: You can also press Windows Logo+ X 
and then click Command Prompt (Admin). 


Note: If you see the User Account Control 
dialog box, click Yes or enter administrator 
credentials. 


The Command Prompt window appears. 





© Type syskey. 
© Press Enter. 


@ Click Close to shut down the Command 
Prompt window. 


The Securing the Windows Account Database 
dialog box appears. 
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© Click Update. 


The Startup Key dialog box appears. 


© Click the Store Startup Key on Floppy Disk 
option (co changes to »). 


® Click OK. 
The Save Startup Key dialog box appears. 





® Click OK. 

Windows 8 saves the startup key to the 
removable drive and then displays a 
confirmation dialog box. 





@ Click OK. 


The Success dialog box appears. 





® Click OK. 

Windows 8 now requires the removable drive 
that contains the startup key to be inserted. 
each time you Sign in. 


Caution! 


After saving the startup key to the removable drive, 
Windows 8 looks for the drive when you start your 
computer. If Windows 8 does not find the key, the 
Windows 8 Startup Key Disk dialog box appears. You 
must insert the drive and then click OK. If you lose or 
damage the drive, you cannot start Windows 8, so keep 
the drive in a Safe place. Also, be sure to make a 
backup copy of the drive. 


Remove It! 


lf you decide later on that you no longer want to keep 
the startup key on a floppy disk, you can revert to 
storing the key on your computer. Follow steps 1 to 8, 
click the Store Startup Key Locally option (© changes to 
®), and then click OK. Insert the removable drive that 
has the startup key, and then click OK. 





Create a Picture 
Password 


You can make it much easier to sign in to your 
Windows 8 tablet by creating a picture 
password. 


If you are serious about your tablet’s security, 
then you should have configured your 
Windows 8 user account with a strong 
password. This means a password that is at 
least eight characters long, and uses at least 
one character from at least three of the 
following four sets: lowercase letters, 
uppercase letters, numbers, and symbols. 
However, the stronger the password you use, 
the more cumbersome it is to enter using a 
touch keyboard. 


If you find that it is taking you an inordinate 
amount of time to sign in to Windows 8 using 
your tablet’s touch keyboard, you can switch 
to a picture password, instead. In this case, 
your “password” is a series of three gestures 
— any combination of a tap, a straight line, or 
a circle — that you apply to a photo. Windows 


8 displays the photo at startup, and you 


repeat your gestures, in order, to sign in to 
Windows. 


© Using your tablet, swipe left from the right 
edge and then tap Search (not shown). 
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© Type password. 
© Tap Create or Change Picture Password. 


The PC Settings app appears. 


PC settings 
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© ‘Tap Create a Picture Password. 


Windows 8 prompts you for your account 


password. 


Create a picture password 


inst, confine our current passaord 


Paul McFearies 





© Type your password. 


O Tap OK. 


The Welcome to Picture Password screen 


appears. 








0 Tap Choose Picture. 
TPS 





Caution! 


The biggest drawback to using a picture password Is 
that it is possible for a malicious user to view and 
possibly even record your gestures using a camera. 
Unlike a regular text password where the characters 
appear as dots to prevent someone from seeing them, 
your gestures have no such protection. 


Important! 


Remember that your picture password is applied to 
your user account along with your existing text-based 
password. That is, the picture password does not 
replace your text password. As you see in the 
continuation of this section, it is trivial to bypass the 
picture password and sign in using the text password, 
so it is vital that you still protect your tablet with a 
strong text password. 


In the same way that you should not choose a 
regular account password that is extremely 
obvious (such as the word “password” or your 
username), you should take care to avoid 
creating an obvious picture password. 


For example, if you are using a photo showing 
three faces, then an obvious picture password 
would be a tap on each face. 


A good picture password not only uses all 
three available gestures, but also uses them 
in ways that are not obvious. 


To ensure you have memorized your picture 
password, you should practice signing out 
from your account and then signing back on 
using the picture password a few times. 


The Files screen appears. 





© Tap the picture you want to use. 
© Tap Open. 


The How’s This Look? screen appears. 





® ‘Tap and drag the picture so that the image 
is positioned where you prefer. 


® ‘Tap Use this Picture. 


The Set Up Your Gestures screen appears. 


Set up your gestures 








® Use your finger or a stylus to draw three 
gestures. 


® Repeat the gestures to confirm. 


Cong ratulations! 








® Tap Finish. 


The next time you sign in to Windows 8, you 
will be prompted to enter your picture 
password gestures. 


Important! 


lf you forget the gestures in your picture password, tap 
Switch to Password in the sign on screen to sign in with 
your regular password. To get a reminder of your 
picture password gestures, follow steps 1 to 3, tap 
Change Picture Password, type your user account 
password, and tap OK. In the Change Your Picture 
Password screen, tap Replay. Tap the picture to see 
each gesture. 


Change It! 


lf you feel that your picture password has been 
compromised (for example, someone witnessed your 
sign on), if you want to change your gestures, or if you 
have grown tired of the original picture you chose, you 
can change your picture password. Open the Change 
Picture Password screen as described in the previous 
tip, choose a new picture, if necessary, and then run 
through your gestures. 





Chapter 4 
Getting More Out of 
Files and Folders 


Although you may use Windows 8 to achieve 
certain ends — write memos and letters, 
create presentations, play games, surf the 
Internet, and so on — you still have to deal 
with files and folders as part of your day-to- 
day work or play. Basic tasks such as copying 
and moving files, creating and renaming 
folders, and deleting unneeded files and 
folders are part of the Windows 8 routine. 


Your goal should be to make all this file and 
folder maintenance less of a routine so that 
you have more time during the day to devote 
to more worthy pursuits. Fortunately, 
Windows 8 offers a number of shortcuts and 
tweaks that can speed up file and folder tasks 


and make them more efficient. In this chapter 
you learn a number of these techniques. 


For example, you learn how to display file 
extensions, how to open a file in a program 
other than the one with which it is associated, 
how to store your file history on a USB drive, 
how to revert to a previous version of a file, 
and how to protect a file by making it read- 
only. You also learn how to mount an ISO file 
and virtual hard disk, how to combine 
multiple drives into a single storage pool, how 
to assign a different letter to a disk drive, how 
to hide drive letters, and how to split a hard 
drive into two partitions. 


Turn On File Extensions 


Specify a Different Program When Opening a 
File 


Store File History on an External Drive 
Exclude a Folder from Your File History 
Restore a Previous Version of a File 


Protect a File by Making It Read-Only 


Restore Folder Windows When You Log On 
Mount an ISO File 

Mount a Virtual Hard Disk 

Create a Virtual Hard Disk 

Combine Multiple Drives into a Storage Pool 
Assign a Different Letter to a Disk Drive 
Hide Disk Drive Letters 


Split a Hard Drive into Two Partitions 


Turn On File Extensions 


You can make files easier to understand and 
work with by configuring Windows 8 to 
display file extensions. 


A file extension is a code of three (or 
sometimes four or more) characters that 
appears at the end of a filename, after the 
period. For example, in the filename 
readme.txt, the “txt” part is the file extension. 
Windows 8 uses file extensions to determine a 
document’s file type. For example, a file with 
a txt extension is a lext Document type, 
whereas a file with a bmp extension is a 
Bitmap Image type. 


In Windows 8, each file type is associated 
with a particular application: Text Document 
files are associated with Notepad, Bitmap 
Image files are associated with Windows 
Photo Viewer, and so on. So file extensions 
are important because they determine a 
document’s file type and the application that 
opens the document. 


Windows 8 ships with file extensions turned 
off. This is often a problem because it is 
difficult to tell what file type a document uses 
without seeing the extension. Also, with file 
extensions hidden, you cannot change the 
extension to something else. 





® Click the View tab. 
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© Click File Name Extensions (oc changes to wy). 


Windows 8 now displays file extensions. 
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Did You Know? 


Windows 8 ships with file extensions turned off 
because it does not want novice users imprudently 
changing extensions and possibly rendering 
documents unusable. However, changing file 
extensions has many uses. For example, if you use 


Notepad to create a web page, the resulting file uses 
the .txt extension, but most web page files must use 
either the .Atm or .Atm! extension, so you must change 
Tee 


Apply It! 


Once you have configured Windows 8 to display file 
extensions, you can then edit a file’s extension. To do 
this, use File Explorer to navigate to the folder 
containing the file, click the file, and then press F2. 
Windows 8 displays a text box around the filename and 
selects the part of the name to the left of the dot (.). 
Press the right arrow key to collapse the selection and 
move the cursor into the extension. Note that Windows 
8 will aSk you to confirm the extension change. 


Specify a Different 
Program When Opening a 
File 

You can open a file in a different program 
from the one normally associated with the 


file. This enables you to use the other 
program’s features to work on the file. 


Every document you create has a particular 
file type. Some file types include Text 
Documents, Rich Text Documents, Bitmap 
Images, and JPEG Images. All these types 
have a default program associated with them. 
For example, Text Documents are associated 
with Notepad, and Rich Text Documents are 
associated with WordPad or Word. Double- 
clicking a file opens the file in the associated 
program. 


You may have situations where you prefer to 
open a particular file with a different 
program. For example, double-clicking a 
picture file opens it in the Windows Photo 
Viewer. However, you may prefer to open the 


picture file in Paint or some other image- 
editing program so that you can make 
Changes to the picture. 


This section shows you how to open any 
document in another program. 





® Open the folder that contains the file you 
want to open. 


© Click the file. 
© Click the Open list. 


A If the program you want to use appears 
here, click the program and skip the 
remaining steps. 


© Click Choose Default Program. 


Windows 8 asks how you want to open this 
file type. 


How dio you want to open this file? 
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© Click More Options. 
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5 Windows 8 displays a full list of programs 
you can use to open the file. 


© Click to deselect the Use This App for All 
.ext Files check box, where ext is the 
extension of the file (« changes to x). 


@ Click the program you want to use to open 
the file. 


C If the program you want to use does not 
appear in the list, you can click Look for 
Another App on This PC and use the Open 
With dialog box to specify the program. 


Windows 8 opens the file in the program you 
chose. 
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More Options! 


Besides opening the file you selected in the new 
program, you may prefer to open every other file of the 
Same type — such as Text Document files or Rich Text 
Format files — in the same program. Follow steps 1 to 
5 and then click the Use This App for All .ext Files check 
box (4 changes to ™). 


Did You Know? 


Windows 8 enables you to set the default program for a 
number of file types at once. On the Start screen, press 
Windows Logo+W, type default, click Default 
Programs, and then click Associate a File Type or 
Protocol with a Program. For each file type, click the file 
type, click Change Program, and then follow steps 5 to 
Tl 





Store File History on an 
External Drive 


You can make it easier to recover earlier 
versions of your files by saving copies of your 
files to an external drive. 


You know that you can back up any file by 
copying it to another drive. However, there 
may be times when it is not good enough just 
to store a copy of a file. For example, if you 
make frequent changes to a file, you might 
want to copy not only the current version, but 
also the versions from an hour ago, a day ago, 
a week ago, and so on. In Windows 8, these 
previous versions of a file are called its file 
history, and you can save this data for all your 
documents by activating a feature called File 
History. 


When you turn on File History and specify an 
external drive to store the data, Windows 8 
begins monitoring your libraries, your 
desktop, your contacts, and your Internet 
Explorer favorites. Once an hour, Windows 8 
checks to see if any of this data has changed 


since the last check. If it has, Windows 8 
Saves copies of the changed files to the 
external drive. 


Once you have some data saved, you can then 
use it to restore a previous version of a file, as 
described later in this chapter. 





Set the File History Drive 





® Connect an external drive to your PC. 


Note: The drive should have enough capacity 
to hold your files, so an external hard drive is 
probably best. 

© On the Start screen, press Windows 

Logo+ W. 


The Settings search pane appears. 
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© Type history. 
© Click File History. 
The File History window appears. 
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A If Windows 8 detects an external hard 
drive, it displays the drive here. 


If this is the correct drive, you can skip steps 
9 to 7. 


© Click Select Drive. 


The Select Drive window appears. 
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O Click the drive you want to use. 
@ Click OK. 






Activate File History 
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® Click Turn On. 


Windows 8 activates File History and begins 
Saving copies of your files to the external 
drive. 


More Options! 


lf you do not have an external drive, or if your drives do 
not have enough capacity, you can use a network 
folder to store your file history. In the File History 
window, either click the Use Network Location link, or 
click Select Drive and then click Add Network Location. 
In the Select Folder dialog box, open a computer on 
your network, select a shared folder to which you have 
permission to add files, and then click Select Folder. 


Remove It! 


lf you need to remove the external drive temporarily 
(for example, if you need to use the port for another 
device), you should turn off File History before 




















Exclude a Folder from 
Your File History 


You can make the File History feature more 
convenient or more secure by preventing 
certain folders from being copied to the drive. 


By default, File History stores copies of 
everything in your Windows 8 libraries — 
including Documents, Music, Photos, and 
Videos — as well as your desktop items, 
contacts, and Internet Explorer favorites. 
However, there may be situations where you 
do not want every file to be included in your 
history. For example, if your external drive 
has a limited capacity, you might want to 
exclude extremely large files, such as TV 
Shows or movies in your Videos library. 


Similarly, you might have sensitive or private 
files in your Documents library that you do 
not want to copy to the external drive 
because that drive can easily be stolen or lost. 


Whatever the reason, you can configure File 
History to exclude a particular folder from 


being copied to the external drive. 
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® Open the File History window as described 
in the previous section. 


® Click Exclude Folders. 


The Exclude Folders window appears. 
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© Click Add. 
The Select Folder dialog box appears. 
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[ Cancel 


© Click the folder you want to exclude. 
© Click Select Folder. 
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A Windows 8 adds the folder to the Excluded 
Folders and Libraries list. 


O Repeat steps 3 to 5 to exclude any other 
folders you do not want in your file history. 
@ Click Save Changes. 


Windows 8 no longer includes files from the 
folder in your file history. 


More Options! 


By default, File History looks for changed files every 
hour. If you are particularly busy, you might prefer a 
more frequent save interval. On the other hand, if you 
are running out of space on the external drive, you 
might prefer a less frequent save interval to preserve 
Space. In the File History window, click Advanced 
Settings and then use the Save Copies of Files list to 
select the save frequency you prefer. 


Did You Know? 


File History does not delete any of the file versions it 
Saves. Io free up space on the external drive, you can 
configure File History to save versions after a while. 
Click Advanced Settings and then use the Keep Saved 
Versions list to choose the time interval you want to 
use. 





Restore a Previous 
Version of a File 


If you improperly edit, accidentally delete, or 
corrupt a file through a system crash, in many 
cases you can restore a previous version of 
the file. 


When you activate File History on your PC as 
described earlier in this chapter, Windows 8 
periodically — by default, once an hour — 
looks for files that have changed since the last 
Check. If it finds a changed file, it makes a 
copy of that file and saves that version of the 
file to the external drive that you specified 
when you set up File History. This gives 
Windows 8 the capability to reverse the 
changes you have made to a file by reverting 
to an earlier state of the file. An earlier state 
of a file is called a previous version. 


Why would you want to revert to a previous 
version of a file? One reason is that you might 
improperly edit the file by deleting or 
changing important data. In some cases you 
may be able to restore that data by going 


back to a previous version of the file. Another 
reason is that the file might become 
corrupted if the program or Windows 8 
crashes. You can get a working version of the 
file back by restoring to a previous version. 


© On the Start screen, press Windows 
Logo+t W. 


The Settings search pane appears. 





Settings 

















© Type history. 

© Click File History. 

The File History window appears. 
© Click Restore Personal Files. 


The Home - File History window appears. 
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© Double-click the library that contains the 
file you want to restore. 
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O Open the folder that contains the file. 


@ Click Previous Version until you open the 
version of the folder you want to use. 


© Click the file you want to restore. 


© Click Restore to Original Location. 


If the original folder has a file with the same 
name, File History asks what you want to do. 


Copying 7 tem from Documents to My Documents 


The destination already has a file named “Florence - The 
Piazza Della Signonadocs” 


# Replace the file in the destination 


"? Skip this file 


# Compare info for both files 





® Select an option: 


Click Replace the File in the Destination to 

overwrite the existing file with the previous 
version. 

Click Skip This File to do nothing. 

Click Compare Info for Both Files to decide 
which file you prefer to keep. 


Windows 8 restores the previous version. 





Did You Know? 


Windows 8 also keeps track of previous versions of 
folders, which ts useful if an entire folder becomes 
corrupted because of a system crash. Follow steps 1 to 
7, click the folder you want to restore, and then click 
Restore to Original Location. 


More Options! 


lf you are not sure whether to replace an existing file 
with a previous version, click Compare Info for Both 
Files in the Replace or Skip Files dialog box. In the File 
Conflict dialog box, activate the check box beside both 
versions (Li changes to ™), and then click Continue. This 
leaves the existing file as is and restores the previous 
version with (2) appended to the filename. 





Protect a File by Making 
It Read-Only 


You can prevent other people from making 
changes to an important file by designating 
the file as read-only. 


A lot of day-to-day work in Windows 8 is 
required but not terribly important. Most 
memos, letters, and notes are run-of-the-mill 
and do not require extra security. 
Occasionally, however, you may create or 
work with a file that is important. It could bea 
carefully crafted letter, a memo detailing an 
important company strategy, or a collection of 
hard-won brainstorming notes. Whatever the 
content, such a file requires extra protection 
to ensure that you do not lose your work. 


You can set advanced file permissions that 
Can prevent a document from being changed 
or even deleted (see “Protect a File or Folder 
with Permissions” in Chapter 3). If your only 
concern is preventing other people from 
making changes to a document, a simpler 
technique you can use is making the 


document read-only. This means that 
although other people can make changes to 
the document, they cannot save those 
changes (except to a new file). This section 
Shows you how to make a file read-only. 


Make a File Read-Onl 





® Open the folder that contains the file you 
want to work with. 


© Click the file. 
© Click the Home tab. 
© Click the top half of the Properties button. 


The file’s Properties dialog box appears. 
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© Click the General tab. 


© Click the Read-only check box (a changes to 
“). 
@ Click OK. 


The file is now read-only. 
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© Open the read-only file. 

© Make changes to the file. 

© Click Save or press Ctrl+ S. 
The Save As dialog box appears. 
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© Click Save. 





The Confirm Save As dialog box appears. 
© Click Yes. 

The program tells you the file is read-only. 
O Click OK. 





More Options! 


You can hide a file that contains sensitive data to 
prevent other people from viewing it. Follow steps 1 to 
4 in the first set of steps in this section. Click the 


Hidden check box (4 changes to ™), click OK, and then 
press F5. The file icon disappears. 


More Options! 


To see a hidden file, first use File Explorer to open the 
folder containing the file. In the ribbon, click the View 
tab and then click the Hidden Items check box (0 
changes to ™). 


Reverse It! 


When you want to make changes to a read-only file, 
you can remove the read-only attribute. Follow steps 1 
to 4 in the first set of steps in this section, click the 
Read-only check box (™ changes to), and then click 
OK. 


Restore Folder Windows 
When You Log On 


You can make many desktop chores easier 
and more efficient if you configure Windows 8 
to reopen at logon any folder windows that 
you left open when you last signed out. 


Unfortunately, the presence of the new user 
interface in Windows 8 does not mean you 
never again have to deal with files and 
folders. In fact, you will likely find yourself 
using the Windows 8 Desktop app quite often 
for file and folder maintenance chores. 


You cannot escape those chores, but you can 
make them easier. In particular, if you have 
several folder windows that you routinely 
open when you first launch the Desktop app, 
reopening those windows every time is time- 
consuming and wasteful. You can avoid that 
waste and save yourself some time by getting 
Windows 8 to open the windows 
automatically. Specifically, you can configure 
Windows 8 to remember any folder windows 
you had open when you signed off or shut 


down your system. The next time you log on, 
Windows 8 automatically reopens those folder 
windows when you run the Desktop app. 





® In any folder window, click the View tab. 

© Click the top half of the Options button. 

The Folder Options dialog box appears. 
Note: You can also display the Folder Options 
dialog box from the Start screen by pressing 


Windows Logo+ W, typing folder, and then 
clicking Folder Options in the search results. 
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© Click the View tab. 


|General View Search | 
Pinker ied 


‘Tow can apply the view [euch oa Dsetads of boone] thal 
(paws ane uring for thee Bodeher to all bodclere io Ghar: bares 


Apedy lo Fekdets | Revel Pokies | 


Abvaraed) pellet 


| Hide axteraione for kris fle types 


bf] Hide piobeched ogebinting tytn hes: [Feemornmneradee| 
|| Laaeuirrec ey (bceches iavireckeers i a He pines 


aa Shee Gace cay eee feat Paced dead athe beats deere 
fe? Show prewiee handlers in preview pane 
boettcher: bea 


) Ue chesck bones io sellect terre 
ffl Wine Shang Wwicand (Flecommended] 
‘ay Teer Sacra arco ate 


Fethore Dod gully: | 


(ok || Cancel || py | 








Click Restore Previous Folder Windows at 
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© Click OK. 


The next time you log on and access the 
Desktop app, Windows 8 restores your 
previous open folder windows. 


Did You Know? 


Although it is handy having your folder windows open 
when you launch the Desktop app, it may not always 
be convenient. For example, there is a slight delay 


when you run the Desktop app while Windows 8 opens 
the previous windows. To avoid this delay, or if you 
need an uncluttered desktop, hold down Shift as you 
click the Desktop app. This tells Windows 8 to not open 
the previous folder windows. 





Mount an ISO File 


You can make it easier to work with disc 
image files by mounting them in File Explorer. 


A disc image is an exact replica of the 
contents of an optical (CD or DVD) data disc, 
including the disc’s file system. Each disc 
image is stored as an ISO (International 
Organization for Standardization) file that 
uses the .iso file extension. Many software 
vendors now distribute programs as ISO files, 
and many backup programs store their 
archives in the ISO format. 


In previous versions of Windows, if you 
wanted to view or use an ISO file, you had to 
install a program that would burn the ISO file 
to an optical disc. In Windows 8, however, 
Support for ISO files is built in to File 
Explorer. This means that you can view the 
contents of and copy data from an ISO file 
without third-party software. File Explorer 
accomplishes this by enabling you to mount 
an ISO file as a virtual optical drive on your 
EG: 


This means you no longer need to keep copies 
of your optical discs. Instead, you can convert 
those discs to ISO files and then store them 
on a hard drive for easier access. 








® On the Start screen, click Desktop. 
The Desktop app appears. 








© Click File Explorer. 


© Open the folder that contains the ISO file 
you want to mount. 





© Click the ISO file. 
© Click the Manage tab. 
0 Click Mount. 
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A Windows 8 creates a virtual disc drive for 
the ISO file. 


5 Windows displays the contents of the disc 
image. 


Try This! 


lf you would like to copy your own CDs and DVDs to ISO 
format for easier storage, backup, and transportation, 
Windows 8 does not come with a feature that enables 
you to do this. Instead, you need to download and 
install a third-party ISO creation program, such as Free 
ISO Creator, available at www.freeisocreator.com. 


Reverse It! 


When you no longer need to use the mounted ISO 
drive, you should eject it to free up the drive letter and 
reduce clutter in the File Explorer Folders list. To eject a 
mounted ISO file, use File Explorer to click the virtual 
disc drive. In the ribbon, click the Drive tab and then 
click Eject. Windows 8 unmounts the ISO file and 
removes the virtual disc drive. 





Mount a Virtual Hard Disk 


You can make it easier to work with virtual 
hard disk files by mounting them in File 
Explorer. 


A virtual hard disk (VHD) is a disk image that 
contains a virtual representation of a physical 
hard disk, including the hard disk’s partitions, 
file system, folders, and files. Each virtual 
hard disk is stored as a VHD file that uses the 
.vhd file extension. A virtual hard disk file is 
most often used as the hard disk for a virtual 
machine, particularly one created using the 
Microsoft Hyper-V virtual machine manager. 


Windows 7 had limited VHD support, 
including the ability to boot from a VHD. In 
Windows 8, however, support for VHD files is 
built in to File Explorer. This means that you 
Can view the contents of and copy data from a 
VHD file without third-party software. File 
Explorer accomplishes this by enabling you to 
mount a VHD as a virtual hard disk on your 
EG. 


See the next section to learn how to create 
your own virtual hard disks. 








© On the Start screen, click Desktop. 
The Desktop app appears. 
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© Click File Explorer. 


© Open the folder that contains the VHD file 
you want to mount. 


toca Okt) | y 


Rawr lan eel Gall 








© Click the VHD file. 
© Click the Manage tab. 
O Click Mount. 
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A Windows 8 creates a virtual hard disk for 
the VHD. 


5 Windows displays the contents of the 
virtual hard disk. 


Reverse It! 


When you no longer need to use the mounted VHD file, 
you should eject it to free up the drive letter and 
reduce clutter in the File Explorer Folders list. To eject a 
mounted VHD file, use File Explorer to click the virtual 
hard disk. In the ribbon, click the Drive tab and then 
click Eject. Windows 8 unmounts the VHD file and 
removes the virtual hard disk. 





Create a Virtual Hard 
Disk 

You can create your own virtual hard disks to 
get most of the benefits of having multiple 


hard disks without the expense of purchasing 
physical drives. 


Having multiple hard disks attached to your 
PC has its advantages. For example, you can 
install another operating system on a 
separate hard disk and dual-boot between 
that operating system and Windows 38. 


If you do not want to incur the expense ofa 
new physical hard disk, or if your PC has no 
free ports to attach a physical hard disk, you 
can use Windows 8 to create a virtual hard 
disk, which is a file that uses the VHD format. 
Windows & treats the virtual hard disk just 
like a regular disk, so anything you can do 
with a physical hard disk you can do with a 
VHD, including installing an operating 
system. You can also encrypt a VHD using 
BitLocker, so a VHD is an excellent way to 
store confidential or sensitive files. 


© On the Start screen, press Windows 
Logo+t W. 


The Settings search pane appears. 
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© Type disk. 


© Click Create and Format Hard Disk 
Partitions. 
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© Click Action. 
© Click Create VHD. 


Disk Management displays the Create and 
Attach Virtual Hard Disk dialog box. 


0 Click Browse. 


The Browse Virtual Disk Files dialog box 
appears. 
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@ Choose the folder you want to use to store 
the VHD. 


© Type a name for the VHD. 
© Click Save. 


The Create and Attach Virtual Hard Disk 
dialog box appears. 
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Specify the size of the VHD, in MB, GB, or 
TB. 


® Click the Virtual Hard Disk Format you 
want to use (co changes to @; see the tip for 
more information). 


® Choose Fixed Size (o changes to »). 
® Click OK. 


Disk Management creates the virtual hard 
disk. 





Did You Know? 


The main differences between the VHD and VHDX 
virtual hard disk formats is that VHD is supported by 
earlier versions of Windows, but can only create disks 
up to 2TB; VHDxX Its only supported by Windows 8, but 


it can create disks up to 16TB. Also, VHDX Is less prone 
to file corruption in the event of a power failure. 


Important! 


Before you can use the VHD, you must initialize it and 
create a new simple volume on the disk. Locate the 
new VHD tn the bottom section of the Disk 
Management window, right-click the VHD on the left 
side of the window, and then click Initialize Disk. 
Choose MBR (oc changes to ®) and click OK. Now follow 
the instructions given later in this chapter to create a 
new simple volume on the VHD. 





Combine Multiple Drives 
Into a Storage Pool 


You can make it easier to manage multiple 
hard drives and work with large amounts of 
data by combining two or more hard dives 
into a single storage pool. 


Multiple-terabyte (TB) hard drives are 
becoming commonplace. However, our data is 
expanding at an even faster rate as we 
download and rip music, ITV shows, movies, 
and other massive media files. Nowadays, 
media collections that take up 10 or 20TB are 
not at all unusual. 


Previously, the only simple way to store 10TB 
of data was to purchase five 2TB hard drives 
and split the data across the drives. This is 
not a great solution because it is difficult to 
allocate storage efficiently and to find the file 
you need. Higher-end solutions such as RAID 
(redundant array of inexpensive disks) are 
complex to implement. 


Windows 8 solves this problem by offering a 
new feature called storage spaces. This 
feature enables you to combine two or more 
USB, SATA, or SAS drives into a single 
storage pool, and then create a storage space 
— that is, a virtualized hard drive — from that 
pool. You can then use that space just as you 
would a regular hard drive. 


® Connect the USB, SATA, or SAS drives you 
want to use. 


© On the Start screen, press Windows 
Logo+t W. 


The Settings search pane appears. 
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© Type storage. 
© Click Storage Spaces. 


The Storage Spaces window appears. 


+) So Centre! Panel © Dpto ard Gecumity & ltorege Teac = is | t B 





Manage Storage Spaces 
@) Couce anew pool und tioeage Let Seceaepe Spee Bo dee Files eb het oe Front dirt. de thet poet | 
r Hertel arn ane 8 dread Pd. SiragH Spud aos arb pou te 
fry eld Pree des 2 ae et kee Cy 


’ re aap Viet Choe ae pe Lae ed. 
conire pare aoplel 
Wired peal rope, line yaemiaeres 


File Het 1 | 


Blecher Green Enorpptieen 





© Click Create a New Pool and Storage 
Space. 


Windows 8 displays the User Account Control 
dialog box. 


© Click Yes. 


Note: If you are running Windows 8 using a 
Standard account, you need to enter the 
credentials for an administrator account to 
proceed. 


Windows 8 displays a list of drives that you 
can use to create the storage pool. 
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@ Click the check box beside each drive you 
want to use (a changes to w#). 


© Click Create Pool. 
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© Type a name for the storage pool. 
® Select a drive letter. 
® Select a resiliency type (see the first tip). 


® Type the logical size you want for the 
Storage pool (see the second tip). 


® Click Create Storage Space. 


Windows 8 pools the hard drives and creates 
the storage space. 


Did You Know? 


Resiliency means that the storage space protects your 
data should a hard drive in the storage pool fail. 
Mirroring is the best choice here, and you can select 
either two-way (which creates a second copy of each 
file and requires at least two drives) or three-way 
(which creates three copies and requires at least three 
drives). 


Did You Know? 


You can specify a logical storage space size that is 
larger than the current physical capacity. Windows 8 
will then alert you when you need to add more drives 
to the storage space. 


More Options! 


To add a drive to the storage space, follow steps 1 to 4, 
click Add Drives, choose the drive (4 changes tom), and 
then click Add Drives. 





Assign a Different Letter 
to a Disk Drive 


You can assign a different drive letter to any 
hard disk, disk partition, CD or DVD drive, or 
removable drive attached to your computer. 


When you installed Windows 8 on your 
computer, it surveyed all the disk drives on 
your system and assigned drive letters to 
each disk. For example, the drive where 
Windows is installed is probably drive C, your 
CD or DVD drive might be drive D, and if you 
have Flash drive or memory card slots on 
your PC, they were assigned letters beginning 
with E. 


There may be times when you need or want to 
Change the default drive letters. For example, 
some programs require a floppy disk drive for 
certain actions, and it is a rare PC that comes 
with a floppy drive these days. In most cases 
you can fool the program into thinking your 
system has a floppy drive by assigning drive A 
to a Flash drive or memory card slot. 


© On the Start screen, press Windows 
Logo+t W. 


The Settings search pane appears. 
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© Type disk. 


© Click Create and Format Hard Disk 
Partitions. 


The Disk Management window appears. 
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© Right-click the drive you want to work with. 
Note: See the Caution in the tip section 
before selecting a drive. 

© Click Change Drive Letter and Paths. 


The Change Drive Letter and Paths dialog box 
appears. 


Allow access to this volume by using the following drive letter and paths 








O Click Change. 


The Change Drive Letter or Path dialog box 
appears. 
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@ Use this list to click the drive letter you 
want to use. 


© Click OK. 


Windows 8 asks you to confirm. 


Some programs that rely on dive letters might not run correctly. Do 
A’ $you want to continue! 





© Click Yes. 


Windows 8 assigns the new drive letter to the 
disk drive. 


Caution! 


Do not attempt to assign or change the drive letters 
associated with drive C. This drive is crucial for the 
operation of your PC, and modifying its drive letter 
could render your computer unusable. 


Did You Know? 


lf you do not see drive A in the list of possible drive 
letters, it likely means that Windows 8 mistakenly 
believes your system has a floppy drive. To disable this 
“device,” press Windows Logo+W, type device, and 
then click Device Manager. Open the Floppy Disk Drives 
branch, click Floppy Disk Drive, click Action, click 
Disable, and then click Yes. 





Hide Disk Drive Letters 


You can make the Computer folder neater- 
looking and less cluttered by configuring 
Windows 8 to not show the letters associated 
with each disk drive on your system. 


Disk drive letters have been part of 
computing for decades. The letters were 
Straightforward back when PCs had only a 
few disk drives, such as A for the floppy drive, 
C for the hard drive, and D for the CD or DVD 
drive. 


However, in recent years the number of disk 
drives attached to a computer has grown 
quickly. Floppy drives are a distant memory, 
but hard drives often have multiple partitions, 
USB Flash drives are commonplace, many 
PCs come with multi-slot memory card 
readers, you can now mount ISO and VHD 
files, and all of these drives get their own 
letter. So itis now common for PCs to assign 
10 or 15 drive letters. 


Unfortunately, the more drive letters you see 
in the Computer window, the more cluttered 
the window appears, and the less meaning 
each letter has. In many cases, you will 
probably be better off if you hide the drive 
letters and assign meaningful names to each 
drive. 








© On the Start screen, click Desktop. 
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© Click File Explorer. 

© Click Computer. 

© Click the View tab. 

© Click the top half of the Options button. 
The Folder Options dialog box appears. 
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O Click the View tab. 
@ Click Show Drive Letters (« changes to 5). 


© Click OK. 
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A Windows 8 no longer displays drive letters. 


Important! 


Windows 8 usually provides the same “name” to 
Similar drives. For example, removable drives such as 
Flash drives and memory cards are usually named 
Removable Disk. To help differentiate your disks when 
you hide drive letters, add meaningful names to your 
drives. 


Try This! 


To rename a disk drive, open the Computer window, 
right-click the drive you want to work with, and then 
click Rename. Windows 8 places a text box around the 
existing name. Type the new name — you can enter a 
maximum of 32 characters — in the text box, and then 
press Enter. 





Split a Hard Drive into 
Two Partitions 


You can create a separate storage area on 
your system by splitting your hard drive into 
two partitions. 


In hard drive circles, a partition — also called 
a volume — is a Subset of a hard drive that 
you can access and work with as a separate 
unit. Most hard drives consist of just a single 
partition that takes up the entire disk, and 
that partition is almost always drive C. 
However, it is possible to divide a single hard 
drive into two partitions and assign a drive 
letter to each — say, C and D. 


Although many partition operations are better 
left to third-party programs such as Partition 
Manager (www.acronis.com) or Partition 
Wizard (www.partitionwizard.com), splitting a 
partition is something you can do using 
Windows 8 tools. 


In this section, you learn how to divide a hard 
drive into two partitions. You do that by first 


Shrinking the existing partition and then 
creating the new partition in the freed-up disk 
Space. 


® On the Start screen, press Windows 
Logo+t W. 


The Settings search pane appears. 
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© Type disk. 
© Click Create and Format Hard Disk 
Partitions. 


The Disk Management window appears. 
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© Right-click the hard drive you want to split. 
© Click Shrink Volume. 


Disk Management displays the Shrink D: 


dialog box (where D is the drive letter of the 
partition). 


Total aire before shrink in MB: 
Size of available shrink space in MB oo 

Enter the amount of space to shank in ME 6 = 
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© Use the Enter the Amount of Space to 
Shrink in MB text box to type the amount by 
which you want the partition size reduced. 


Note: This will be the approximate size of the 


new partition that you create later. Also see 
the tip section. 


@ Click Shrink. 


Windows 8 shrinks the partition. 
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A Windows 8 displays the freed space as 
Unallocated. 


Right-click the unallocated space. 
© Click New Simple Volume. 





Important! 


You cannot enter a shrink size that is larger than the 
Shrink space you have at your disposal, which is given 
by the Size of Available Shrink Space in MB value. If 
you are shrinking drive C, the available shrink space 


will be a lot less than the available free space because 
Windows reserves quite a bit of space on drive C for 
certain system files that may grow over time. 


Did You Know? 


How much you shrink the partition depends on how 
large you want your new partition to be. For example, if 
you want to use the new partition to store your data, 
and you currently have 20GB of data, shrink the 
partition by 30GB to give you some extra room for new 
files. 





Why would you need to split a hard disk into 
two partitions? 


One reason you would do this is to separate 
your data from Windows. That is, you would 
create a second partition and then move your 
data to that partition. This is a good idea 
because if you ever have to reinstall Windows 
from scratch, you can wipe the data from 
drive C without having to worry about your 
other data, which remains intact on the other 
partition. 


Another use for a second hard drive partition 
is to install a second operating system on your 
computer and dual-boot between Windows 8 
and that operating system. In this case, you 


would create a second partition and then 
install the other operating system to that 
partition. 


It is customary for two partitions on the same 
hard drive to use consecutive drive letters. 
However, Windows 8 probably assigned your 
new partition a letter other than D because D 
is probably taken already. To work around this 
problem, assign a different drive letter to the 
current drive D and then assign D to your new 
partition. See “Assign a Different Letter toa 
Disk Drive,” earlier in this chapter. 


The New Simple Volume Wizard appears. 
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The Specify Volume Size Wizard appears. 





@ Click Next. 


Specty Volume Size 
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A Windows 8 displays the maximum partition 
size here. 


@® Make sure that the Simple Volume Size in 
MB text box is set to the maximum value. 


@® Click Next. 


The Assign Drive Letter or Path dialog box 
appears. 
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® Click Assign the Following Drive Letter (o 
Changes to »). 


® Use the list to select the drive letter you 
want to assign to the new partition. 


® Click Next. 


The Format Partition dialog box appears. 





Fommat Partition 
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® Click the Format This Volume with the 
Following Settings option (oc changes to »). 


® Use the Volume Label text box to type a 
name for the partition. 

® Click Next. 

The Completing the New Simple Volume 
Wizard dialog box appears. 





Completing the New Simple 
Volume Wizard 
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® Click Finish. 


Windows 8 formats the partition and assigns 
the drive letter. 


Reverse It! 


lf you want to return to using a single partition, you 
need to first delete the extended partition. Follow steps 
1 to 3 to open the Disk Management window, right- 


click the extended partition, and then click Delete 
Volume. When Windows 8 asks you to confirm, click 
Yes. Now right-click drive C and then click Extend 
Volume. In the Extend Volume Wizard, click Next, click 
Next, and then click Finish. 





Chapter 5 
Enriching Your 
Windows 8 Media 
Experience 








Windows 8 was designed from the ground up 
to offer you a rich media experience. Whether 
you are dealing with drawings, photos, 
sounds, audio CDs, downloaded music files, or 
DVDs, the tools built into Windows 8 enable 
you to play, edit, and even create media. 


The downside to having a rich media 
environment at your fingertips is that the 
media tools themselves are necessarily 
feature-laden and complex. The basic 
operations are usually easy enough to master, 
but some of the more useful and interesting 
features tend to be in hard-to-find places. This 
chapter helps you take advantage of many of 


these off-the-beaten-track features by 
Showing you how to find and use them. 


For example, you discover a lot of useful 
image tips and tricks, including how to create 
custom filenames for imported images, repair 
image defects such as incorrect exposure and 
red eye, and open images for editing by 
default. 


On the audio front, you figure out how to 
adjust the settings Windows Media Player 
uses to rip audio tracks from a CD, how to 
Share your media library with other people on 
your network, how to set up an automatic 
playlist, and how to add sounds to Windows 8 
events. 


Create Custom Names for Imported Images 
Repair a Digital Photo 

Open Images in Photo Gallery by Default 
Open an Image Type for Editing by Default 


Compress Your Image Files 


Play Music Files in Windows Media Player by 
Default 


Create an Automatic Playlist 
Adjust Rip Settings 


Customize the Data Displayed by Windows 
Media Player 


Share Your Media Library with Others 


Customize the Windows Media Player 
Navigation Pane 


Add Sounds to Windows 8 Events 


Create Custom Names for 
Imported Images 


You can create more meaningful filenames for 
your imported images by configuring Photo 
Gallery (available from 
http://download.live.com) to use a custom 
name that you specify during each import 
operation. 


When you import images from a device such 
as a digital camera, Photo Gallery launches 
the Import Photos and Videos tool to handle 
the job. By default, this tool preserves the 
existing filenames of the images. However, 
most devices supply images with cryptic 
filenames, such as IMG 1083 and scanOO1. 
These non-descriptive names can make it 
more difficult to find and work with images, 
particularly if you use the Details view in the 
Pictures folder. 


To work around this problem, you can 
configure the Import Photos and Videos tool 
to apply a custom filename to your imported 
images. This custom filename is based on a 


word or short phrase that you specify during 
the import operation. For example, if you 
Specify Bahamas Vacation as the import 
name, your imported images will be called 
Bahamas Vacation 001, Bahamas Vacation 
O02, and so on. 








® On the Start screen, click Photo Gallery. 
Photo Gallery appears. 
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© Click File. 
© Click Options. 


The Photo Gallery Options dialog box appears. 
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© Click the Import tab. 


© In the Settings For list, click here and then 


click the type of device you want to work 
with. 


O In the File Name list, click here and then 
click Name. 


© Repeat steps 5 and 6 to apply the event tag 
filename to imports from other devices. 
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© Click OK. 


Photo Gallery puts the new settings into 
effect. 





Did You Know? 


You can configure Windows 8 to always launch the 
Import Photos and Videos tool when you connect your 
digital camera. In the Import tab, click the Change 
Default Autoplay Options link to display the AutoPlay 
window. Click Choose What to Do with Each Type of 
Media (changes to ™). In the Pictures list, click the 
down arrow (&) and then click Import Pictures and 
Videos Using Photo Gallery. Click Save. 


More Options! 


lf you always clear the memory card in your digital 
camera after you import the images, you can have the 
Import Photos and Videos tool do this for you 
automatically. In the Import tab, click the Delete Files 
from Device After Importing check box (4 changes to 


), 





Repair a Digital Photo 


You can use Photo Gallery to improve the look 
of digital photos and other images. When you 
open a photo in Photo Gallery, the ribbon 
includes an Edit tab that offers a number of 
tools to repair various image attributes, 
including the exposure, colors, and red eye. 


For the exposure, Photo Gallery can adjust 
both the brightness of the image and the 
image contrast, which is the relative 
difference between the lightest and darkest 
areas in the image. 


For the color, Photo Gallery can adjust the 
color temperature (the relative warmth of the 
colors, where cooler means bluer and hotter 
means redder), the tint, and the saturation 
(the percentage of hue in each color). 


Photo Gallery also enables you to crop an 
image to remove unwanted subjects or to 
ensure that the main subject is centered in 
the photo. 


Photo Gallery maintains a backup of the 
original photo, so you can always reverse any 
adjustments you make. 
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In Photo Gallery, double-click the photo you 
want to repair. 


Photo Gallery opens the photo. 


Fl tae 





© Click the Edit tab. 


© Click Fine Tune. 
A Photo Gallery displays the Fine Tune tools. 


© ‘To change the exposure, click Adjust 
Exposure and then drag the displayed sliders. 





© To change the color, click Adjust Color and 
then drag the Color Temperature, Tint, and 
Saturation sliders. 

QO To straighten a photo, click Straighten 
Photo and then drag the slider. 

5 You can click Auto Adjust to have Photo 
Gallery make the exposure, color, and 
Straighten adjustments for you. 


0 To remove red eye from a photo, click Red 
Fye and drag a rectangle around each red 
eye. 
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© To crop the picture, click the top half of the 
Crop button. 


© Drag the handles to set the new size of the 
image. 

Click the bottom half of the Crop button. 
® Click Apply Crop. 


@® When you are done, click Close File, and 
Photo Gallery applies the repairs. 





More Options! 


When you crop an image, Photo Gallery assumes you 
want the cropped version to have the same relative 
height and width of the original. If you do not want 
this, click the bottom half of the Crop button, click 
Proportion, and then click Custom. If you are cropping 
for a photo printout, click one of the standard sizes, 
such as 5 x 7, instead. 


Reverse It! 


Photo Gallery always keeps a backup copy of the 
original image, just in case. To undo all your changes 
and get the original image back, double-click the 
image and then click the Edit tab. Click the top half of 
the Revert to Original button (or press Ctri+R). When 
Photo Gallery asks you to confirm, click Revert. 





Open Images in Photo 
Gallery by Default 


You can make it easier to work with your 
image files by configuring Windows 8 to 
automatically open them in the Photo Gallery 
application. 


Photo Gallery is an excellent photo application 
that enables you to fix exposure and color 
problems, crop and straighten photos, 
convert multiple photos to a single panoramic 
scene, publish images to Facebook and Flickr, 
order prints, and much more. 


Unfortunately, when you double-click a photo, 
Windows by default opens that file in Photos, 
a Windows 8 app that offers very few 
features. If you find that you always open 
your images in Photo Gallery, you can 
configure Windows to make that application 
the default for image file types. That way, you 
Can open any image in Photo Gallery by 
double-clicking it. 


© On the Start screen, press Windows 
Logo+ W. 


The Settings search pane appears. 
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© Type default. 
© Click Set Your Default Programs. 


The Set Default Programs window appears. 
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© In the Programs list, click Photo Gallery. 
© Click Choose Defaults for this Program. 


The Set Program Associations window 
appears. 
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Click the check box beside each image type 
you want to open in Photo Gallery (4 changes 
to w). 





@ Click Save. 


Windows 8 associates the selected file types 
with Photo Gallery. 


Add It Automatically! 


lf you Know you want to use Photo Gallery for every 


image file type, you can quickly set the program as the 
default for those types. Follow steps 1 to 3 to open the 
Set Default Programs window and select Photo Gallery. 
Then click Set this Program as Default. 





Open an Image Type for 
Editing by Default 


You can configure Windows 8 to always open 
an image file type in a graphics program for 
editing when you double-click the file. 


For most document types, when you double- 
click a file, the file opens in an appropriate 
program for editing. For example, if you 
double-click a text document, Windows 8 
opens the file in the Notepad text-editing 
program. Similarly, if you double-click a Rich 
Text Format document, the file opens in 
WordPad or Word depending on your 
computer's settings. 


Unfortunately, Windows 8 is inconsistent 
when it comes to graphics files. For example, 
if you double-click a bitmap image, the file 
does not open in the Paint graphics program. 
Instead, Windows 8 loads the file into the 
Photos app, which only allows you to view the 
file; you cannot edit the image. This choice is 
not only inconsistent, but also frustrating 


because now you must close the Photos app 
and open the file in Paint. 


Fortunately, you can fix the problem by 
forcing Windows 8 to open an image file type 
in Paint or some other graphics program 
when you double-click the file. 
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© On the Start screen, type default. 
© Click Default Programs. 


The Default Programs window appears. 
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© Click Associate a File Type or Protocol with 
a Program. 


The Set Associations window appears. 
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© Click the image file type you want to work 
with. 


© Click Change Program. 


Windows 8 displays a list of programs that 
are compatible with the image file type. 
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© Click Paint. 


Note: If you have other graphics programs 
installed on your computer, click the program 
you prefer to use for editing this file type. 


@ Click Close. 


When you now double-click any of the image 
file types you selected in step 4, the file opens 
for editing in the program you selected in 
step 6. 





Preview It! 


Just because you associated an image file type with a 
different application, it does not mean you can no 
longer use that file type with any other application. To 
open an image of that file type using another 
application, right-click the image, click Open With, and 


then click the program you want to use (such as Photos 
or Photo Gallery). 


More Options! 


What happens if you have a third-party graphics 
program that does not appear in the list of programs 
that are compatible with the image file type? Right- 
click an image of that file type, click Open With, and 
then click Choose Default Program. In the list, click See 
All. If you still do not see the program, click Look for an 
App on this PC. Use the new Open With dialog box to 
locate the graphics program. Click the program and 
then click Open. 


Compress Your Image 
Files 


You can compress one or more of your large 
image files into a smaller format, either to 
Save space or to upload the files to a website. 


Image files are often quite large. Complex 
bitmap images and photo-quality images from 
a digital camera or scanner run to several 
megabytes or more. A large collection of such 
files can easily consume gigabytes of hard 
drive space. If you are running low on hard 
drive space, but you do not want to delete any 
of your image files, compressing those files 
into smaller versions can help. 


Similarly, you may need to upload one or 
more of your image files to a website. You not 
only have to compress web images so that 
users with slow connections can load them in 
a reasonable time, but you must also convert 
the images to a format that all web browsers 
can work with. 


In this section, you learn a trick that enables 
you to compress images and convert them to 
the web-friendly JPEG format. 








© Search for or open the folder that contains 
the images you want to compress. 


© Select the images. 


A For comparison purposes later on, note the 
total size of the selected images. 


© Click the Share tab. 
© Click Email. 
The Attach Files dialog box appears. 


© Use the Picture Size list to select the 
picture size you prefer. 


0 Click Attach. 


An e-mail message window opens with the 


Enter album name 
nere 





@ Click an image. 
© Click the Format tab. 
© Click Attach Photos to this Email Message. 


Mail converts the files to attachments. 





® Click and drag an attachment and drop it 
inside a folder. 


® Repeat step 10 for each attached file. 


® Click Close. 
Mail asks if you want to save the message. 
® Click No (not shown). 





5 The images appear in the folder. 


C The images are now compressed and take 
up less space on your hard drive. 


Note: If you still have the original images, 
either delete them or archive them to a 
removable drive. 





More Options! 


lf your goal is to save hard drive space, you can place 
infrequently used images in a compressed folder. This 
is a special folder that shrinks the images as much as 
possible. When you want to work with one of the 
original files, you can extract it from the compressed 
folder at any time. To create the compressed folder, 
select the images you want to compress, right-click one 


of the selected images, and then click Send To, 
Compressed (Zipped) Folder. Delete the original 
images after Windows 8 creates the compressed folder. 


Check It Out! 


For maximum control over compressing image files, 
you can use a third-party graphics program, such as 
Paint Shop Pro (available from www.corel.com) or the 
free programs IrfanView (www.irfanview.com) or Easy 
Thumbnails (www.notetab.com). 





Play Music Files in 
Windows Media Player by 
Default 


You can get more out of your digital music 
files by configuring Windows 8 to 
automatically open them in the Windows 
Media Player program. 


Windows Media Player is a first-rate program 
that enables you to perform a number of high- 
level tasks related to music files. For example, 
you can organize your music into playlists, as 
described in the next section. You can also 
use Windows Media Player to rip tracks from 
audio CDs, share your music library with 
other people on your network, and access 
libraries that others have shared. 


Unfortunately, when you double-click a music 
file, Windows by default opens that file in 
Music, a Windows 8 app that offers only a 
very limited number of features. If you find 
that you always open your music files in 
Windows Media Player, you can configure 


Windows to make that application the default 
for music file types. That way, you can open 
any music file in Windows Media Player by 
double-clicking it. 


© On the Start screen, press Windows 
Logo+t W. 


The Settings search pane appears. 
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© Type default. 
© Click Set Your Default Programs. 


The Set Default Programs window appears. 
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© In the Programs list, click Windows Media 
Player. 


© Click Choose Defaults for this Program. 


The Set Program Associations window 
appears. 
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you want to open in Windows Media Player (c 


Changes to «#). 


Set aesociations for a program 
Calect thea meters pou wart the, peogeem to open by default, and than clk inet. 


= Sindee Liecke Player 
) Wes a fi tthe 


Dring Cure Cafu 
ji )6| WAN File riot 
: Preise: baecke Suds Boric ut freee Lipcke Plar 
wha Pe ‘Wedine. 
WALL Fake Nia 
amd Wickes Mecha Plage Deseedced Package 9 ‘Windies Rieck Payer 
i Wmeatkparss bfaprchey Pig Glows Fale fide, Lles Puree 
ri | RAP Bile Wee: 
erm «Wit File Hot welected 
Wiahines Mh Pileyet Glo Pech faded blegis Plperr 
Wfemackcset Ilka palpdect: Aifiresicett Mlecie Playa 
we Fie Prot pce 


LLL) Pact 





@ Click Save. 


Windows 8 associates the selected file types 
with Windows Media Player. 


Did You Know? 


The most common music file types that you should 
associate with Windows Media Player are AAC File 
(.aac), AIF File (.aif), AIFF File (.aiff), MP3 File (.mp3), 
WAV File (.wav), and WMA File (.wma). 


Add It Automatically! 


lf you Know you want to use Windows Media Player for 
every music (and video) file type, you can quickly set 
the program as the default for those types. Follow 
steps 1 to 3 to open the Set Default Programs window 
and select Windows Media Player. Then click Set this 
Program as Default. 


Create an Automatic 
Playlist 


You can create a playlist that Windows Media 
Player maintains automatically based on the 
criteria you specify. 


You normally create a playlist by clicking and 
dragging music files to the playlist. However, 
you can also create a playlist based on the 
properties that Windows Media Player 
maintains for each file. These properties 
include Album Artist, Genre, Composer, and 
Rating, to name just a few. So, for example, 
you could create a playlist that includes every 
music file where the Genre property equals 
Folk. 


You create a property-based playlist by 
Specifying the playlist criteria, which consist 
of three factors: the property, the property 
value, and an operator that relates the two. 
The most common operators are Is, Is Not, 
and Contains. For the folk music example, the 
criteria would be the following: Genre Is Folk. 


The best part about property-based playlists 
is that they are automatic. This means that 
after you set up the playlist, Windows Media 
Player automatically populates the playlist 
with all the music files that meet your criteria. 


® On the Start screen, type media and then 
click Windows Media Player. 








© Click the arrow beside Create Playlist. 
© Click Create Auto Playlist. 
The New Auto Playlist dialog box appears. 


Sebect the cevtena that you want to change in the auto pliytst. 
Thee ato phrist is updated automate aly each time you open it 
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© Type a name for the playlist. 


© Click here to display the menu of 
properties. 


O Click a property. 


Select the cevtenia that you want to change in the auto pliytst. 
Thee ato phrist is updated automaticaly each time you open it 
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@ Click here to choose an operator. 


© Click here and then click the criteria you 
want to use. 


© Click OK. 
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A Windows Media Player adds your playlist to 
Playlists. 


5 Windows Media Player populates the 
playlist based on your criteria. 





More Options! 


You can place restrictions on your automatic playlists 
so that they do not become too large. Open the 
Playlists branch, right-click your automatic playlist, and 
then click Edit to display the Edit Auto Playlist dialog 
box. Pull down the list named And Apply the Following 
Restrictions to the Auto Playlist, and then click Limit 
Number of Items, Limit Total Duration To, or Limit Total 
Size To. Fill in the limit, and then click OK. 


Remove It! 


lf you no longer need your automatic playlist, you 
Should delete it so that Windows Media Player does not 
keep updating it and to reduce clutter in the Playlists 
branch. Right-click the playlist and then click Delete. In 
the confirmation dialog box that appears, click Delete 
from Library and My Computer, and then click OK. 





Adjust Rip Settings 


Windows Media Player gives you a lot of 
control over the copying — or ripping — of 
tracks from an audio CD by enabling you to 
select a format and a bit rate. 


The format is the audio file type you want to 
use to store the ripped tracks on your 
computer. You have five choices: 


The Windows Media Audio format 
compresses audio by removing extraneous 
sounds not normally detected by the human 
ear. 


The Windows Media Audio (variable bit rate) 
format changes the compression depending 
on the audio data: If the data is more 
complex, it uses less compression to keep the 
quality high. 


The Windows Media Audio Lossless format 
does not compress the audio tracks. 


The MP3 format also compresses the audio 
files to make them smaller, but MP3s are 


generally about twice the size of WMA files. 


The WAV format is an uncompressed audio 
file format compatible with all versions of 
Windows. 


The bit rate determines the quality of the rip 
and is measured in kilobits per second (Kbps). 
The higher the bit rate, the better the quality, 
but the more hard drive space each track 
uses. 





Use the Rip Settings Menu 





@ Insert an audio CD. 
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© In Windows Media Player, click the audio 
CD. 


© Click Rip Settings. 
© Click Format. 


Windows Media Player displays the available 
audio file formats. 


© Click the format you want to use. 





O Click Rip Settings. 

@ Click Audio Quality. 

Windows Media Player displays the available 
bit rates. 


Note: The available bit rates depend on the 
audio file format you chose in step 5. Note 
that some formats use a fixed bit rate that you 
Cannot change. 


© Click the bit rate you want to use. 


Windows Media Player uses the new settings 
the next time you rip tracks from an audio CD. 
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® Click Organize. 
© Click Options. 
The Options dialog box appears. 
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© Click the Rip Music tab. 


© Use the Format list to click the format you 
want to use. 


© Click the Audio Quality slider to select the 
bit rate you want to use. 
O Click OK. 


Windows Media Player uses the new settings 
the next time you rip tracks from an audio CD. 





Did You Know? 


The bit rate determines the size of each ripped track. 
There are 8 bits in a byte, 1,024 bytes In a kilobyte, 
and 1,024 kilobytes in a megabyte. The following table 
lists the bit rates for the Windows Media Audio format 
and how much drive space it uses. Note that although 
the Audio Quality slider says “per CD,” the values it 
displays are per hour): 


Bit Rates and Drive Space for the WMA Format 


Bit Rate (Kbps) KB/Minute MB/Hour 


48 360 22 
64 480 28 
96 720 42 
128 960 56 
160 1,200 69 


LOZ 1,440 86 


Customize the Data 
Displayed by Windows 
Media Player 


You can see just the information you want for 
every media file by customizing the Windows 
Media Player view to show the specific media 
details you prefer. 


Windows Media Player keeps track of a great 
deal of information for all your media files. 
For music files, Windows Media Player keeps 
track of standard properties, such as the 
album title, artist, and the track names and 
lengths. However, Windows Media Player also 
stores more detailed information, such as the 
genre, release date, bit rate, file format, and 
size. 


For videos, Windows Media Player stores 
Standard properties, such as the title, length, 
and size, but also in some cases more detailed 
information, such as number of frames per 
second and the bit rate for both the video and 
audio tracks. For some commercial videos, 


you can also view the director, actors, and 
studio. 


These properties are called metadata because 
they are all data that describe the media. You 
Can customize any of the Windows Media 
Player folders to display the Details view, 
which shows the metadata. Further, you can 
customize the specific metadata columns that 
Windows Media Player displays in each view. 


Switch to Details View 














© In Windows Media Player, click here to 
open the View Options menu. 
© Click Details. 


Windows Media Player switches to Details 
view. 


Customize Columns 
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® Click Organize. 
© Click Layout. 
© Click Choose Columns. 


The Choose Columns dialog box appears. 
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© Click the deactivated check boxes of the 
columns you want to view (a changes to #). 


© Click to uncheck the activated check boxes 
of the columns you do not want to view (# 
Changes to 5). 

OQ To move the selected column to the left in 
Details view, click Move Up. 

@ To move the selected column to the right in 
Details view, click Move Down. 


© Click OK. 
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A Windows Media Player updates the view to 
display the columns you selected. 





More Options! 


You can see more columns in Details view if you reduce 
the width of each column so that it is just wide enough 
to display its data. The easiest way to do this is to 
position the mouse pointer over the right edge of the 


column’s header — : changes to + — and then double- 
click. 


More Options! 


You can change the order of the Details view columns 
without displaying the Choose Columns dialog box. 
Simply use your mouse to click and drag the column 
header to the left or right and then drop it in the new 
position. 





Share Your Media Library 
with Others 


You can listen to the songs and view the 
photos and videos in your Windows Media 
Player library on another device by sharing 
your library over a wired or wireless network. 


If you have spent a great deal of time ripping 
audio CDs, downloading music files, adding 
other media to your library, and organizing 
the library, you probably do not want to 
repeat all that work on another computer. If 
you have a wired or wireless network, 
however, you can take advantage of the 
library work you have done on one computer 
by sharing — or streaming — that library over 
the network. This enables any other computer 
using Windows & to include your media in 
that machine’s Windows Media Player library. 
This also applies to other user accounts on 
your computer. Those users can log on and 
then access your shared library. 


Your shared library is also available to other 
media devices on the network, such as an 


Xbox 360 or a networked digital media 
receiver. 


Turn On Media Streaming 








© In Windows Media Player, click Stream. 
© Click Turn On Media Streaming. 


The Media Streaming Options window 
appears. 
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© Click Turn On Media Streaming. 


Windows Media Player turns on media 
streaming and displays the streaming options. 
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© Type a name for your media library. 


A Windows Media Player displays a list of the 
devices that can access your media library. 


© For each device, click Allowed (a changes to 
“) if you want the device to access your media 
library. 


© Click OK. 
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® In the Windows Media Player navigation 
pane, click the name of the library you want 
tO access. 


© Double-click the type of media you want to 
play. 

Note: Although other computers can usually 
see the shared library within a few seconds, 


the media in the shared library may take 
several minutes to appear. 





More Options! 


To restrict the media you share, click Stream and then 
click More Streaming Options. To set restrictions for all 
devices, click Choose Default Settings; otherwise, click 
a device and then click Customize. Under Star Rating, 
click Only (@ changes to ®) and then click a rating. 
Under Choose Parental Ratings, click Only (© changes 


to #), and then click the check boxes of the ratings you 
do not want to share (m™ changes toL). 


More Options! 


You can also allow network devices to control your local 
Windows Media Player, which enables those devices to 
add music and other media to your library. To set this 
up, click Stream and then click Allow Remote Control of 
My Player. In the Allow Remote Control dialog box, click 
Allow Remote Control on This Network. 





Customize the Windows 
Media Player Navigation 
Pane 


You can customize various aspects of the 
Windows Media Player navigation pane to suit 
the way you use Windows Media Player. 


The navigation pane on the left side of the 
Windows Media Player window gives you a 
quick way to switch from one Windows Media 
Player library to another. However, the 
Navigation pane is also an easy way to use 
media properties to get different views of 
your media. 


For example, by default the Music section of 
the navigation pane includes three 
subsections: Artist, Album, and Genre. When 
you click one of these subsections, you see 
your music organized by the corresponding 
property values (artist name, album title, or 
genre). 


You can customize the navigation to show 
other music properties, such as Rating and 


Year, aS well as properties for the other 
sections: Videos, Pictures, and Recorded TV. 


Windows Media Player also enables you to 
customize the navigation pane to show all 
your playlists and to hide the Other Media 
section. 








® Click Organize. 
© Click Customize Navigation Pane. 


The Customize Navigation Pane dialog box 
appears. 








© If you want to see all your playlists in the 
Playlists section, click All (a changes to «#). 


© Click the check box for each category you 
want to include in the Music section (4 
Changes to #). 

© Click the check box for each category you 
want to include in the Videos section (a 
Changes to w#). 





O Click the check box for each category you 
want to include in the Pictures section (4 
Changes to w#). 

@ Click the check box for each category you 
want to include in the Recorded TV section (co 
Changes to w#). 

© Click Other Media to hide this section (wv 
Changes to 5). 

© Click OK. 





A Windows Media Player applies the new 
settings to the navigation pane. 


® Click and drag the divider to change the 
width of the navigation pane as needed. 


Remove It! 


By default, the navigation pane includes a section 
called Other Libraries that displays the media libraries 
Shared by other Windows Media Player users on your 
network. If you do not want to see a particular library in 
your navigation pane, right-click that library and then 
click Remove from List. Windows Media Player hides 
the library. 


Remove It! 


lf you do not want to see the navigation pane’s Other 
Libraries section at all, follow steps 1 and 2 to display 


the Customize Navigation Pane dialog box. In the list at 
the top of the dialog box, choose Other Libraries. Click 
the Show Other Libraries check box (™ changes toc), 
and then click OK. Windows Media Player no longer 
displays the Other Libraries section in the navigation 
pane. 





Add Sounds to Windows 8 
Events 


You can associate sound files with specific 
Windows 8 occurrences, such as minimizing a 
window or starting a program. This not only 
adds some aural variety to your system, but it 
can also help novice users of your computer 
follow and understand what is happening on 
the screen. 


In Windows 8, a program event is an action 
taken by a program or by Windows 8 itself in 
response to something. For example, if you 
click a window’s Minimize button, the window 
minimizes to the taskbar. Similarly, if you click 
an item in a program’s menu bar, the menu 
drops down. Other events, such as an error 
message, a low notebook battery alarm, ora 
notification of the arrival of a new e-mail 
message, are generated internally by a 
program or by Windows 8. 


Windows 8 has certain sounds associated 
with all of these events and many others. 
Some of these sounds, such as the music you 


hear when Windows 8 starts up, are purely 
decorative “ear candy.” Other sounds, such as 
the sharp tone that sounds when an error 
message appears, are more useful. Whether 
your goal is aural decoration or usefulness, 
you can augment or change the existing 
Windows 8 sounds. 


© On the Start screen, press Windows 
Logo+t W. 


Settings 
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© Type system sounds. 
© Click Change System Sounds. 


The Sound dialog box appears with the 
Sounds tab displayed. 
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© Click the Windows 8 event you want to 
work with. 


Purbeck | Recording Sounds | Communscations | 
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© Click here and then click the sound you 
want to associate with the event. 


A Tf the sound you want does not appear in 


the Sounds list, click Browse and use the 


Browse for New Sound dialog box to choose 
the sound file you want. 


© Click Test to listen to the sound. 


© Repeat steps 4 to 6 to assign sounds to 
other Windows 8 events. 
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© Click OK. 


In this example, the next time you close a 
program, Windows plays a chimes sound. 





More Options! 


You can save your selected sounds as a sound scheme, 
a collection of sound files associated with Windows 8 
events. In the Sounds tab of the Sound dialog box, after 
you have made your sound selections, click Save As, 
type a name for the sound scheme, and then click OK. 


Remove It! 


lf you tire of your sound scheme and prefer to return 
Windows & to Its original sound settings, follow steps 1 
to 3 to open the Sound dialog box. Click Hin the Sound 
Scheme list and then click Windows Default. If you 
prefer no sounds at all, click No Sounds. Click OK. 





Chapter 6 
Maximizing Windows 
S$ Performance 





Whether you use Windows 8 at work or at 
home, you probably want to spend your 
computer time creating documents, sending 
and receiving e-mail, browsing the web, 
playing games, and doing other useful and 
fun activities. You probably do not want to 
Spend your time wrestling with Windows 8 or 
waiting for it to finish its tasks. 


Using a few simple techniques, you can make 
working with Windows 8 faster and more 
convenient. For example, Windows 8 offers 
many keyboard shortcuts that can save you a 
great deal of time compared to using your 
mouse. Similarly, instead of wasting time 
logging on to Windows 8, you can configure 
the system to log you on automatically. 


Also, you can work with a few settings to 
ensure Windows 8 is working quickly and 
efficiently. For example, you can locate your 
files faster by tweaking the Windows search 
engine. 


Sometimes getting the most out of Windows 8 
is a Simple matter of taking care of the little 
details. For example, you can make Windows 
8 more efficient by configuring it to 
automatically move the mouse pointer to the 
default button in a dialog box, and to not 
prompt you for confirmation when you delete 
a file. 


This chapter introduces you to these and 
many other techniques for maximizing your 
Windows 8 productivity. 


Learn Windows 8 Keyboard Shortcuts 
Start Faster by Logging On Automatically 


Automatically Move the Mouse to the Default 
Button 


Open Files Faster by Using Metadata 
Searches 


Search Files Faster by Adding a Folder to the 
Index 


Run a Program with Elevated Privileges 
Run a Program in Compatibility Mode 
Boost Performance with a USB Flash Drive 
Terminate a Rogue App 


Refresh Your Computer’s System Files 


Learn Windows 8 
Keyboard Shortcuts 


Windows 8 was made with the mouse in mind, 
So most day-to-day tasks are designed to be 
performed using the standard mouse moves. 
However, this does not mean your keyboard 
Should be ignored when you are not typing. 


Windows 8 is loaded with keyboard shortcuts 
and techniques that can be used as 
replacements for mouse clicks and drags. 
These shortcuts are often a faster way to 
work because you do not have to move your 
hand from the keyboard to the mouse and 
back. Also, the Windows 8 keyboard 
techniques are useful to know just in case you 
have problems with your mouse and must rely 
on the keyboard to get your work done. 


Windows Logo Shortcut Keys 


Press To do this 


Windows Switch between the Start 
Logo screen and the most 


Windows 
Logo+ B 


Windows 
Logo+ C 


Windows 
Logo+ D 


Windows 
Logo+ E 


Windows 
Logo+ F 


Windows 
Logo+ H 


Windows 
Logo+t I 


recent Windows 8 app 


Switch to the desktop and 
activates the taskbar’s 
Show Hidden Icons arrow 


Display the Charms menu 


Switch to the Desktop app 


Run File Explorer 


Display the Files search 
pane 


Display the Share pane 


Display the Settings pane 


Windows 
Logo+ K 


Windows 
Logo+t L 


Windows 
Logo+ M 


Windows 
Logo+ O 


Windows 
Logo+ P 


Windows 
Logo+Q 


Windows 
Logo+ R 


Windows 
Logo+ IT 


Display the Devices pane 


Lock your computer 


Switch to the desktop and 
minimize all windows 


Turn the tablet orientation 
lock on and off 


Switch to a second display 


Display the Apps search 
pane 


Open the Run dialog box 


Switch to the desktop and 
cycle through the taskbar 
icons 


Windows 
Logo+ U 


Windows 
Logo+ W 


Windows 
Logo+ X 


Windows 
Logo+ Z 


Windows 
Logo+= 


Windows 
Logo+ - 


Windows 
Logo+, 


Windows 


Logo+ Enter 


Open the Ease of Access 
Center 


Display the Settings 
search pane 


Display a menu of 
Windows tools and 
utilities 


Display the application 
bar in a Windows 8 app 


Open Magnifier and zoom 
in 


Zoom out (if already 
zoomed in using 
Magnifier) 


Temporarily display the 
desktop 


Open Narrator 


Windows 
Logo+ PgUp 


Windows 
Logo+ PgDn 


Windows 
Logo+ PrtSc 


Windows 
Logo+ Tab 


Move the current 
Windows 8 app to the left- 
hand monitor 


Move the current 
Windows 8 app to the 
right-hand monitor 


Capture the current 
screen and Save it to the 
Pictures folder 


Switch between running 
Windows 8 apps 


General Windows Shortcut Keys 


Press 


Ctrl+ Alt+ Delete 


To do this 


Display the Windows 
security screen 


Ctrl-+ - 


Ctrl+= 


Zoom out of the Start 
screen 


Z00Om in to the Start 
screen 


Shortcut Keys for Working with Program 


Windows 


Press 


Alt 


Alt+ Esc 


Alt+ F4 


Alt+ Spacebar 


To do this 


Activate or deactivate a 
desktop program’s 
menu bar 


Cycle through the open 
desktop program 
windows 


Close the active 
program window 


Display the system menu 
for the active program 


window 


Cycle through icons for 
running programs 


Alt+ Tab 
(Windows 8 and 
desktop) 

4 Display context-sensitive 


Help 


Shortcut Keys for Working with 
Documents 


Press To do this 


Display the system menu for 


Alt+ - ; 
the active document window 


Ctrl+ FA nine the active document 
window 
Ctrl+ F6 Cycle through the open 


documents within an 
application 


Ctrl+ N 


Ctrl+ O 


Ctrl+ P 


Ctrl+S 


Create a new document 
Display the Open dialog box 
Display the Print dialog box 
Save the current file; if the file 


is new, display the Save As 
dialog box 


Shortcut Keys for Working with Data 


Press To do this 
Delete the character to the 
Backspace | | , 
left of the insertion point 
Ctrl+C Copy the selected data to 
memory 
Ctrl F Display the Find dialog box 


Ctrl+ H 


Ctrl+ X 


Ctrl+ V 


Ctrl+ Z 


Delete 


IF 


Display the Replace dialog 
box 


Cut the selected data to 
memory 


Paste the most recently cut 
or copied data from 


memory 


Undo the most recent 
action 


Delete the selected data 


Repeat the most recent 
Find operation 


Start Faster by Logging 
On Automatically 


You can configure your Windows 8 system to 
Start faster by bypassing the Welcome screen 
and logging on your user account 
automatically. 





When you start your computer, your system 
first tests various components during the 
power on self test (POST) routine, and then 
Windows 8 loads its components into memory. 
You eventually end up at the lock screen, 
where you must press Enter, click your user 
icon (if your system has multiple user 
accounts), and then type your account 
password. Only then does Windows 8 finish 
loading and display the desktop. 


Logging on is not an onerous task, but it does 
Slow down the startup. This is particularly 
true if you want to power on your computer 
and then go perform some other task while 
the system boots, because you must return to 
the PC to perform the logon. 


To save the time it takes to log on, and to 
enable Windows to completely load the 
system without requiring any input from you, 
you can configure Windows 8 to automatically 
log on your user account. 
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© On the Start screen, type run. 
© Click Run. 
The Run dialog box appears. 


Note: You can also display the Run dialog 
box by pressing Windows Logo+ R. 


= Type the name of a program, folder, document, of lritennet 
resource, and Windows all open it for yl. 
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© Type control userpasswords2. 
© Click OK. 
The User Accounts dialog box appears. 
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© Click the user account you want to log on 
automatically. 


O Click Users Must Enter a User Name and 
Password to Use This Computer (“ changes to 
4). 

@ Click OK. 

The Automatically Sign In dialog box appears. 


i You can set up your computer so that users do not have to type a user 
y name and password to sign in. To do this, specify a user that wall be 
automatically signed in below: 


User name: | Paul 
































Password: “eneeeenes 


Confirm Password: [eeseesces QE 
@mr_ | L_ cence _ 











Type the account’s password. 
© Type the account’s password again. 
® Click OK. 


The next time you start your computer, 
Windows 8 automatically logs on your user 
account. 


Caution! 


Many forms of Windows 8 security — including User 
Account Control, file encryption, local file security, and 
network file sharing — assume that the logged-on user 
is a trusted user who has provided the proper logon 
credentials to access the system. This section’s 
technique bypasses that logon, so use it only if no 
other person has physical access to your computer. 


Try This! 


lf you have other accounts on your system, you can still 
log on one of them. Wait until your account logs on 
automatically and you see the Start screen. Click your 


user account tile, and then click either another user’s 
account (to keep your account logged on), or Sign Out 
(to log off your account). Either way, you end up at the 
login screen where you can log on the other account. 





Automatically Move the 
Mouse to the Default 
Button 


You can negotiate many dialog boxes much 
more quickly by customizing Windows 8 to 
automatically move the mouse pointer over 
the default dialog box button. 


Most dialog boxes define a default button as 
the button that dismisses the dialog box and 
puts the dialog box settings into effect. The 
most common default dialog box button is the 
OK button. 


Windows 8 makes it easy for you to find the 
default button by making the button glow 
while the dialog box is open. That is, the 
button’s blue color gradually fades in and out. 


Many dialog boxes do nothing more than 
provide you with information or a warning. In 
most of these cases, the only thing you need 
to do with the dialog box is click the default 
button. You can get past such dialog boxes 
much more quickly if you configure Windows 


8 to use the Snap To feature, which 
automatically moves the mouse pointer over 
the default button, because then all you have 
to do is click to dismiss the dialog box. If the 
dialog box requires more complex input from 
you, you still save time because the mouse 
pointer is already inside the dialog box. 
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© On the Start screen, type control. 
© Click Control Panel. 


The Control Panel window appears. 
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© Click Hardware and Sound. 


The Hardware and Sound window appears. 
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© Click Mouse. 


The Mouse Properties dialog box appears. 
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© Click the Pointer Options tab. 

O Click the Automatically Move Pointer to the 
Default Button in a Dialog Box check box (a 
Changes to «). 

@ Click OK. 


Windows 8 automatically moves the mouse 
pointer to the default button each time you 
open a dialog box. 





























Caution! 


When the Snap To feature is activated, it is easy to get 
into the habit of quickly clicking whenever a 
notification dialog box appears. However, if you click 
too quickly, you may miss the message in the dialog 
box, which could be important. Remember to read all 
dialog box messages before clicking the default button. 


More Options! 


lf you have excellent mouse control, another option 
that can save time in the long run is to increase the 
pointer speed, which enables you to get from one part 
of the screen to another much more quickly. Follow 
steps 1 to 5 to display the Pointer Options tab, click 
and drag the Select a Pointer Speed slider towards Fast, 
and then click OK. 





Open Files Faster by 
Open Files Faster by 
UsingMetadata Searches 


You can take advantage of the many file 
properties supported by Windows 8 to search 
for files based on the author, keywords, and 
other data. 





In Windows 8, you can perform sophisticated. 
searches by using a number of different 
properties. These file properties are called 
metadata because they are data that describe 
the data on your system — that is, your 
documents. To add metadata, right-click a 
document, click Properties, and then use the 
Details tab. 


For example, the Authors property specifies 
the name of the person (or people) who 
created a document. Similarly, the Tags 
property lists one or more words or phrases 
that describe the contents of a document. 


Some metadata is added to files automatically. 
For example, photo metadata properties 


include the Dimensions, Camera Model, and 
Exposure Time. Similarly, for music files, you 
can search on the Genre name, Album title, 
Artist name, and more. 


You can create advanced searches that look in 
these and other properties for the file or files 
you seek. 








© Open the folder you want to search in. 


Note: If you want to search your entire 
computer, press Windows Logo+F to open the 
Files search pane. 


© Click inside the Search box. 
A Windows 8 displays the Search tab. 


© Click a property. 
© Click a value. 
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B Windows 8 adds the search criteria to the 
Search box. 


C Windows 8 displays the files that match the 
property value. 


© Click Other Properties. 
O Click a property. 
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D Windows 8 displays the available property 
values. 


0 Click the property value you want to use in 
your search. 
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E, Windows 8 adds the search criteria to the 
Search box. 


F Windows 8 displays the files that match the 
property value. 


Repeat steps 3 to 7 to add more metadata 
to your search criteria. 

Windows 8 displays the files that match all of 
your values. 





More Options! 


By default, Windows 8 matches only those files that 
satisfy all of the criteria you add to the Search box. 
However, there may be times when you are looking for 
files that match one criterion or another. For example, 


you might want to find music where the Genre property 
is Folk or Fiddle. To perform such a search, insert the 
word OR between the criteria, as in this example: 


Genre:= Folk OR Genre:= Fiddle 
More Options! 


By default, Windows 8 looks for files where the 
property equals the value you specify. To match files 
where the property does not equal the value, add the 
not equals sign (<>) after the colon, as in this 
example: 


Year:2000 Genre:<> Rock 


Search Files Faster by 
Adding a Folder to the 
Index 
You can add folders to the Windows Search 
engine’s index, which makes your file 


searches in those folders run noticeably 
faster. 





Having a lot of data is certainly not a bad 
thing, but finding the file you want among all 
that data can be frustrating. Fortunately, the 
Windows 8 Search feature can help by 
enabling you to search for files based on 
name, content, size, and more. 


This works well if what you are looking for is 
in your main user account folder or one of its 
file libraries (such as the Documents, 
Pictures, or Music library). This is because 
Windows 8 automatically indexes those 
folders, which means it keeps a detailed 
record of the contents of all your files. Using 
this index, the Search feature can find files up 


to a hundred times faster than without an 
index. 


However, if you have files in a different 
location, Windows 8 does not index them, so 
searching those files is very time-consuming. 
You can dramatically speed up the searching 
of those files by adding their location to the 
Search index. 


© On the Start screen, press Windows 
Logo+t W. 


The Settings search pane appears. 
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© Type index. 
© Click Indexing Options. 
The Indexing Options dialog box appears. 


4358 Beet ecko 


‘a 
gts feck aia] node, 


ideo Gee locators: 


bachated Locate 

(2) ternet Degree Hetory 
(Prottine Mes 

Jk Stat Mary 

& 


Unere Appia: Applets 
he Windows Live Mal 


8) beard 
hoes thee heres off eck peared” 
Trawtieshook seer and incecing 





@ Click Modify. 


The Indexed Locations dialog box appears. 
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© Click the check box beside the folder you 
want to include in the index (a changes to w#). 


A The folder appears in the list of included 
locations. 


© Repeat step 5 to add other folders to the 
index. 


@ Click OK. 
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Click Close. 


Windows 8 includes the folder in the index 
and begins rebuilding the index. 





Did You Know? 


lf Windows 8 takes a long time to search or cannot find 
your files, you may need to rebuild the index. Follow 
steps 1 to 3 to display the Indexing Options dialog box. 
Click Advanced to display the Advanced Options dialog 
box, and then click Rebuild. 


Caution! 


The catalog created by the Indexing Service can use up 
hundreds of megabytes of hard drive space. To move 


the catalog to a hard drive with more space, follow 
steps 1 to 3 to display the Indexing Options dialog box. 
Click Advanced to display the Advanced Options dialog 
box. Click Select New, select a new location, and then 
click OK. 





Run a Program with 
Elevated Privileges 


If you need to perform advanced tasks in a 
program, you may need to run that program 
with elevated privileges. 


Windows 8 implements a security model 
named user account control (UAC). The idea 
behind this security strategy is that you have 
permission to perform only a few day-to-day 
Windows tasks, such as moving and copying 
files. For more ambitious tasks that could 
affect the security of the system, Windows 8 
asks you to provide credentials to prove that 
the task is not being performed by a virus 
program or other malicious software. 


The credentials you provide depend on the 
type of account you have. If you have an 
administrator account, you click Yes in the 
User Account Control dialog box; if you have 
a standard user account, you have to provide 
an administrator password. 


However, this security model falls short when 
you need to perform certain actions. For 
example, if you edit a file in one of the 
Windows 8 protected folders, you receive a 
Permission Denied error when you try to save 
your changes. 


To work around such problems, you need to 
start the program you are using with elevated 
privileges. This tells Windows 8 to run the 
program as though you were using the 
administrator account, which is the highest- 
level account on your system, and the only 
account that does not need to provide 
credentials. 


© On the Start screen, type all or part of the 
name of the program you want to run 
elevated. 
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A For example, to run the Command Prompt 
elevated, type command. 








© Right-click the program in the search 
results (for example, Command Prompt). 


© Click Run as Administrator. 


The User Account Control dialog box appears. 


Do you want to allow the following program to make 
changes to this computer? 


awe 0 OProgramname =6Windows Command Processor 
Ventied publisher Microsoft Windows 








i 
™) Show details 





© Click Yes. 


If you have a standard user account, you must 
also type the password for an administrator 
account. 





B Windows 8 runs the program with elevated 
privileges. 





Did You Know? 


lf you have a program that you use frequently and you 
normally run it with elevated privileges, you can tell 
Windows 8 to always run the program elevated. Use 


File Explorer to find the file that runs the program, 
right-click the file, and then click Properties. Click the 
Compatibility tab, click the Run This Program as an 
Administrator check box (A changes to ™), and then 
click OK. Note, however, that this technique does not 
work with the programs that come with Windows 8 
(Such as Command Prompt). 


Caution! 


When you run a program with elevated privileges, it 
not only enables you to perform otherwise forbidden 
tasks using the program, but the program itself can 
perform tasks that programs are usually prevented 
from doing (at least until you enter your credentials to 
allow them access to the system). Because elevated 
programs can perform forbidden tasks, only elevate 
privileges for programs you Know and trust. Otherwise, 
you might inadvertently give a virus or Trojan horse 
program complete access to your system. 


Run a Program In 
Compatibility Mode 


If you are having trouble running an older 
program, you can customize the program’s 
icon to run in compatibility mode so that it 
works properly under Windows 8. 


For best performance and stability, you 
Should try wherever possible to run programs 
that were designed only for Windows 8. This 
is not always practical, however, because it is 
likely that you have some programs that were 
released prior to Windows 8. Those older 
programs should run without any problems 
under Windows 8. However, this is not always 
the case. 


The most common reason for such problems 
is that the older program was designed 
Specifically to run under a particular 
operating system. For example, a program 
might have been designed for Windows 98 or 
Windows XP, and if the program encounters 
any other operating system, it either refuses 
to run or displays frequent glitches. 


You can usually work around such problems 
by running the program in compatibility 
mode, where Windows & sets up an 
environment that mimics the operating 
system for which the program was designed. 





© On the Start screen, type all or part of the 
name of the program you want to run. 


© Right-click the program in the search 
results. 


© Click Open File Location. 
Note: If the program resides on a CD, DVD, 


or other removable media, use File Explorer 
to open the media. 


File Explorer displays the program file. 
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© Click the Home tab. 
© Click Properties. 


The program’s Properties dialog box appears. 
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O Click the Compatibility tab. 
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@ Click the Run This Program in Compatibility 
Mode For check box (a changes to a). 


























© Click s and then click the operating system 
for which the program was designed. 


© Click OK. 


Windows 8 runs the program in compatibility 
mode each time you start it. 





More Options! 


Some older programs do not run under Windows 8 
because they require fewer colors than Windows 8 
displays. For example, many older programs can use at 
most 256 (8-bit) or 65,536 (16-bit) colors, but the 
Windows 8 minimum its 16,777,216 colors. To fix this, 
follow steps 1 to 6, click the Reduced Color Mode check 
box (4 changes to ™), click H and choose the number of 
colors, and then click OK. 


More Options! 


Another reason some older programs do not work with 
Windows 8 is because they expect a screen resolution 
of 640 x 480, and the minimum resolution under 
Windows 8 is 1024 x 768. To solve this problem, follow 
steps 1 to 6, click the Run in 640 x 480 Screen 
Resolution check box (4 changes to ™), and then click 
OK. 





Boost Performance with a 
USB Flash Drive 


If you add a USB flash drive to your computer, 
Windows 8 can use the storage space on that 
drive to improve the performance of your 
system. 


Windows 8 uses a technology named 
SsuperFetch to boost system performance. 
SuperFetch tracks the programs and data you 
use over time to create a kind of profile of 
your hard drive usage. Using this profile, 
SuperFetch can then anticipate the data that 
you might use in the near future. It can then 
load (fetch) that data into memory ahead of 
time. If that data is indeed what your system 
requires, performance increases because 
Windows 8 does not have to retrieve the data 
from your hard drive. 


However, SuperFetch goes even further by 
also using Windows 8 ReadyBoost technology. 
If you insert a USB 2.0 or 3.0 flash drive (also 
called a memory key) into your system, 
Windows 8 asks you if you want to use the 


device to speed up your system. If you elect to 
do this, ReadyBoost uses that drive’s capacity 
as storage for the data that SuperFetch 
anticipates you will require. This frees up the 
system memory that SuperFetch would 
otherwise use for storage, and more available 
memory means better performance for 
Windows 8 and your programs. 


© Insert a flash drive into a USB port on your 
computer. 


The AutoPlay notification appears. 
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© Click the notification. 


Windows 8 displays a list of actions you can 
take with the flash drive. 
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© Click Speed Up My System (using) 
Windows ReadyBoost. 


Note: If you do not see this option, it means 
your USB flash drive is not compatible with 
ReadyBoost. 


Windows 8 displays the ReadyBoost tab of the 
device’s Properties dialog box. 
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© Click Use This Device(o changes to s). 


A If you want Windows 8 to use the entire 
drive for ReadyBoost, click Dedicate This 
Device to ReadyBoost, instead (co changes to « 
), and then skip to step 5. 
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© Click and drag the slider to set the amount 
of drive space Windows & sets aside for 
ReadyBoost. 


B You should set the drive space value to the 
value that Windows 8 recommends. 


O Click OK. 


Windows 8 configures ReadyBoost to use the 
flash drive’s memory. 


_—— | 


Did You Know? 


lf you have two USB flash drives and your computer 
has two available USB ports, you can Insert both flash 
drives and tell Windows 8 to use them both to speed 
up your system. Keep in mind that you probably will 
not see much improvement in performance if your 
system has at least 2GB of RAM, because ReadyBoost 
does not need extra space when it has that much 
memory available. 


Reverse It! 


lf you decide later on that you want to use the flash 
drive’s full capacity for file storage, you can tell 
Windows 8 not to use the drive to augment 
ReadyBoost. Run File Explorer, click Computer, click the 
flash drive, click the Home tab, and then click 
Properties. Click the ReadyBoost tab and then click the 
Do Not Use This Device option (© changes to @). Click 
OK to put the new setting into effect. 


Terminate a Rogue App 


You can make your system run faster as well 
as solve other problems by terminating apps 
that are unresponsive or that are taking up 
excess system resources. 


Most apps — whether they are Windows 8 
apps or desktop programs — run well most of 
the time. However, even the most finely 
crafted app might occasionally go rogue, 
meaning that it becomes unresponsive to 
mouse or keyboard input. If the app crashed 
really hard, it might cause systemwide 
instability or cause your other programs to 
run slowly. 


Having an app go rogue might also mean that 
although it is still responsive, it is using up 
massive amounts of system resources, 
particularly CPU time or memory. In this 
scenario, the runaway app might cause your 
PC to run very slowly or it might cause other 
running programs to crash due to lack of 
available resources. 


Whether you have an app that is 

unresponsive or is using up an inordinate 
amount of system resources, you can use Task 
Manager to terminate the app to maintain 
performance and to avoid destabilizing the 
entire system. 


Display Task Manager 








® Right-click an empty section of the desktop. 
A The application bar appears. 


© Click All Apps. 
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© Click the non-responsive app. 
© Click End Task. 
Task Manager shuts down the app. 


Terminate a Runaway App 


© Click More Details. 
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B A runaway app is shown with an orange or 
red background to its CPU or Memory value. 


@ Click the runaway app. 
Click End Task. 


Task Manager terminates the app. 





More Options! 


You can also run Task Manager by pressing Windows 
Logo+X to display a menu of tools and programs, and 
then clicking Task Manager. Similarly, you can press 
Ctri+Alt+Delete to display the Windows Security 
screen, and then click Task Manager. Finally, you can 
also type task and then click Task Manager in the 
search results. 


Caution! 


lf an app Is unresponsive, it is possible that it has 
crashed, but that is not guaranteed. For example, the 
app could just be really busy performing some task 
that takes an inordinately long time, such as 
recalculating a large spreadsheet or rendering a 3-D 
object. Therefore, you should always give an app a few 
minutes to see if it becomes responsive again on its 
own. 





Refresh Your Computer’s 
System Files 


If you find that your computer is running 
Slowly or that frequent program glitches and 
crashes are harming your productivity, you 
can often solve these problems by resetting 
your PC’s system files. 


System problems are often caused by 
misconfigured settings or corrupted files. You 
could spend hours trying to figure out which 
component or file is at fault, but Windows 8 
offers a better way. The new Refresh Your PC 
feature reinstalls a fresh copy of Windows 8 
while keeping your documents, settings, and 
Windows 8 apps intact. When you refresh 
your PC, Windows 8 copies this data to 
another part of the hard drive, reinstalls a 
fresh copy of the Windows 8 system files, and 
then restores your data. 


Refresh Your PC saves all the documents, 
images, and other files in your user account, 
some of your settings, and any Windows 8 
apps that you have installed. However, 


Refresh Your PC does not save any other PC 
settings (which are reverted to their defaults) 
or any desktop programs that you installed. 


How you use Refresh Your PC depends on 
whether you can still access Windows 8 or 
whether you need to use a recovery drive. 


Refresh Your PC from 





Windows 8 


© On the Start screen, press Windows 
Logo+t I. 





The Settings pane appears. 








© Click Change PC Settings. 
The PC Settings app runs. 
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© Click the General tab. 
© Click Get Started. 
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Refresh Your PC explains the process. 


© Insert your Windows 8 installation disc ora 


Windows 8 recovery drive. 


Refresh your PC 
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© Click Next. 


) Ready to refresh your PC 
Ae Tee, ee ee we 


ee el Pe ofl neue aut 








@ Click Refresh. 


Refresh Your PC reboots the computer and 
refreshes the system files. 


Caution! 


Refresh Your PC begins the refresh process by making 
copies of all your user profile data, your settings, and 
your installed Windows 8 apps. These copies might 
take up a great deal of disk space, so you must have 
enough free space on your hard drive to hold this data. 
lf you do not have enough space, you cannot refresh 
VOUln ie: 


Did You Know? 


Refresh Your PC saves some of your settings, but not all 
of them. In particular, it Saves your personalization 
settings, wireless network connections, mobile 
broadband connections, drive letter assignments, and 
BitLocker settings. 





If you cannot start Windows 8 because of a 
problem, you can still run Refresh Your PC 


from a Windows 8 recovery drive. 


Some Windows problems are so severe that 
they prevent you from even starting your 
system. However, Windows 8 enables you to 
Start your PC from another drive. In 
particular, you can start your PC using a 
Windows 86 recovery drive, which is a USB 
flash drive that contains special files that can 
help you recover your system. You learn how 
to create a USB recovery drive in Chapter 11. 


Once you start from the recovery drive, you 
enter the recovery environment, a special set 
of tools that help you recover from problems. 
One of these tools is Refresh Your PC, which 
enables you to reinstall Windows 8; this 
Should fix the problem and get your system 
back on its feet. 


Refresh Your PC from a 


Recovery Drive 








© Insert the recovery drive. 
© Restart your PC. 


© Boot to the recovery drive. 


Note: How you boot to the USB drive 
depends on your system. 


Sool controller is not installed. 
Network bootrom is instal led. 


SC to select boot device... 


lotal hard disks ine talled: i 
1) USB drive 

£) SATA drive I 

3) SATA optical drive 2 

4) Hetworking 


Press a letter with a device to try to boot from: 





A In some cases, you see a message telling 
you to press a key. 


B In some cases, you select a boot device 
from a menu. 


The Windows 86 recovery environment 
appears. 


Note: If you see the Choose Your Keyboard 
Layout screen, click US. 
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© Click Troubleshoot. 


The Troubleshoot screen appears. 
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© Refresh your PC 
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© Click Refresh Your PC. 
Refresh Your PC explains the process. 
O Click Next. 


Refresh Your PC prompts you to choose a 
target operating system. 


7 


Refresh your PC 








@ Click Windows 8. 
© Click Refresh. 


Refresh Your PC reboots the computer and 
refreshes the system files. 


More Options! 


lf you do not have a Windows 8 recovery drive, you can 
also run Refresh Your PC from your Windows 


installation media. Insert the media, restart your 
computer, and then boot to the media drive. When the 
Windows Setup dialog box appears, click Next, click 
Repair Your Computer, and then follow steps 4 to 8. 





Chapter 7 
Tapping Into the 
Power of Internet 

Explorer 


The World Wide Web is arguably the most 
impressive of the various services accessible 
via the Internet. With billions of pages 
available covering practically every 
imaginable topic, the web is one of our 
greatest inventions and an unparalleled 
source of information. 


One problem with the web, though, is actually 
getting at all that information. With so much 
online ground to cover, you want a reliable 
and efficient means of transportation. For the 
World Wide Web, the vehicle of choice is the 
web browser, and in Windows 8, the default 
web browser is Internet Explorer, particularly 


the desktop version. This program is fairly 
easy to use if all you do is click links and type 
website addresses. But to get the most out of 
the web, you can tap into the impressive 
array of features and options that Internet 
Explorer offers. 


This chapter helps you do just that by taking 
you through a few useful tips and tricks that 
unleash the power of Internet Explorer. You 
learn how to take advantage of Internet 
Explorer’s tabs feature, open multiple sites at 
Startup, use your favorite search engine with 
Internet Explorer, save sites longer for easier 
Surfing, view pop-up windows for specific 
sites, and more. 


Add a Website to the Start Screen 


Always Open Links in Desktop Internet 
Explorer 


Disable an Internet Explorer Add-on 
Automatically Switch to New Tabs 


Open Multiple Pages When You Start Internet 
Explorer 


Open Previous Tabs When You Start Internet 
Explorer 


Reset the Zoom Level for New Tabs 
Navigate Tabs in the Order You Use Them 


Improve Searching by Adding More Search 
Engines 


Save Websites Longer to Surf More Efficiently 


Always Check for Newer Versions of Web 
Pages 


View Pop-Ups from a Specific Website 
Turn On the Menu Bar by Default 


Customize the Favorites Bar for Easier 
Surfing 


Add a Website to the 
Start Screen 


You can customize the Start screen to give 
yourself easy access to websites that you use 
most often. 


Because the Internet Explorer app takes only 
a single click to launch from the Start screen, 
you might find that you use it often for quick 
surfing sessions. Unfortunately, the surfing 
sessions probably are not as quick as you 
would like, because the Internet Explorer app 
does not offer a Favorites feature like that of 
desktop Internet Explorer. 


Fortunately, the Internet Explorer app does 
come with a similar feature that enables you 
to pin websites as tiles on the Start screen. A 
quick click of a website tile, and the site loads 
automatically into the Internet Explorer app. 


The Internet Explorer app also comes with a 
Pinned section within the app. Each time you 
pin a site to the Start screen, the Internet 
Explorer app also adds the site to the Pinned 
section for easy access within the app. 
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© In the Internet Explorer app, surf to the site 
that you want to pin to the Start screen. 


© Click the Pin to Site icon. 
© Click Pin to Start. 
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© Edit the website name. 
© Click Pin to Start. 


The Internet Explorer app pins the website to 
the Start screen. 


Note: Click inside the Address box and then 
scroll right to see the Pinned section. 


Always Open Links In 
Desktop Internet Explorer 


If you use the desktop version of Internet 
Explorer, you can configure it to always open 
Windows 8 app links as well as Start screen 
website tiles. 


When you click a website link in a Windows 8 
app such as Mail, People, or Messaging, by 
default Windows 8 opens the link using the 
Internet Explorer app. If you prefer to use 
desktop Internet Explorer, the only way to use 
that program to open the site is to copy the 
address from the Internet Explorer app and 
then paste it to desktop Internet Explorer. 
This is cumbersome and inefficient, but you 
can avoid this by configuring your Internet 
options to always open Windows 8 app links 
in desktop Internet Explorer. 


Also, in the previous section you learned how 
to add a website tile to the Start screen. By 
default, clicking a website tile opens the site 
in the Internet Explorer app; however, you 
Can configure your Internet options to have 
those website tiles open in desktop Internet 
Explorer, instead. 
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© In desktop Internet Explorer, click Tools. 
© Click Internet Options. 
The Internet Options dialog box appears. 
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© Click the Programs tab. 


© Click the Choose How You Open Links sand 
then click Always In Internet Explorer on the 
Desktop. 


© Click Open Internet Explorer Tiles on the 
Desktop (a changes to w#). 


© Click OK. 


Windows 8 now opens Windows 8 app links 
and website tiles in desktop Internet Explorer. 


Disable an Internet 
Explorer Add-on 


You can solve some Internet Explorer 
problems and make the program faster and 





more efficient by disabling one or more add- 
ons. 


An add-on is an extra feature — suchasa 
toolbar or a control — that does not come 
with Internet Explorer, but is installed 
separately. Although Microsoft offers some 
Internet Explorer add-ons, most come from 
third-party developers. 


Add-ons can be extremely useful and can 
enhance not just Internet Explorer, but also 
your surfing experience. However, add-ons 
occasionally cause problems, either because 
they were not programmed for the version of 
Internet Explorer you are using, or because 
there is a bug or other error in the add-on. 


In such cases, the add-on may cause Internet 
Explorer to operate slowly, or it may cause 
the program to crash or fail to start. You can 
often fix this behavior by disabling the add-on 
that is causing the problem. 


You may also want to disable an add-on that is 
cluttering the Internet Explorer window or 
otherwise interfering with your web surfing. 
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© Click Tools. 
© Click Manage Add-ons. 
The Manage Add-ons dialog box appears. 
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© Click Toolbars and Extensions. 


© Click the add-on you want to disable. 
© Click Disable. 


The Disable Add-on dialog box appears. 


Do you want to disable this add-on? 


Wf Bing Bar Helper 
Total load time: 0.00 seconds 
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O If you want to disable any other add-ons 
made by the same company, click the check 
box beside each add-on (4 changes to #). 


@ Click Disable. 
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A Internet Explorer changes the add-on’s 
Status to Disabled. 


© Click Close. 


© Shut down and restart Internet Explorer. 


Internet Explorer does not load the disabled 
add-ons when it restarts. 


Try This! 


lf you are having problems with Internet Explorer, but 
you are not sure whether an add-on is at fault, try 
running the program without any add-ons. Press 
Windows Logo+R to open the Run dialog box, type 
iexplore -extoff, and then click OK. This runs Internet 
Explorer with all add-ons disabled. If Internet Explorer 
runs fine, you Know an add-on is causing the problem. 


Reverse It! 


You may decide you want to use a disabled add-on 
again. For example, you may need the add-on’s 
functionality, or you may realize that it is not causing 
any problems with Internet Explorer. To enable the add- 
on, follow steps 1 to 3, click the add-on, click Enable, 
and then click Enable again in the Enable Add-on 
dialog box. 








Automatically Switch to 
New Tabs 


You can make the Internet Explorer tab 
feature much more convenient by configuring 


the program to automatically switch to new 
tabs as you create them. Before Internet 
Explorer 7, if you wanted to open multiple 
websites at once, you had to open multiple 
copies of the Internet Explorer window. 


Recent versions of Internet Explorer, 
including the version that comes with 
Windows 8, support tabbed browsing, which 
means you can open multiple websites at 
once in a single browser window. Each site 
appears in its own tab, and you can switch 
from one site to another just by clicking the 
tabs. 


To open a site in a new tab, you right-click the 
link and then click Open in New Tab. Internet 
Explorer creates the tab and then opens the 
web page in the tab. However, to see the 
page, you must then click the tab. It is more 
efficient to have Internet Explorer 
automatically switch to a new tab when you 
create it. 
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© Click Tools. 
© Click Internet Options. 


The Internet Options dialog box appears. 
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© Click the General tab. 
© In the Tabs group, click Tabs. 


The Tabbed Browsing Settings dialog box 
appears. 
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© Click the Always Switch to New Tabs when 
They Are Created check box (a changes to «#). 
O Click OK. 
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@ Click OK. 


The next time you create a tab, Internet 
Explorer automatically switches to it. 


Did You Know? 


lf you want to automatically switch to a new tab only 
occasionally, you do not have to follow the steps in this 
section. Instead, press and hold both Shift and Ctrl and 
then click the link. Internet Explorer loads the page ina 
new tab and then automatically switches to that tab. 


More Options! 


When you create a new tab by clicking the New Tab 
button or pressing CtrI+T, Internet Explorer displays 
the New Tab page. To load your home page instead, 
follow steps 1 to 4, use the When a New Tab Is Opened, 
Open list to click Your First Home Page, click OK, and 
then click OK. 





Open Multiple Pages 
When You Start Internet 
Explorer 


If you regularly view several different pages 
at the start of each Internet Explorer session, 
you can save time by opening those pages 


automatically each time you start Internet 
Explorer. 


In Internet Explorer, the home page is the 
page that the browser displays automatically 
when you first start the program. The default 
Internet Explorer home page is Bing.com, but 
most people change that to a page that they 
use regularly. 


However, you may have more than one page 
that you open after Internet Explorer starts. 
For example, you may open a portal page 
such as MSN or Yahoo!, a search page such 
as Google, your company’s external or 
internal website, a news page, one or more 
blogs, and so on. Opening each new tab and 
navigating to the appropriate page can take 
time. 


The desktop version of Internet Explorer 
enables you to define multiple home pages. 
Internet Explorer automatically opens each 
home page in its own tab when you launch 
the program. 
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© Open the web page that you want to add as 
a home page. 
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© Right-click Home. 


A If you want to be able to access the Home 
Page list, activate the Command Bar toolbar. 


© Click Add or Change Home Page. 


The Add or Change Home Page dialog box 
appears. 
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© Click the Add This Webpage to Your Home 
Page Tabs option (oc changes to »). 


© Click Yes. 
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B Internet Explorer adds the page to the 
Home list. 





More Options! 


lf you do not currently have access to the Internet, you 
can still add a site as a home page. Click Tools (&) and 
then click Internet Options to display the Internet 
Options dialog box. In the General tab, click the last 
item in the Home Page list, press End, and then press 
Enter to start a new line. Type the address of the new 
home page and then click OK. 


Remove It! 


lf you have set up a site as one of your Internet 
Explorer home pages, but you no longer visit that site, 
you should remove it to reduce the time it takes for 
Internet Explorer to launch. Click the Home menu, click 
Remove, and then click the home page that you want 
to delete. When Internet Explorer asks you to confirm, 
click Yes. 





Open Previous Tabs Open 
Previous Tabs When You 
Start Internet Explorer 


You can pick up where you leit off the last 
time you were using Internet Explorer by 
configuring the program to open the tabs that 
you were using during the previous session. 


Tabbed browsing is a real boon to 
productivity because it enables you to keep 


several web pages open and easily accessible 
at once. This is particularly useful when you 
are working on a project where you need to 
be able to access several sites simultaneously. 
In many cases, it can take you quite a while to 
locate useful pages, close tabs for pages that 
are not useful, and so on. This means you 
often end up with a “just so” collection of tabs 
that you want to use for a while. 


This is a problem if you must then close 
Internet Explorer for some reason, because it 
means you lose all your tabs and you must 
then recreate them the next time you starta 
browsing session. 


If this is a common scenario, you can solve 
the problem by configuring Internet Explorer 
to redisplay at startup all the tabs you had 
open in the previous session. 
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© Click Tools. 
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Click Internet Options. 


The Internet Options dialog box appears. 
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© Click the General tab. 


© Click the Start with Tabs from the Last 
Session option (co changes to »). 
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© Click OK. 


The next time you start Internet Explorer, the 
program loads your previous tabs at startup. 


Caution! 


Although opening your previous tabs at startup can be 
convenient, it can also increase the amount of time it 
takes Internet Explorer to start. Therefore, before you 
end each browsing session, examine your open tabs 
and close any that you will not need right away during 
your next session. 


Try This! 


lf you regularly have a half dozen or more tabs open at 
once, the default position of the tabs — to the right of 
the Address bar — may be problematic because the 
tabs can become too small to be easily identifiable. To 
work around this problem, display the tabs on their 
own row. Right-click the Internet Explorer title bar and 
then click Show Tabs on a Separate Row. 





Reset the Zoom Level for 
New Tabs 


You can make it easier to use the Zoom 
feature in Internet Explorer by configuring 
the program to reset the zoom magnification 
each time you open a tab. 


If your eyesight is impaired or just not what it 
used to be, you might use the Zoom feature to 


increase the magnification of the sites you 
visit. When you change the magnification for 
a page, Internet Explorer conveniently 
remembers the new setting and applies it to 
the next tab you open. 


On the other hand, you might use the Zoom 
feature only occasionally. For example, you 
might use it to magnify the odd page that 
uses particularly small type. In this scenario, 
you likely do not want to use the same 
magnification for other pages, so when you 
open a new tab you must manually reset the 
Zoom level to 100 percent. To avoid this extra 
step, you can configure Internet Explorer to 
automatically reset the magnification for each 
new tab that you open. 
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© Click Tools. 


© Click Internet Options. 
The Internet Options dialog box appears. 
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© Click the Advanced tab. 
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© Click the Reset Zoom Level for New 
Windows and Tabs check box (a changes to #). 
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© Click OK. 


The next time you open a tab, Internet 
Explorer resets the Zoom level to 100 
percent. 


More Options 


You may sometimes need to increase the text size to be 
able to read a page. (Press Alt, click View, click Text 
Size, and then click the size you want.) Again, Internet 
Explorer preserves the text size setting when you open 
a new tab. To prevent this, follow steps 1 to 3, click the 
Reset Text Size to Medium for New Windows and Tabs 
check box (4 changes to ™), and then click OK. 


Did You Know? 


lf you prefer to keep the current magnification level 
each time you open a new tab, a quick way to reset the 
Zoom feature to 100 percent is to press Ctrl+0. 


Pt 


Navigate Tabs in the 
Order You Use Them 


You can make it easier and more efficient to 
use the keyboard to navigate multiple tabs by 
configuring Internet Explorer to display the 
tabs in the order you have used them. 


One way that tabs are very useful is to 
compare the content of two or more pages. 
That is, you open each page that you want to 
compare in its own tab, and you then display 
the tabs in turn to view the pages. It is 
possible to do this with the mouse by clicking 
each tab, but if you have a large number of 
tabs to navigate, the keyboard is usually the 
better choice. You simply press Ctrl+ Tab to 
navigate the tabs from left to right, or 

Shift+ Ctrl Tab to navigate the tabs from 
right to left. 


Of course, this assumes the tabs you want to 
navigate are displayed in order. However, 
they are more likely to be mixed up, so that 
you might want to compare, Say, the first, 


fourth, and sixth tabs, so clicking the tabs will 
be easier. Once you have done that, however, 
you can configure Internet Explorer so that 
pressing Ctrl+ Tab (or Shift+ Ctrl+ Tab) 
navigates the tabs in the order you most 
recently used them. 








© Click Tools. 
© Click Internet Options. 


The Internet Options dialog box appears. 
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© Click the Advanced tab. 
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© Click the Use Most Recent Order When 
Switching Tabs with Ctrl+ Tab check box (a 
Changes to «#). 
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© Click OK. 


Internet Explorer now navigates the open 
tabs in the order you used them when you 


press Ctrl Tab (or Shift+ Ctrl+ Tab). 


Did You Know? 


When you create a new tab from a link by right-clicking 
the link and then clicking Open itn New Tab, Internet 
Explorer creates a tab group that consists of the 
original tab and the new tab. This enables you to close 
all the tabs in the group at once by right-clicking any 
tab in the group and then clicking Close This Tab 
Group. 


More Options 


When you open a new tab from a link, by default 
Internet Explorer opens the new tab beside the original 
one. This is very convenient, particularly if you have 
many tabs open, because it makes it easy to locate the 
new tab. If your version of Internet Explorer does not 
open new link tabs beside the original tab, click Tools (S 
), click Internet Options, click Tabs, and then click Open 
Each New Tab Next to the Current Tab (4 changes to ™). 





Improve Searching by 
Adding More Search 
Engines 


You can make your web searches more 
powerful by adding your favorite search 





engines to the Internet Explorer Search box. 


With billions of pages, the World Wide Web is 
an amazing information resource. However, it 
can also be a frustrating resource because 
finding the page you want among those 
billions is a real challenge. You can ask 
friends and family, or you can use a site such 
as Yahoo.com that categorizes pages, but 
these strategies are often unreliable. 


To find the site you want, you can take 
advantage of the various search engines that 
enable you to find web pages based on the 
search text you provide. The Internet 
Explorer Search box uses the Bing search 
engine to perform its searches. 


If you prefer another search engine to Bing, 
you may decide that it is worth the extra 
effort to navigate to that site instead of using 
Bing via the Internet Explorer Search box. 
However, you can have it both ways: You can 
configure Internet Explorer to use your 
favorite search engine via the Search box. 
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© Click the Show Address Bar Autocomplete 
arrow. 


© Click Add. 
The Internet Explorer Gallery page appears. 
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© Click the search engine you want to use. 


Internet Explorer displays some information 
about the search engine. 
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© Click Add to Internet Explorer. 
The Add Search Provider dialog box appears. 
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© Click Add. 


Internet Explorer adds the search engine. 
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Click the Show Address Bar Autocomplete 
arrow. 


A The new search engine appears in the 
Search list. Click the search engine to use it 


with the Search box. 


More Options! 


The search engine that Internet Explorer uses in the 
Search box when you first start the program Is called 
the default search provider. The default is Bing, but 
you can change It to one of your added search engines. 
Click Tools (&), click Manage Add-ons, and then click 
Search Providers. Click the search engine you want to 
use and then click Set as Default. Click Close. 


Remove It! 


lf you add a search engine and later decide you do not 
want to use it, you should delete it to avoid cluttering 
the Search list. To remove a search engine, click Tools (S 
), click Manage Add-ons, and then click Search 
Providers. Click the search engine you want to delete 
and then click Remove. Click Close. 





Save Websites Longer to 
Surf More Efficiently 


You can improve the efficiency of your web 
Surfing by increasing the number of days that 
Internet Explorer maintains a record of the 
sites you have visited. 


When you navigate to a web page, Internet 
Explorer adds the page’s title and address to 
the History list, which is part of the Favorites 
Center. The History list is an important 
Internet Explorer feature because it enables 
you to easily and quickly return to a page that 
you have previously visited. The History list 
also enables you to view the pages that you 
have visited most often, so it gives you an 
easy way to see which pages are your 
favorites. 


By default, Internet Explorer keeps a page in 
the History list for 20 days before removing it. 
However, you may find that you want to 
revisit pages after the 20-day period has 
expired. In that case, you can configure 
Internet Explorer to save pages in the History 
list for a longer period. The maximum number 
of days you can save pages is 999. 
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©@ Click Tools. 
© Click Internet Options. 
The Internet Options dialog box appears. 
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© Click the General tab. 


© In the Browsing History group, click 
Settings. 


The Website Data Settings dialog box 
appears. 
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© Click the History tab. 


© Use the Days to Keep Pages in History spin 
box to type or click the number of days you 
want websites saved. 


@ Click OK. 
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© Click OK. 


Internet Explorer puts the new setting into 
effect. 


Try This! 


To work with the History list, click the Favorites button ( 
f)) and then click History. (You can also press Ctrl+H.) 
The History list organizes your visited sites into date 
categories such as Today, Yesterday, Last Week, and 
Last Month. Click a category, click the site you want to 
work with, and then click the specific page you want to 


visit. 
Did You Know? 


You can sort the History list in various ways. The 
default sort order is By Date. To change this, display 
the Favorites Center, click the History menu, and then 
click View By Site, View By Most Visited, or View By 
Order Visited Today. You can also click Search History to 
perform a search on the history entries. 





Always Check for Newer 
Versions of Web Pages 


You can ensure that you are always seeing the 
most up-to-date version of each web page by 
configuring Internet Explorer to always check 
for newer versions of its stored pages. 


In the same way that a disk cache stores 
frequently used data for faster performance, 


Internet Explorer also keeps a cache of files 
from web pages you have visited recently. 
This cache is a special folder called 
Temporary Internet Files. When you visit a 
page, Internet Explorer stores copies of the 
web page code, images, and other media in 
Temporary Internet Files. Internet Explorer 
then uses these saved files to display that web 
page quickly the next time you surf to the 
page or if you view the page while you are 
offline. 


However, there is a chance that the web page 
may have changed since your last visit, so 
Internet Explorer may show the older version 
of the page. To prevent this from happening, 
configure Internet Explorer to always check 
to see if the current page files are newer than 
the stored page files. 
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® Click Tools. 
© Click Internet Options. 
The Internet Options dialog box appears. 
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© Click the General tab. 


© In the Browsing History group, click 
Settings. 


The Website Data Settings dialog box 
appears. 
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© Click the Temporary Internet Files tab. 


O Click the Every Time I Visit the Webpage 
option (o changes to »). 


@ Click OK. 
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© Click OK. 


Internet Explorer puts the new setting into 
effect. 


More Options! 


If you have a lot of free disk space, you can make your 
surfing even faster by configuring Internet Explorer to 
cache more data in the Temporary Internet Files folder. 
Follow steps 1 to 5 to open the Temporary Internet Files 
tab of the Website Data Settings dialog box, and then 
use the Disk Space to Use spin box to increase the size 
of the cache. 


More Options! 


lf your computer has a second hard drive and your 
main hard drive is running low on free space, you can 
move the Temporary Internet Files folder to the second 
drive. Follow steps 1 to 5 to open the Temporary 
Internet Files tab of the Website Data Settings dialog 
box, and then click Move Folder. Use the Browse for 
Folder dialog box to select a folder on the second hard 
drive, and then click OK. 


View Pop-Ups from a 
Specific Website 


You can improve your surfing experience by 
configuring Internet Explorer to view the pop- 
up ads for certain websites that Internet 
Explorer would otherwise block. 


Web page advertising is a necessary evil 
because webmasters often need the money 


from advertisers to help defray the inevitable 
costs of maintaining a site. Banner ads area 
popular choice, but to make more of an 
impact, advertisers often insist that their ads 
appear in separate pop-up windows. These 
pop-ups are everywhere on the web these 
days. Small personal pages may display a 
Single pop-up when you enter or leave the 
site; some commercial sites display a few pop- 
ups as you peruse their pages; and then there 
are those sites that throw out a barrage of 
pop-ups. Depending on your level of 
tolerance, pop-ups are either mildly irritating 
or downright annoying. Either way, pop-up 
ads can make surfing the web a real chore. 


However, some sites display useful 
information in pop-up windows, and Internet 
Explorer may block these windows. If so, you 
can add the site’s address to the list of sites 
allowed to display pop-ups. 
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© Click Tools. 
© Click Internet Options. 


The Internet Options dialog box appears. 
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© Click the Privacy tab. 


© In the Pop-Up Blocker section, click 
Settings. 


The Pop-Up Blocker Settings dialog box 
appears. 
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© Type the site address in the Address of 
Website to Allow text box 


O Click Add. 


—_ 
- Pop-up ee curently bkocioed You can allow poceupa from epecitic 
tf! seepamibee [Pye cscobragy sttee Ggae lhem: eerie 
ddan of! gash bo alkenes 
| 


Mkererted miei 
= =f) 





Peedi intacete rel aioe) lara 


i fie 
Backing lat 


| Miele Beceth: Fale Sula ied 





A Internet Explorer includes the address in 
the Allowed Sites list. 


© Repeat steps 5 and 6 to add other sites to 
the Allowed Sites list. 


© Click Close. 
© Click OK. 
® Restart Internet Explorer. 


The next time you visit the site, Internet 
Explorer displays its pop-up windows. 


More Options! 


Instead of typing a site’s address in the Pop-Up Blocker 
Settings dialog box, an easier method is to navigate to 
the site and look for the Internet Explorer Information 
bar that appears when the program blocks a pop-up. If 
you only want to see the pop-ups this time, click Allow 
Once. To always see the site’s pop-ups, click Options for 
This Site and then click Always Allow. 


More Options! 


If you only want to occasionally allow pop-ups from a 
site, follow steps 1 to 4, use the Blocking Level list to 
click High: Block All Pop-Ups, and then click Close. The 
next time you navigate to the site and want to view its 
pop-ups, press and hold Ctrl and Alt until the pop-up 
appears. 





Turn On the Menu Bar by 
Default 


You can make Internet Explorer much easier 
to use and more efficient by always displaying 
the menu bar. 


Internet Explorer is a powerful program with 
hundreds of commands and features. 
However, the default interface exposes only a 
subset of those options, mostly via the Tools 
button. Unfortunately, this subset does not 
include a number of useful commands, 
including New Session (which starts a fresh 
Internet Explorer session), Import and Export 
(for importing or exporting browser settings), 
Source (which displays the source code of the 
current page), Text Size (for adjusting the size 
of the web page text), and Pop-Up Blocker 
(for quick access to the pop-up blocker 
settings). 


These and many more commands are 
available via the menu bar, which many users 
find easier to use than the Tools menu. Users 
can display the menu bar at any time by 


pressing Alt. However, you can configure your 
system so that Internet Explorer always 
displays the menu bar and the user cannot 
turn it off. 


© Sign in with the user account you want to 
configure. 


© Press Windows Logo+R. 
The Run dialog box appears. 


r=] Type the name of a program, folder, document, or Internet 


resource, and Windows willl open it for you. 








© Type gpedit. msc. 
© Click OK. 
The Local Group Policy Editor appears. 
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© Open the Administrative Templates branch. 
O Open the Windows Components branch. 
@ Click Internet Explorer. 


© Double-click the Turn On Menu Bar by 
Default policy. 


The Turn On Menu Bar by Default dialog box 
appears. 
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© Click Enabled (c changes to »). 
Click OK. 


® Restart Internet Explorer. 
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A The menu bar appears. 


More Options! 


Earlier in this chapter you learned how to display the 
tabs in a separate row to give them more room and 
make them easier to read and select. If you would like 
to ensure that a user always has the tabs displayed ina 
separate row, follow steps 1 to 6 and open the Internet 
Explorer branch. Click Toolbars, double-click the Display 
Tabs on a Separate Row policy, click Enabled, and then 
click OK. 





Customize the Favorites 
Bar for Easier Surfing 





You can customize the Internet Explorer 
Favorites bar to provide easy one-click access 
to those websites that you visit most often. 


One of the most useful features in Internet 
Explorer is the Favorites bar, which appears 
beside the Favorites button. By default it 
consists of two buttons, each of which is 
associated with a web slice. When you click a 
button, Internet Explorer displays the Get 
More Add-Ons slice and the Suggested Sites 
Slice. 


However, the Favorites bar is fully 
customizable and supports not only web 
Slices, but also regular sites. This means you 
can populate the Favorites bar with new 
buttons associated with the sites you visit 
most often. This section takes you through 
these and other Favorites bar customizations. 


This section assumes that you have the 
Favorites bar displayed. If not, right-click the 
title bar and then click to activate the 
Favorites Bar command. 


Create a Button for the 
Current Web Page 
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© Navigate to the page you want to add to the 
Favorites bar. 
© Click Add to Favorites Bar. 


A A new button associated with the page 
appears on the Favorites bar. You can click 
this button to navigate directly to the page. 


Create a Button from a Web 


Page Link 
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® Navigate to the page that contains the link 
you want to add to the Favorites bar. 


© Click and drag the link text and drop it on 


the Favorites bar. 


A new button associated with the linked page 
appears on the Favorites bar. You can click 
this button to navigate directly to the linked 


page. 


Customize the Title Widths 
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® Right-click any Favorites bar button. 
© Click Customize Title Widths. 


© Click the width you prefer, such as Short 
Titles. 








B Internet Explorer customizes the Favorites 
bar titles. 





Customize It! 


The positions of the Favorites bar buttons are not fixed. 
To move a button to another position, click and drag 
the button and then drop it in the position you prefer. 
To rename a button, right-click it, click Rename, type 
the new name tin the Rename dialog box, and then click 
OK. To delete a button, right-click it, click Delete, and 
then click Yes when Internet Explorer asks you to 
confirm the deletion. 


Did You Know? 


lf the address of one of your sites changes, you can edit 
the address associated with the site’s Links bar button. 
Right-click the button and then click Properties. In the 
button’s Properties dialog box, type the new address In 
the URL text box. Click OK. 





Chapter 8 
Making E-Mail Easier 





The World Wide Web may be the most 
impressive of the Internet services, but it 
would not be hard to make the case that e- 
mail is the most indispensable. E-mail’s 
position midway between conversation and. 
letter writing makes it ideal for certain types 
of communication, and rarely can a person be 
found nowadays who does not rely on it. 


The fact that e-mail is easy to use also helps. 
Even novice computer users seem to grasp 
the basics of e-mail quickly and are often 
sending messages within minutes. But if, like 
most people, you use e-mail all day long, you 
probably want to make it even easier. This 
chapter shows you how to do that. The tasks 
you learn here are designed to shave precious 
seconds and minutes off everyday e-mail 
Chores. That may not sound like much, but 


added up over the course of a busy e-mail 
day, those seconds can make the difference 
between leaving work on time and staying 
late. 


Among the timesavers in this chapter, you 
learn how to leave messages on the server, 
change your message priority, create an e- 
mail distribution list, create a backup copy of 
your address book, exchange electronic 
business cards, and spell check your 
messages. 


Leave Your Messages on the Server 
Change Your Message Priority 


E-Mail Multiple People Using a Contact 
Category 


Protect Your Contacts by Creating a Backup 
Copy 


E-Mail an Electronic Business Card 
Change the Location of Your Message Store 


Activate the Spell Checker to Eliminate 
Message Errors 


Change How Often You Check for Messages 


Perform an Action When a Person Sends You 
a Message 


Change Your Outgoing Mail Port to Ensure 
Messages Are Sent 


Receive E-Mail Notification for an Incoming 
Fax 


Leave Your Messages on 
the Server 


You can configure Mail to leave your 
messages on the server, enabling you to 
retrieve a message multiple times from 
different computers. 


When you ask Mail to retrieve your messages, 
it contacts your Internet service provider’s e- 
mail server, downloads the messages, and 
then deletes them from the server. However, 
there may be times when you do not want the 
messages deleted. For example, if you are 
working at home or on the road and want to 
retrieve your work messages, it is better to 
leave them on the server so that you can also 
retrieve them when you return to the office. 


Note, however, that most Internet service 
providers (ISPs) offer a limited amount of e- 
mail storage space, so you cannot leave 
messages on the server indefinitely. To ensure 
that your messages are deleted eventually, 
you can configure your account to delete your 


messages from the server aiter a specified 
number of days. 
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@ In Mail, click the account you want to 
configure. 


® Click the Accounts tab. 
© Click Properties. 


The account’s Properties dialog box appears. 
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© Click the Advanced tab. 


© Click the Leave a Copy of Messages on 
Server check box (a changes to #). 


A To ensure the messages are deleted 
eventually, you can click the Remove from 
Server After x Days check box (4 changes to #) 
and then change x to the number of days 
after which you want the server messages 
deleted. 


© Click OK. 


Mail leaves a copy of the messages on the 
Server. 


Change Your Message 
Priority 


You can set the priority level of your outgoing 
message to let the recipient know whether to 
handle your message with high or low 
priority. 


If you are sending a message that has 
important information or that requires a fast 
response, set the message’s priority to high. 
When the recipient receives the message, his 
or her e-mail program indicates the high 
priority. For example, Mail indicates high 
priority messages with a red exclamation 
mark. Alternatively, you can set the priority to 
low for unimportant messages so that the 
recipient knows not to handle the message 
immediately. Mail flags low priority messages 
with a blue, downward-pointing arrow. 


If you are sending important information via 
e-mail, you may want to ensure that the 
message arrived safely. You can do that by 
sending a request for a read receipt, which is 
a message that is automatically sent to you 


when the recipient reads the message for the 
first time (although many people do not allow 
read receipts to be sent, for privacy reasons). 
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@ In Mail, click the Home tab. 
© In the New group, click Email Message. 


The New Message window appears. 





© Click the Message tab. 
© Click Delivery. 


© Click the priority you want to use: High or 
Low. 


A Mail indicates the current priority level. 


O If you want to request a read receipt, click 
the Read Receipt check box (a changes to #). 


E-Mail Multiple People 
Using a Contact Category 


If you regularly send messages to a particular 
collection of people, you can organize those 
recipients into a category. This saves time 
because when you choose the category as the 
message recipient, Mail sends the message to 
every address in the category. 


sending a message to a number of people 
takes time because you have to either type 
many addresses or select many people from 
your address book. If you find that you are 
sending some of your messages to the same 
group repeatedly, you can avoid the drudgery 
of adding those recipients individually by 
creating a distribution list or, as Mail calls it, a 
contact Category. 


After you add the recipients to the list, all you 
have to do is send the message to the 
category. Mail then distributes copies of the 
message to every member of the category. 


1G See Ber | 
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® In Mail, click Contacts. 


The Contacts window appears. 
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© In the Home tab’s New group, click 
Category. 


The Create a New Category window appears. 





© Type a name for the category. 


© Click a contact that you want to include in 
the category. 


A Contacts adds the contact to the category. 


© Repeat step 4 for the other contacts you 
want to add to the category. 


Note: If you add the wrong contact by 
accident, you can remove it by clicking the 
contact name again. 


© Click Save. 
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5 Contacts adds the category. 





Try This! 


One of the best reasons to create a category is that you 
can send an e-mail message to each member. 
Normally, sending an e-mail message to multiple 
contacts involves typing or selecting multiple 
addresses. With a category, however, you send a single 
message to the category, and Mail automatically sends 
a copy to each member. In a new mail message, use 
the To text box to type the name of the category. 


More Options! 


lf you want to add new contacts to the category or 
delete existing contacts, click the category and then 
click Edit Category. If you want to delete a category, 
right-click the category and then click Delete Category. 
When Contacts asks you to confirm the deletion, click 
OK. 


Protect Your Contacts by 
Creating a Backup Copy 


You can create a backup copy of your 
contacts. If you have a problem with the 
contacts in the future, you can restore your 
contacts from the backup copy. 


Contacts is handy for storing e-mail 
addresses of people you correspond with 
regularly. Instead of remembering complex e- 
mail addresses, you can type or select the 
person’s name when composing a new 
message. However, the usefulness of 
Contacts extends far beyond e-mail. For each 
contact, you can also store data such as his or 
her home and business addresses; phone, fax, 
and cell numbers; spouse and children’s 
names; gender; birthday; and more. 


If you rely on Contacts to store all this 
information about the people you know, you 
must ensure that the data is safe. 
Unfortunately, if Contacts becomes corrupted, 
you could lose all your contact data. To avoid 


this situation, you can regularly create 
backup copies of your Contacts data. 
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@ In Mail, click Contacts. 


The Contacts window appears. 
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© Click Export. 
© Click Comma Separated Values (.CSV). 
The CSV Export dialog box appears. 








© Type the location and name of the exported 
file. 


Note: Be sure to add .csv to the end of the 
exported filename. 


A You can also click Browse and use the Save 
As dialog box to select a location and type a 
filename. 


© Click Next. 
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O Click the check boxes for each field you 
want to include (m™) or exclude (x). 


@ Click Finish. 
Mail exports the Address Book data to the 
file. 


Important! 


lf you have a problem with your Contacts folder — for 
example, if it does not open or does not display your 
contacts — you can restore it by importing the backed- 
up copy. In Mail, click Contacts, click Import, and then 
click Comma Separated Values (.CSV). Type the 
location and name of the exported file from step 4 and 


click Next. Click Finish. 
Did You Know? 


You can alSo make backup copies of your Mail 
messages and e-mail accounts. Click File and then click 
Export Email. To back up your e-mail messages, click 
Email Messages, click Mail, and then click Next; to back 
up your accounts, click Accounts, click an account, and 
then click Export. 





E-Mail an Electronic 
Business Card 


You can create an electronic version of a 
business card that includes your name, 
address, and contact information. You can 
then attach this business card to your 
messages, enabling other people to easily add 
you to their address books. 


The ritual exchange of business cards is a 
common sight at meetings, conferences, and 
cocktail parties. With the advent of e-mail, 
however, fewer people are meeting face-to- 
face, so there are fewer opportunities to swap 
cards. Fortunately, Mail offers a feature that 
enables you to exchange business cards 
electronically. 


An electronic business card is called a vCard 
and, just like its paper counterpart, it includes 
the person’s name, address, phone numbers, 
and other contact information. If you have an 
item in the Contacts folder for yourself, you 
Can use it to create a vCard, which you can 
then attach to your messages. The recipient 


can then view the attached card and easily 
add you to his or her address book. Similarly, 
you can view vCards sent to you and add the 
senders to your Contacts list. 
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® In Mail, click Contacts. 

The Contacts window appears. 

Note: If you do not have a contact with your 
personal data, create one now. 

© Click the Home tab. 

© Click Export. 

© Click Business Card (.VCF). 


The Browse for Folder dialog box appears. 
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© Click your user profile’s Contacts folder. 
© Click OK. 


Contacts exports the contacts to VCF files in 
the Contacts folder. 
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® Open your user account’s Contacts folder. 
© Right-click your vCard. 
© Click Send To. 


© Click Mail Recipient. 


Mail displays a new message window. 
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A Your electronic business card file is 
attached to the new message. 


© Fill in the message details, including the 
recipient, subject, and message text. 


O Click Send. 


Mail sends the message with your electronic 
business card attached. 





Try This! 


You can also add your business card directly from an e- 
mail message that you are composing. In the e-mail 
message window, click Attach to display the Open 
dialog box. Navigate to the Contacts folder, click your 
vCard file, and then click Open. 


Did You Know? 


lf you receive a message that includes a vCard, you can 
see the business card icon (&) in the preview pane. 

Click the icon and then click Open to open the attached 
vCard file. To add the sender to your Contacts list, click 


Add Contact. 





Change the Location of 
Your Message Store 


You can change the hard drive location that 
Mail uses to store the contents of your 
message folders. This is useful if you are 
running out of space on the current hard 
drive and need to move the messages to a 
disk with more free space. 


Mail stores the contents of your Inbox, 
Outbox, Sent Items, Deleted Items, Drafts, 
and Junk E-mail folders, as well as any new 
folders you create, in a special hard drive 
location called the message store. The size of 
the message store depends on a number of 
factors, including how often you use e-mail, 
how many messages you Save, how often you 
clean out your Deleted Items folder, and so 
on. 


However, it is not unusual for the message 
Store to consume dozens or even hundreds of 
megabytes of disk space. If you are running 
low on disk space and your computer has 
another hard drive with more free space, you 


Can give your message store room to grow by 
moving it to the other disk. 
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©@ In Mail, click File. 

© Click Options. 

© Click Mail. 

The Options dialog box appears. 
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© Click the Advanced tab. 

© Click Maintenance. 

The Maintenance dialog box appears. 
O Click Store Folder. 


The Store Location dialog box appears. 


Your personal message store is located in the following folder. 


(C\\Users‘\Paul App Data \Local’\Microsoft'\Windows Live Mail 





@ Click Change. 


The Browse for Folder dialog box appears. 
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© Click the folder you want to use as the new 
location. 

© Click OK to close the Browse for Folder 
dialog box. 

® Click OK to close the Store Location dialog 
box. 

Mail tells you to shut down the program to 
put the new Store location into effect. 


| ' shutdown Windows Live Mail 





@ Click OK. 


® Click Close to close the Maintenance dialog 
box. 


® Click OK to close the Options dialog box. 


® Click Close to shut down Mail and then 
restart the program. 


Mail moves the message store. 





Important! 


To speed up the process of moving the message store, 
you can do some folder maintenance before performing 
these steps. For example, delete any messages you no 
longer want, including any messages in the Deleted 
ltems folder. You can also delete any folders that you no 
longer use. 


More Options! 


Another way to save disk space with Mail is to compact 
your folders to remove wasted space caused by 
message deletions. Follow steps 1 to 5 to display the 
Maintenance dialog box. Use the Compact the 
Database on Shutdown Every X Runs spin box to 











Activate the Spell 
Checker to Eliminate 
Message Errors 


You can make your e-mail messages easier to 
read and more professional in appearance by 
using the Mail built-in spell checker to catch 
and fix spelling errors. 


Whether you use e-mail for short notes or 
long essays, you can detract from your 
message if your text contains more than a few 
spelling errors. Sending a message riddled 
with spelling mistakes can also reflect poorly 
on you, whether the recipient is your boss, 
your colleagues, a customer, or a recruiter. 


To ensure your message is received in its best 
light, you should activate the Mail spell 
checker. This tool then checks your text for 
errors each time you send a message and 
offers suggested replacements. 


You can also improve the spell checker by 
letting it know about flagged words that you 
know are correct. This can happen with 


people’s names, company names and 
products, jargon terms, and so on. 
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© Click File. 

© Click Options. 

© Click Mail. 

The Options dialog box appears. 
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© Click the Spelling tab. 


© Click the Always Check Spelling Before 
sending check box (a changes to w#). 


© Click OK. 


Mail activates the spell checker. 


Note: During a spell check, if Mail flags a 
word that you know is correct, you can 
prevent it from flagging the word in the 
future by clicking Add in the Spelling dialog 
box. 


Change How Often You 
Check for Messages 


After you start Mail, the program contacts 
your mail server every 10 minutes to see if 
any new messages have arrived. You can 
Change the frequency with which Mail checks 
for new messages to any time between 1 
minute and 480 minutes. For example, you 
may prefer a shorter time if you are expecting 
an important message. Alternatively, if you 
want to minimize your connection time, you 
may prefer a much longer interval. 


You can also configure Mail to automatically 
connect to the Internet to check messages. 
This is useful if you set your e-mail checking 
frequency to a value higher than the Internet 
connection idle time setting. In this scenario, 
your Internet connection may be 
disconnected when Mail tries to check for 
new messages, but Mail can make the 
connection. 


























gle : e.Hotmal 











© Click File. 

© Click Options. 

© Click Mail. 

The Options dialog box appears. 
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© Click the General tab. 


© Click Check for New Messages Every (co 
Changes to w#). 


O Type the frequency, in minutes, with which 
you want to check for messages. 


A To connect to the Internet to check for 
messages, click here and then click Connect 
Even When Working Offline. 


@ Click OK. 


Mail puts the new setting into effect. 


Perform an Action When 
a Person Sends You a 
Message 


You can save time and make Mail more useful 
by configuring the program to perform an 
action each time you receive a message from 
a particular person. 





In Mail, you use rules to examine incoming 
messages to see if they meet certain 
conditions. For example, if a message has a 
particular word or phrase in the Subject line 
or body, you can move the message to a 
Special folder. Similarly, you can check for 
messages with attachments and elect not to 
download them from the mail server. 


Perhaps the most common rule condition is to 
see if the e-mail address of the sender 
matches a specified address. If so, then you 
Can redirect the message to a folder for that 
person’s messages, send out an automatic 
reply, turn the message a particular color so 
that it stands out, or even automatically 


delete the message if it comes from someone 
with whom you do not want to have contact. 
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© If the person is not in your Contacts list, 
right-click the sender and then click Copy. 
© Click the Folders tab. 
© Click Message Rules. 


The New Mail Rule _— box appears. 


New Mail Rule 
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© Click Where the From Line Contains People 
(4 changes to w#). 


© Click Contains People. 
© Press Ctrl+ V to paste the sender’s address. 


A You can also click Contacts to choose the 
person from your Contacts list. 


@ Click Add. 
© Click OK. 



























































© Click an action to perform on messages 
from this person (a changes to w#). 


® If the action requires more data, click the 
underlined placeholder. 


Mail displays a dialog box so you can specify 
a value for the placeholder. Note that the 
dialog box you see depends on the action you 
chose in step 9. 


@® Click the data (or, in some cases, type the 
text) to set the placeholder value. 


@ Click OK. 
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5B Mail fills in the placeholder value. 


® Type a name for the rule. 
® Click Save Rule. 


Mail opens the Rules dialog box and displays 
the new rule. 
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® Click OK. 


Apply It! 


After you create the rule from the message, Mail does 
not apply the rule right away. To apply the rule, open 
the Rules dialog box, if it is not already open, by 
clicking Folders and then clicking Message Rules. In the 
Rules dialog box, click Apply Now, click the rule you 


created, and then click Apply Now. 
Remove It! 


lf you no longer require a rule, you can delete it. Click 
Folders and then click Message Rules to display the 
Rules dialog box. Click the rule and then click Remove. 
When Mail asks you to confirm the deletion, click Yes. 





Change Your Outgoing 
Mail Port to Ensure 
Messages Are Sent 


If your e-mail provider requires a different 
port for outgoing mail, you can configure your 
e-mail account to use the different port so 
that your message is sent. 


For security reasons, some Internet service 
providers (ISPs) insist that all their 
customers’ outgoing mail must be routed 
through the ISP’s Simple Mail Transport 
Protocol (SMTP) server. This usually is nota 
big deal if you are using an e-mail account 
maintained by the ISP, but it can lead to 
several problems if you are using an account 
provided by a third party (such as your 
website host). For example, your ISP might 
block messages sent using the third-party 
account because it thinks you are trying to 
relay the message through the ISP’s server (a 
technique that spammers often use). 


You might think that you can solve the 
problem by specifying the third-party host’s 
SMTP server in the account settings. 
However, this usually does not work because 
outgoing e-mail is sent by default through 
port 25, and your ISP automatically blocks all 
messages on this port that leave the ISP’s 
network; when you use this port, you must 
also use the ISP’s SMTP Server. 


To work around this problem, many third- 
party hosts offer access to their SMTP server 
via a port other than the standard port 25. 
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© Click the account you want to configure. 
© Click the Accounts tab. 
© Click Properties. 


The account’s Properties dialog box appears. 
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© Click the Advanced tab. 
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© Use the Outgoing Mail (SMTP) text box to 
type the server port you want to use for 
outgoing messages. 
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O Click OK. 


Mail uses the new port for all future outgoing 
messages. 


More Options! 





Another security feature now implemented by most e- 
mail providers is to require that each outgoing 
message be authenticated, which means supplying a 
username and password, usually the same logon data 
that you use to retrieve your incoming messages. To 
set this up, follow steps 1 to 3, click the Servers tab, 
and then click My Server Requires Authentication (G4 
changes to ™) In the Outgoing Mail Server section. Click 
Settings to open the Outgoing Mail Server dialog box, 
and then select a Logon Information option, depending 
on the data your e-mail provider supplies. For example, 
if you use the same logon as you do for retrieving 
messages, click Use Same Settings as My Incoming 
Mail Server (© changes to ®). Click OK. 


Receive E-Mall 
Notification for an 
Incoming Fax 


If you use Windows Fax and Scan to receive 
incoming faxes, you can configure the 
program to send you a delivery receipt as an 
e-mail message each time a fax comes in. 


If you receive faxes, Windows Fax and Scan is 
a handy program because you can configure 
it to automatically answer incoming fax calls. 
Windows Fax and Scan then displays a 
message telling you that a new fax has been 
received. 


However, if Windows Fax and Scan is running 
on a PC other than the one you are using, you 
might not be in a position to see the new fax 
message. Instead of constantly checking the 
other PC for a new fax, Windows Fax and 
Scan has an option that enables you to have a 
delivery notification sent to an e-mail address 
that you specify. You can also configure 


Windows Fax and Scan to attach a copy of the 
fax to the e-mail message. 








® On the Start screen, type fax. 
© Click Windows Fax and Scan. 


The Windows Fax and Scan window appears. 
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© Click Tools. 


© Click Options. 
The Fax Options dialog box appears. 
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© Click the Receipts tab. 
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O Click E-mail To (oc changes to »). 
@ Type the e-mail address where you want 
the notification sent. 


© Click Attach a Copy of the Sent Fax (c 
Changes to «). 


© Click OK. 


With each newly received fax, Windows Fax 
and Scan now e-mails you a notification and a 
copy of the fax. 


Important! 


Before you use Windows Fax and Scan, you should 
create a fax account. In Windows Fax and Scan, click 
Tools, click Fax Accounts, click Add, click Connect toa 
Fax Modem, click Next, and then click Answer 
Automatically (or use a different answering setting, If 
you prefer). If you see the Windows Security dialog box, 
click Allow Access, and then click Close. 


More Options! 


Now that you are receiving fax notifications, you might 
want to disable the sounds that Windows Fax and Scan 
makes when it receives a fax. Click Tools and then click 
Fax Settings to open the Fax Settings dialog box. Click 
the Tracking tab and then click Sound Options to open 
the Sound Settings dialog box. Click An Incoming Call 
Rings (™ changes to 1), click A Fax Is Received (™ 
changes to), and then click OK. 





Chapter 9 
Enhancing Internet 
Security and Privacy 





The Internet is now the online home away 
from home for more than two billion people 
around the world. The lure of all that 
information, entertainment, and camaraderie 
has proven to be simply impossible to resist. 


But the Internet has also lured more than its 
fair share of another class of people: 
malicious hackers, system intruders, and con 
artists of every stripe. These miscreants seem 
to spend most of their waking hours thinking 
up new ways to disrupt the Internet, break 
into your online computer, and steal 
everything from your credit card number to 
your full identity. Thankfully, like crime in the 
real world, online crime is still relatively rare. 
However, as the newspaper headlines attest 


almost daily, cybercrime is a big business, and 
So it pays to play it safe. 


This chapter helps by offering you a full suite 
of tasks and techniques designed to make 
your Internet sessions as safe as possible. You 
learn how to remove saved website 
passwords, delete your browsing history, 
prevent ad sites from tracking you online, 
prevent sites from requesting your location, 
use e-mail safely and securely, and control 
junk e-mail. 


Remove a Saved Website Password 


Delete Your Browsing History to Ensure 
Privacy 


Turn On Private Browsing 

Prevent Ad Sites from Tracking You Online 
Enable and Configure Tracking Protection 
Prevent Sites from Requesting Your Location 


Play Web Page Media Safely and Privately 


Thwart E-Mail Viruses by Reading Messages 
in Text 


Thwart Web Bugs by Blocking Images in 
Messages 


Eliminate Spam by Using the Safe Senders 
List 


Add a Person to Your Blocked Senders List 


Block Messages from a Country to Reduce 
Spam 


Automatically Move Phishing Messages to the 
Junk Mail Folder 


Prevent Mail from Sending a Read Receipt 


Remove a Saved Website 
Password 


You can avoid unauthorized access to a 
website by removing the site’s password that 
you saved earlier using Internet Explorer. 


Many World Wide Web sites require 
registration to access certain pages and 
content. In almost all cases, before you can 
navigate to any of these restricted pages, you 
must first enter a password, along with your 
username or e-mail address. When you fill in 
this information and log on to the site, 
Internet Explorer displays the AutoComplete 
dialog box and offers to remember the 
password so that you do not have to type it 
again when you visit the same page in the 
future. If you click Yes and then access the 
site’s login page at a later date, Internet 
Explorer fills in the password for you 
automatically. 


This is convenient, to be sure, but it has a 
downside: Anyone who uses your computer 
can also access the password-protected 


content. If you do not want this to happen, 
one solution is to click No when Internet 
Explorer asks to remember the password. 
Alternatively, you can tell Internet Explorer to 
remove the saved password, as described in 
this section. 


© Press Windows Logo+ W. 


The Settings search pane appears. 


SETTINGS Results for “credentis 





© Type credential. 
© Click Manage Web Credentials. 


The Credential Manager window appears. 
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© Click the web password you want to 
remove. 
Credential Manager displays the site details. 
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© Click Remove. 


Credential Manager asks you to confirm the 
deletion. 


A Are you sure you want to permanently delete this web 


credential? 


Website address (URL): https://twitter.com/ 
User name paulmct 


Co. 





© Click Yes. 


Credential Manager removes the password. 


Important! 


Many websites offer to “remember” your login 
information. They do this by placing your username 
and password in a small file called a cookie that is 
stored on your computer. Although convenient, it may 
lead to a problem: Other people who use your 
computer can access the password-protected content. 
To avoid this, be sure to click the check box that asks if 


you want to save your login data (™ changes to L). 


Did You Know? 


lf you have several login passwords stored on your 
computer, you may want to delete them all. Rather 
than going through them individually, follow the steps 
Shown in the “Delete Your Browsing History to Ensure 
Privacy” section, and be sure to click the Passwords 
check box (4 changes to ™). 





Delete Your Browsing 
History to Ensure Privacy 


To ensure that other people who have access 
to your computer cannot view information 
from sites you have visited, you can delete 
your browsing history. 


As you visit websites, Internet Explorer 
maintains information about the sites you 
visit. Internet Explorer also maintains a folder 
called Temporary Internet Files that stores 
copies of page text, images, and other content 
so that sites load faster the next time you 
view them. Similarly, Internet Explorer also 
Saves the names of files you have downloaded 
as well as text and passwords that you have 
typed into forms. Internet Explorer also 
maintains cookies, which are small text files 
that store information such as site 
preferences and site logon data. 


Saving all this data is useful because it 
enables you to quickly revisit a site. However, 
it is also dangerous because other people who 
use your computer can just as easily visit or 


view information about those sites. This can 
be a problem if you visit financial sites, 
private corporate sites, or some other page 
that you would not want another person to 
visit. You reduce this risk by deleting some or 
all of your browsing history. 
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© Click Tools. 

© Click Safety. 

© Click Delete Browsing History. 

Note: You can also press Ctrl+ Shift+ Delete. 


The Delete Browsing History dialog box 
appears. 
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© To keep the browsing history associated 
with sites on your Favorites list, click 
Preserve Favorites Website Data (a changes to 
). 

© To delete saved web page files, click 
Temporary Internet Files and Website Files (c 
Changes to «#). 
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O To delete cookie files and website data, 
click Cookies and Website Data (4 changes to 
mi). 

@ To delete the list of websites you have 
visited, click History (4 changes to w#). 
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© To delete the list of files that you have 
downloaded, click Download History (c 
Changes to w#). 

© To delete saved form data, click Form Data ( 
a changes to #). 

® ‘To delete saved form passwords, click 
Passwords (co changes to w#). 


@® Click Delete. 


Internet Explorer deletes the selected 
browsing history. 


Try This! 


lf you visit a site that you do not want to save cookies 
to your computer, you can block that site. To do this, 
click Tools (S) and then click Internet Options. In the 
Internet Options dialog box, click the Privacy tab and 
then click Sites to open the Per Site Privacy Actions 
dialog box. Type the site address and then click Block. 
Click OK. 


More Options! 


lf you regularly delete all your browsing history, 
constantly running the Delete Browsing History 
command can become tiresome. Fortunately, you can 
configure Internet Explorer to make this chore 
automatic. Click Tools (&) and then click Internet 
Options to display the Internet Options dialog box. 
Click the General tab, and then click the Delete 
Browsing History on Exit check box (1. changes to #). 
Click OK. 





Turn On Private Browsing 


If you visit sensitive or private websites, you 
can tell Internet Explorer not to save any 
browsing history for those sites. 


In the previous section you learned that 
Internet Explorer saves a great deal of data 
as your suri the web. This data includes 
temporary Internet files, website data, 
cookies, surfing history, downloads, form 
data, and site passwords. If you regularly visit 
private websites or websites that contain 
sensitive or secret data, you can ensure that 
no one else sees any data for these sites by 
deleting your browsing history. 


However, if these sites represent only a small 
percentage of the places you visit on the web, 
deleting your entire browsing history is 
overkill. A better solution is to turn on the 
InPrivate Browsing feature in Internet 
Explorer before you visit private sites. This 
tells Internet Explorer to temporarily stop 
Saving any browsing history. When you are 
ready to surf regular websites again, you can 


turn off InPrivate Browsing to resume saving 
your browsing history. 
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® Click Tools. 
© Click Safety. 
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© Click InPrivate Browsing. 


Note: You can also activate the InPrivate 
Browsing command by pressing Ctrl+ Shift+ P. 


Internet Explorer opens a new window and 
activates InPrivate Browsing. 
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A The InPrivate indicator tells you that 
InPrivate Browsing is turned on. 
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© Visit the sites you want to see during your 
private browsing session. 


© When you are done, click Close to close the 
window and turn off InPrivate Browsing. 


| 


More Options! 


By default, when you turn on InPrivate Browsing, 
Internet Explorer also disables any third-party toolbars 
you have installed, as well as any installed add-ons. 
This is good practice because third-party toolbars and 
add-ons might save data as you surf. If you have a 
toolbar or add-on that you need while you surf, and 
that you know does not save data, then you can 
configure Internet Explorer to not disable toolbars and 
add-ons. Click Tools (&) and then Internet Options. In 
the Internet Options dialog box, click the Privacy tab, 
click the Disable Toolbars and Extensions When 
InPrivate Browsing Starts check box (™ changes toL), 
and then click OK. 


Prevent Ad Sites from 
Tracking You Online 


You can prevent advertising sites from 
tracking your online movements by blocking 
the tracking files that they store on your PC. 


A cookie is a small text file that is stored on 
your computer by a website that needs to 
“remember” information about your session 
at that site: shopping cart data, page 
customizations, usernames, passwords, and 
SO on. 


No other site can access your cookies, so they 
are generally safe and private under most — 
but definitely not all — circumstances. To 
understand why cookies can sometimes 
Compromise your privacy, you have to 
understand the difference between the two 
main cookie types: a first-party cookie is a 
cookie set by the website you are viewing; a 
third-party cookie is a cookie set by a site 
other than the one you are viewing. An ad site 
might store information about you in a third- 
party cookie and then use that cookie to track 


your online movements and activities. The 
advertiser can do this because it might have 
an ad on dozens or hundreds of websites, and 
that ad is the mechanism that enables the site 
to set and read their cookies. 


To prevent this, you can configure Internet 
Explorer to block third-party cookies. 








©® Click Tools. 
© Click Internet Options. 
The Internet Options dialog box appears. 
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© Click the Privacy tab. 
© Click Advanced. 


The Advanced Privacy Settings dialog box 
appears. 


‘You can choose how cookies are handled in the Internet 


<= zone. This ovendes automabe cookie handling. 


Cookies 
i) Override automatic cookie handling 


First-party Cookies Third-party Cookies 
(@) Accept () Acmept 
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© Click Override Automatic Cookie Handling ( 
a changes to #). 


O Under Third-Party Cookies, click Block (0 
Changes to @). 


@ Click OK. 
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Click OK. 


Internet Explorer no longer accepts cookies 
from third-party sites. 





More Options! 


You might find that disabling third-party cookies 
causes some websites to load improperly or not at all. 
This usually means that the site requires information 
from a third party, but that information cannot get 
through because the third party cannot set a cookie. 
You might be able to work around this problem by 
allowing session cookies, which exist only during the 
current Internet Explorer session. Follow steps 1 to 5 


and then click Always Allow Session Cookies (0 
changes to ™). 


Remove It! 


lf you find that you still cannot use many of your 
regular sites properly with third-party cookies blocked, 
you might be better offer returning to Internet 
Explorer’s automatic cookie handling. Follow steps 1 to 
3 and then click Default. 





Enable and Configure 
Tracking Protection 


You can get more fine-grained protection 
against being tracked online by enabling the 
Tracking Protection feature in Internet 
Explorer and configuring it to suit your needs. 


Blocking third-party cookies, as described in 
the previous section, is a useful starting point 
for preventing your online activities from 
being tracked. However, the sites you visit 
might also use other types of content from 
third-party sites, such as maps, web analytical 
tools, and, of course, advertisements. Most of 
this content is benign, but some of it could 
give a third party access to some of your 
personal data. 


To prevent this, Internet Explorer implements 
Tracking Protection, which is the web 
equivalent of a “Do Not Call” list for 
telephone solicitors. If you block third-party 
content — that is, you configure that content 
with a kind of “Do Not Track” label — then 


Internet Explorer prevents any site from 
requesting that content from the third party. 


Once you enable Tracking Protection, 
Internet Explorer begins monitoring the 
websites you visit, looking for third-party 
content. After a piece of content is accessed a 
Specific number of times (the default value is 
10), Internet Explorer adds it to your personal 
Tracking Protection List (TPL), where you can 
then block it, if desired. 
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© Click Tools. 
© Click Safety. 
© Click Tracking Protection. 


The Manage Add-ons dialog box appears with 
the Tracking Protection section displayed. 














© Click Your Personalized List. 
© Click Enable. 
© Click Close. 


Internet Explorer turns on Tracking 
Protection and begins monitoring the sites 
you visit for third-party content. 
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© Follow steps 1 to 4 in the previous set of 
steps to select Your Personalized List. 


© Click Settings. 


Internet Explorer displays the content that it 
has added to your TPL. 
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© Click the content you want to block. 
© Click Block. 


© Repeat steps 3 and 4 for each piece of 
content you want to block. 


© Click OK. 





Add It Automatically! 


If you find that managing your TPL becomes 
burdensome, you can let other people handle the task 
for you. Microsoft has authorized users and companies 


to put together custom TPLs that automatically block 
Known tracking sites, such as advertisers. 


To add a TPL, follow steps 1 to 3 in the first set of steps 
to display the Tracking Protection section and then click 
Get a Tracking Protection List Online. This displays the 
TPL section of the Internet Explorer Gallery site. If you 
see a TPL that looks useful, click the Add button beside 
it, and then click Add List when Internet Explorer asks 
you to confirm. 


To view the list, double-click it in the Tracking 
Protection section. Note, too, that you can add more 
than one TPL for added protection. 


Prevent Sites from 
Requesting Your Location 


You can enhance your privacy by preventing 
websites from tracking your physical location. 


If you have a computer, particularly a tablet 
PC, that has a built-in Global Positioning 
System (GPS) receiver, it can pinpoint your 
location to within a few feet. Even if you have 
a basic PC that does not include GPS 
technology but does include Wi-Fi, a website 
can still get a fix on your current location by 
examining the known wireless access points 
in your surrounding area. 


All this means that it is possible for websites 
to determine your current location. For 
example, if you ask Google maps for 
directions to an address, it defaults to using 
your current location as the starting point. 
When this happens, Internet Explorer 
displays an Information bar that asks you to 
give permission to the site to track your 
location. You can then deny the request. 


If you would rather not have any websites 
tracking your location, you can disable this 
feature. You can also clear any sites that you 
have allowed to access your location. 
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© In the Information bar, click Options for 
This Site. 


© Click Always Deny and Don’t Tell Me. 
Prevent All Sites from 
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® Click Tools. 
Click Internet Options. 
The Internet Options dialog box appears. 
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© Click the Privacy tab. 
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© Click Never Allow Websites to Request Your 
Physical Location (a changes to «#). 


© ‘To revoke permission from any previous 
sites, click Clear Sites. 


© Click OK. 


Internet Explorer no longer prompts you 
when a website requests your location. 





More Options! 


The desktop version of Internet Explorer is not the only 
Windows 8 app that can request your location. For 
example, when you first launch the Maps app or the 
Weather app, Windows 8 asks you in each case 
whether the app can use your location. To prevent any 
apps from requesting your location, press Windows 
Logo+l to open the Settings pane, click Change PC 




















Play Web Page Media 
Safely and Privately 


You can set options in Windows Media Player 
that ensure media downloaded from or played 
on an Internet site is safe, and that enhance 
the privacy of the Internet media you play. 


You can play Internet media either by 
downloading the music or video to your 
computer and playing it in Windows Media 
Player, or by using a version of Windows 
Media Player that resides inside a web page. 
Fither way, the person who created the media 
may have included extra commands ina 
script designed to control the playback. 
Unfortunately, scripts can also contain 
commands that harm your computer, so 
preventing these scripts from running is the 
best option. 


Also, Windows Media Player stores the names 
of media files that you play and the addresses 
of websites that you visit to access content. If 
other people use or have access to your 
computer, you may want to enhance your 


privacy by not allowing Windows Media 
Player to store this history. 
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© In Windows Media Player, click Organize. 
© Click Options. 


The Options dialog box appears. 
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© Click the Security tab. 


© Click the Run Script Commands and Rich 
Media Streams When the Player Is in a Web 
Page check box (#“ changes to 5). 
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© Click the Privacy tab. 


O In the History section, click the check box 
for each type of media you do not want to 


appear in the Windows Media Player history 
list (« changes to 5). 
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A If you want to clear the existing history list, 
click Clear History. 


@ Click OK. 


Windows Media Player puts the new security 
and privacy options into effect. 





More Options! 


Some media sites display enhanced content, or web 
pages that give you information related to the media. 
Because these pages can contain malicious content, 
Windows Media Player asks if you want to see the 
enhanced content. If you trust these sites, bypass this 
prompt by displaying the Security tab and clicking the 
Play Enhanced Content That Uses Web Pages Without 
Prompting check box (4 changes tom). 


Important! 


Some content sites require a Player ID before you can 
play any media. For example, a site may request the ID 
for billing purposes. In that case, enable Windows 
Media Player to send the ID by displaying the Privacy 
tab and clicking the Send Unique Player ID to Content 
Providers check box (4 changes to #). 





Thwart E-Mail Viruses by 
Reading Messages in Text 


You can reduce the danger of accidentally 
unleashing a virus on your computer by 
reading all your e-mail messages in text 
format. 


E-mail messages come in two formats: plain 
text and HTML. The HTML format utilizes the 
Same codes used to create web pages. 
Therefore, just as some web pages are 
unsafe, so are some e-mail messages. 
Specifically, messages can contain scripts that 
run automatically when you open or even just 
preview a message. You can prevent these 
Scripts from running by viewing all your 
messages in the plain text format. 


When you are viewing a message as plain 
text, you may realize that the message is 
innocuous and that it is okay to view the 
HTML version. To switch quickly to HTML, 
press Alt+ Shift+ H. 
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© Click File. 

© Click Options. 

© Click Mail. 

The Options dialog box appears. 
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© Click the Read tab. 


© Click Read All Messages in Plain Text (c 
Changes to «#). 





Thwart Web Bugs by 
Blocking Images In 
Messages 


You can make your e-mail address more 
private by thwarting the web bugs inserted 
into some e-mail messages. 


A web bug is a small and usually invisible 
image, the code for which is inserted into an 
e-mail message. That code specifies a remote 
address from which to download the web bug 
image when you open or preview the 
message. However, the code also includes a 
reference to your e-mail address. The remote 
server makes note of the fact that you 
received the message, which means your 
address is a working one and is therefore a 
good target for further spam messages. By 
blocking web bugs, you undermine this 
confirmation and so receive less spam. 
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© Click File. 

© Click Options. 

© Click Safety Options. 

The Safety Options dialog box appears. 
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© Click the Security tab. 


© Click Block Images and Other External 
Content in HTML E-mail(c changes to «#). 


© Click OK. 


Windows blocks images and other external 
content in HTML e-mail. 


Note: To see the images in a legitimate e- 
mail message, press F9 or click Show Images 
above the message header in the Reading 
pane. 


Eliminate Spam by Using 
the Safe Senders List 


If you have a junk e-mail problem that feels 
out of control, you can eliminate all spam 
from your Inbox by using Mail’s Safe Senders 
list. 


Mail normally marks a message as junk if it 
detects spam characteristics within the 
message. A different approach is to set up a 
whitelist of allowable addresses. Mail offers 
such a whitelist: the Safe Senders list. Ifa 
person’s address (such as 
SOmeone@somewhere.com) or an 
organization’s domain (such as 
somewhere.com) is on the Safe Senders list, 
then Mail never treats messages from that 
person or domain as spam. 


If you add all your contacts to the Safe 
Senders list, then you can configure the Mail 
junk e-mail protection level to accept 
messages only from people or domains in the 
Safe Senders list. All other messages are 
marked as spam. 


Note, too, that by default, Mail also trusts e- 
mail from people in your Contacts list. 
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® In Mail, click File. 

© Click Options. 

© Click Safety Options. 

The Safety Options dialog box appears. 
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© Click the Options tab. 


© Click Safe List Only (o changes to »). 
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© Click the Safe Senders tab. 
@ Click Add. 


The Add Address or Domain dialog box 
appears. 


© Type an address or domain that you want to 
include in your Safe Senders list. 


© Click OK. 
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A Mail adds the address to the list. 


® Repeat steps 7 to 9 as necessary. 


B Leave this check box activated (#) so that 
Mail also trusts your Contacts. 


@® Click OK. 


Mail now only delivers messages from your 
Safe senders to your Inbox, and it marks all 
other messages as Spam. 


Note: If you find a legitimate message in 
your Junk Email folder, click it and then click 
the Home tab’s Not Junk button. 





Try This! 


lf you have messages from some or all of the people or 
domains you want to include in your Safe Senders list, 
Mail gives you an easier way to add them. Right-click a 
message, click Junk Email, and then click Add Sender 
to Safe Senders List. For the domain name, click Add 
Sender’s Domain to Safe Senders List, instead. 


More Options! 


You can configure Mail to automatically add to your 
Safe Senders list anyone to whom you send a reply or 
an original message. Follow steps 1, 2, 3, and 6 to 
display the Safe Senders tab, and then click 
Automatically Add People | Email to the Safe Senders 
List (4 changes to m). Click OK. 


Add a Person to Your 
Blocked Senders List 


If you receive spam or other unwanted 
messages from a particular person, you can 
configure Mail to block that person’s address 
so that you do not have to see or deal with 
messages from that person again. 


Spam messages are most often sent with fake 
return addresses that change with each 
message. However, it often happens that a 
particular person sends junk messages using 
a legitimate return e-mail address. In this 
case, you can add that address to the Mail 
Blocked Senders list. Any future messages 
from that person — as well as any messages 
from that person currently in your Inbox 
folder — are automatically rerouted to the 
Junk Email folder. 


However, the Blocked Senders list is not just 
for spam. If you have a person who is sending 
you annoying, insulting, or offensive 
messages, you can add that person’s address 
to the Blocked Senders list. Again, Mail 


automatically moves that person’s messages 
to the Junk Email folder so you do not have to 
deal with them. 
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® In Mail, click File. 

© Click Options. 

© Click Safety Options. 

The Safety Options dialog box appears. 
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© Click the Blocked Senders tab. 


© Click Add. 
The Add Address or Domain dialog box 


appears. 


Enter an email address or Internet domain name to be added 





OQ Type the address of the person you want to 


block. 
@ Click OK. 
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A Mail adds the address to the Blocked 
Senders list. 


© Repeat steps 5 to 7 to add more addresses 
to your Blocked Senders list. 


© Click OK. 


When you receive messages from any of the 
people you added to the Blocked Senders list, 
Mail moves those messages to the Junk Email 
folder. 


Try This! 


Some spammers use varying addresses that change 
the username but keep the same domain name — for 
example, sales@sSpammer.com, offers@spammer.com, 
and so on. To block all messages from this type of 
Spammer, add just the domain name — 
@spammer.com in this example — to the Blocked 
Senders list. 


More Options! 


lf you have a message from a person you want to block, 
right-click the message and then click Junk Email. In 
the menu that appears, click either Add Sender to 
Blocked Senders List or Add Sender’s Domain to 
Blocked Senders List. 





Block Messages from a 
Country to Reduce Spam 


If you receive a great deal of spam from e- 
mail addresses that originate in a particular 
country, you can avoid dealing with those 
messages by telling Mail to block messages 
that come from that country. 


On the Internet, a domain name is a name 
that specifies an Internet location. The main 
domain name takes the form mydomain.com, 
and most domains also have subdomains such 
as a website (usually www.mydomain.com) or 
a mail server (usually mail.mydomain.com). 


The part of the domain name after the last dot 
is called the top-level domain, and some, such 
as com, edu, and org, are not country-specific. 
However, many top-level domains do use 
country or region codes. For example, ca is 
the top-level domain for Canada, uk is for 
Great Britain, de is for Germany, and us is for 
the United States. 


If you find that you are getting many spam 
messages from addresses that use a top-level 
domain for a particular country, you can 
configure Mail to block messages from these 
domains. Any future messages from that 
country — as well as any messages from that 
country currently in your Inbox folder — are 
automatically moved to the Junk Email folder. 
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@ In Mail, click File. 

© Click Options. 

© Click Safety Options. 

The Safety Options dialog box appears. 
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© Click the International tab. 
© Click Blocked Top-Level Domain List. 


The Blocked Top-Level Domain List dialog box 
appears. 


Select one of more countries /regons to add te the Blocked Top-Level 
Domain List, (Applies only to POP/IMAP accounts.) 
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Click the check box for each country you 
want to block (a changes to w#). 


@ Click OK. 
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Click OK. 

Mail begins blocking messages from the 
country or countries you selected. 

If any of the messages in your Inbox folder 


come from the blocked countries, Mail moves 
those messages to the Junk Email folder. 





More Options! 


lf you want to block messages from all foreign 
countries with just a few exceptions, activating most of 
the check boxes in the Blocked Top-Level Domain List 
dialog box can be time-consuming. An easier method is 
to click Select All to activate every check box and then 
click to uncheck the countries you do not want blocked 
(™ Changes to (). 


Try This! 


lf you regularly get messages written in a different 
language that you do not understand, you should treat 
these messages as junk e-mail. To configure Mail to 
block these messages, follow steps 1 to 4 and then 
click Blocked Encoding List. In the Blocked Encodings 
List dialog box, click the check box for each language 
you want to block (G4 changes to m), and then click OK. 





Automatically Move 
Phishing Messages to the 
Junk Mail Folder 


You can avoid dealing with phishing messages 
by configuring Mail to automatically move all 
phishing messages to the Junk Email folder. 


Phishing refers to creating a replica of an 
existing web page to fool a user into 
Submitting personal, financial, or password. 
data. The term comes from the fact that 
Internet scammers are using increasingly 
sophisticated lures as they “fish” for users’ 
financial information and password data. The 
most common ploy is to copy the web page 
code from a major site — such as AOL or eBay 
— and use it to set up a replica page that 
appears to be part of the company’s site. 
(This is why another name for phishing is 
Spoofing.) 


Phishing usually begins with a scammer 
sending out a fake e-mail message with a link 
to this page, which solicits the user’s credit 


card data or password. Mail looks for 
phishing messages and automatically blocks 
links and other content in those messages, 
but it does not automatically move those 
messages to the Junk Email folder. 
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® In Mail, click File. 

© Click Options. 

© Click Safety Options. 

The Safety Options dialog box appears. 
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© Click the Phishing tab. 
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© Make sure the Protect My Inbox from 
Messages with Potential Phishing Links check 
box is activated (ws). 


O Click Move Phishing Email to the Junk 
Email Folder (a changes to w#). 
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@ Click OK. 


If you receive any phishing messages, Mail 
moves those messages to the Junk Email 
folder. 


Caution! 


Although Mail does a decent job of recognizing 
phishing messages, it sometimes creates false 
positives: legitimate messages that Mail has 
mistakenly marked as phishing messages and moved 
to the Junk Email folder. Therefore, you should check 
your Junk Email folder more often to look for legitimate 
messages. 


Did You Know? 


To help you avoid phishing websites, the desktop 
version of Internet Explorer 10 comes with a tool called 
the SmartScreen Filter. This filter alerts you to potential 


phishing scams by analyzing the site content for 
known phishing techniques, and by checking a global 
database of Known phishing sites. The filter is on by 
default. To make sure, click Tools (&) and then click 
Safety. If you see the Turn On SmartScreen Filter 
command, click it and then click OK. 





Prevent Mail from 
Sending a Read Receipt 


You can block Mail from sending a message 
that confirms you have opened a message. 


The Internet e-mail system occasionally 
breaks down and some e-mail messages 
never arrive at their destination. Often you 
get no indication that there was a problem, so 
you assume the message got through. 


A person sending an important message may 
want to know whether you have read the 
message because then at least they know the 
message was delivered safely. A read receipt 
is a Short message that Mail automatically 
fires back to the sender when you open or 
preview a message from that person. The 
read receipt — which must be requested by 
the sender — ensures the sender that you 
have viewed the message. However, many 
people consider this an invasion of privacy, so 
they block Mail from sending read receipts. 


By default, Mail displays a dialog box that 
tells you the sender has requested a read 
receipt. You can block read receipts either by 
declining to send one each time Mail asks or 
by blocking read receipts entirely. 


Prevent a Single Read 
Receipt 
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A This dialog box appears when the sender 
requests a read receipt. 





® Click No. 





Prevent All Read Receipts 
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@ In Mail, click File. 

© Click Options. 

© Click Mail. 

The Options dialog box appears. 
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© Click the Receipts tab. 
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© Click the Never Send a Read Receipt option 
(o changes to @). 


© Click OK. 


Mail stops sending read receipts to confirm 
that you have read e-mail. 


More Options! 


You may find that read receipts are useful in business. 
For example, if Someone sends you an important 
message, it is easier to confirm that you have received 
the message by having Mail send a read receipt than 
sending a response yourself. In that case, click the 
Notify Me for Each Read Receipt Request option (© 
changes to ®). This enables you to control when you 
send a read receipt. 


More Options! 


lf you do not mind that other people Know when you 
read a message, you may not want to be bothered with 
the read receipt dialog box each time a request comes 
in. In that case, click the Always Send a Read Receipt 
option (© changes to ®). 





Chapter 10 
Getting More Out of 
Windows 8 
Networking 








Most computers today do not operate in 
isolation. Instead, they are usually connected 
by one method or another to form a network. 
If you use your computer in a corporate or 
Small business setting, then your network 
probably consists of computers wired 
together through devices such as hubs, 
Switches, and routers. If you use your 
computer at home, then your network 
probably consists of computers connected 
wirelessly through a wireless access point. 


Whatever the configuration of your network, 
it usually takes a bit of extra effort to get the 
network working smoothly and to ensure that 


users can access network resources. The 
tasks in this chapter can help you get the 
most out of your network. You learn how to 
view the current network status, repair 
network problems, change the homegroup 
password, share folders with other network 
users and protect those folders with 
advanced permissions, manually connect to a 
wireless network, share an Internet 
connection, and hide a network computer. 


View the Current Status of Your Network 


Run the Network Diagnostics Tool to Repair 
Problems 


Display a Network Folder as a Disk Drive 
Change the Homegroup Password 


Configure a PC for a Remote Desktop 
Connection 


Connect to a Remote PC’s Desktop 


Share a Folder with Other Users on the 
Network 


Protect Your Shared Files with Advanced File 
Permissions 


Manually Connect to a Hidden Wireless 
Network 


Share an Internet Connection 


Hide a Computer on the Network 


View the Current Status 
of Your Network 


You can make sure your network is operating 
at its most efficient by checking its current 
Status from time to time. 


These days, networks are generally quite 
reliable and you can often go for long periods 
without any problems. Of course, networks 
are not perfect, so slowdowns, outages, 
glitches, and other problems are bound to 
arise occasionally. 


You can anticipate potential problems and 
gather network information in the event of a 
problem by viewing the network status. The 
Status first tells you the most basic piece of 
information you require: whether the 
computer has a connection to the network. 
Beyond that, the status also tells you how 
long the computer has been connected to the 
network, how fast the network connection is, 
and, for a wireless network, the strength of 
the wireless signal. 


® Press Windows Logo+ W. 


The Settings search pane appears. 


Settings 
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© Type network status. 
© Click View Network Status and Tasks. 


The Network and Sharing Center window 
appears. 


cur basic nebacek indormation are set wn connections 
d a Vora pier alfree reptepaic} 
Prevgta tarbecot 


Charge pour rework urtings 


eee beer ded ee PR Cee ee a eed ee pe 


) Daag aned rpuke rebeecrt pectin, oF gent brobheiheociag aoe ae 





© Click Change Adapter Settings. 


The Network Connections window appears. 
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© Double-click the connection you want to 
check. 


The network connection’s Status dialog box 
appears. 
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A The Duration tells you how long this 
computer has been connected to the network. 


56 The Speed tells you the current network 
connection speed. 


C The Signal Quality tells you the strength of 
the wireless signal (the more green bars you 
see, the stronger the connection). 


© Click Close. 


Try This 


When you bring your Windows 8 PC or tablet onto an 
airplane, you must put It into a special state called 
Airplane mode. This mode turns off the transceivers — 
the internal components that transmit and receive 
wireless signals — for the Wi-Fi feature, as well as for 
Bluetooth and GPS, if your PC has them. To turn on 
Airplane mode, press Windows Logo+l, click the 
Network icon (#1), and then click the Airplane Mode 
Switch to On. 


More Options! 


You may occasionally need to know your computer's 
current IP (Internet Protocol) address, which is a unique 
value that identifies your computer on the network. To 
see your computer’s current IP address, follow steps 1 
to 5 to display the network connection’s Status dialog 
box. Click Details to display the Network Connection 
Details dialog box, and then read the IPv4 Address 
value. Click Close. 





Run the Network 
Diagnostics Tool to Repair 
Problems 


If you have trouble connecting to or accessing 
your network, Windows 8 comes with a 
diagnostics tool that can examine your 
network and then offer solutions. 


Networking in Windows 8 usually works quite 
well right out of the box. That is, you connect 
your computer to a wired or wireless 
network, and you can usually see other 
computers and work with their shared 
resources right away without the need fora 
complex configuration procedure. 


However, despite the simple networking 
interface that Windows 8 presents to you, 
networks are complex structures with many 
different hardware and software components 
working together. If just one of those 
components stops working or becomes 
unstable, you may encounter network 
problems. For example, you may no longer be 


able to log on to a network, you might not see 
other network computers, or you might not be 
able to access shared network resources. 


When network problems occur, tracking down 
and solving them is often quite difficult. 
Fortunately, Windows 8 comes with a tool 
called Windows Network Diagnostics that 
automates the process. It analyzes many 
different aspects of your network setup, and 
then offers solutions you can try. 


© Press Windows Logo+ W. 


The Settings search pane appears. 
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© Type network trouble. 


© Click Identify and Repair Network 
Problems. 


The Windows Network Diagnostics dialog box 
appears. 


Plug an Ethernet cable into this computer 


Aun Ethernet cable looks like a telephone cable but woth larger connectors on the ends. Plug the 
cable ente the operang on the back or side of fhe competes, 

Make pure the other end of the cable i plugged into the router. If that does not help, try using & 
different cable. 


*» Check to see if the problem is fixed 


Click here after you follow the instructions above. 


* Skip this step 
Continue trang to fx the problem. 





© Implement the solution suggested by 
Network Diagnostics. 


Plug an Ethernet cable into this computer 


An Ethernet cable looks lke o telephone cable but eth larger Connector en the ends. Plog fhed 
cable inte the opening on the beck or ade of the computer. 

Make sure the other end of the cable is plugged imto the router. # that doe: not help, try usang & 
diferent cable. 


* Check to see if the probbem is fired tb = 


* Skip this step 
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© Click the Check to See If the Problem Is 
Fixed link. 


Windows Network Diagnostics tests your 
network connection. 

If Windows Network Diagnostics finds further 
problems, repeat steps 3 to 5 as necessary. 
The Troubleshooting Has Completed dialog 
box appears. 





Troubleshooting has completed 


The troubleshooter made some changes to your system. Try attempteng the task you were thang 
to do before. 
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© Click Close. 





More Options! 


If you have multiple network adapters in your 
computer, you may need to test your network 
connections separately. Press Windows Logo+W, type 
connections, and then click View Network 
Connections. Right-click the connection you want to 
test, and then click Diagnose to start Windows Network 
Diagnostics on that connection. 


Try This! 


If you have multiple network adapters in your 
computer, you can often solve a networking problem 
by disabling all but one of the connections. Press 
Windows Logo+W, type connections, and then click 
View Network Connections. For each connection you 
want to disable, right-click the connection and then 
click Disable. 





Display a Network Folder 
as a Disk Drive 


You can gain easier access to a shared 
network folder by displaying the folder as 
though it were a disk drive on your computer. 


You can use the File Explorer Network folder 
(click File Explorer and then click Network in 
the Navigation pane) to view the computers 
that are part of your network workgroup. If 
you want to work with a shared folder on one 
of these computers, you must open the 
computer that contains the folder, and then 
open the folder. If you want to work with a 
subfolder, you must also drill down through 
the subfolders until you get the one you want. 


This is not a big problem if you rarely access 
network shares. However, navigating a 
number of folders every time you want to 
work with a shared resource is inefficient and 
time-consuming. To save time, Windows 8 
enables you to display any shared network 
folder as though it were a disk drive on your 
computer. This is called mapping the network 


folder. The advantage of mapping is that an 
icon for the mapped folder appears in the File 
Explorer Computer folder (click Computer in 
the Navigation pane), so you can double-click 
the icon to access the folder. 











© In File Explorer, click Computer. 
© Click the Computer tab. 


© Click the top half of the Map Network Drive 
button. 


The Map Network Drive dialog box appears. 


What network folder would you like to map? 
apeecify the drrve letter far the conmechon god the folder that you wank te conrect ix 


Drerae: 


Fe |. 
Felder: | Nipauls-ienac' sited <i) 7 Brine EA, 


Exarnple: \\rerver hace 
fet Reconnect at sign-in 
| | Carrieet u rig chterent crecderiteals 


Laanect te be ite Re ou Car Lp E 





© Use the Drive list to click the drive letter 


you want to use for the mapped network 
folder. 


© Type the address of the shared network 
folder. 


A Tf you are not sure of the address, click 
Browse, use the Browse for Folder dialog box 
to click the network folder, and then click OK. 


0 Click Finish. 


If the network share requires credentials 
different from your own, the Windows 
security dialog box appears. 


Enter network password 
Enter pour password to connect te: pauls-ienac 


=< 


Domam: MEA_PC 


©- [wi Remember my credentials 





@ Type the username. 
© Type the password. 
© Click Remember My Credentials (4 changes 


to w). 
@ Click OK. 





Dee ee 


5 Windows 8 opens a new window to display 
the contents of the mapped folder. 


C An icon for the mapped folder appears in 
the Network Location section of the 
Computer window. 


Caution! 


lf you use a removable drive such as a USB flash drive 
or memory card, Windows 8 automatically assigns a 
drive letter to this drive. This often causes a conflict if 
you have a mapped network folder that uses a lower 
drive letter (such as D, E, or F). Therefore, using higher 
drive letters (Such as X, Y, and Z) for your mapped 
network folders is good practice. 


Remove It! 


To speed up the Windows 8 startup and reduce clutter 
in the Computer window, you can disconnect mapped 
network folders that you no longer use. Use File 
Explorer to open the Computer folder, click the 
Computer tab, click the bottom half of the Map 
Network Drive button, and then click Disconnect 
Network Drive. In the Disconnect Network Drives dialog 
box, click the network drive you want to disconnect, 
and then click OK. 





Change the Homegroup 
Password 


You can make your Windows 8 homegroup 
more secure by regularly changing the 
password. 


In a traditional network, file sharing is 
accomplished via user accounts. If you have 
just a single user account on a computer, you 
configure that account’s permissions for each 
Shared resource, and you then provide other 
network users with the username and 
password. A more likely scenario is to add a 
user account for each network user, and then 
configure permissions on shared resources 
for each of those accounts. This type of file 
Sharing is time-consuming at best and, for 
new users, dauntingly complex at worst. 


With the Windows 8 homegroup feature, 
access to shared resources is governed by a 
Single password. You set up the homegroup 
using one Windows 8 computer, and you then 
Share the password among the other 
Windows 8 computers on the network. 


This is much easier, but the password is 
crucial for network security. To ensure the 
network remains secure, you should change 
the homegroup password regularly. 


® Press Windows Logo+ W. 


The Settings search pane appears. 
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© Type change homegroup. 
© Click Change Homegroup Password. 


The HomeGroup window appears. 
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© Click Change the Password. 


The Change Your Homegroup Password 
window appears. 
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© Click Change the Password. 


The Type a New Password for Your 
Homegroup screen appears. 





O Type the password you want to use. 

Note: If you prefer to use the password that 
Windows 8 generates, you can skip this step. 
@ Click Next. 


The Your Homegroup Password Was 
Successfully Changed screen appears. 








© Make a note of the new password. 


A You can also click this link to print the 
password. 


© Click Finish. 


Apply It! 


To enter the new password in another homegroup 
computer, log on to that computer and then follow 
steps 1 to 3 to open the HomeGroup window. Click 
Change the Password to open the Update Your 
Homegroup Password dialog box. Type the new 
password, click Next, and then click Finish. 


View It! 


lf you forget the homegroup password, follow steps 1 
to 3 to open the HomeGroup window, and then click 
View or Print the Homegroup Password. Windows 8 
opens the View and Print Your Homegroup Password 
window, which displays the homegroup password. 





Configure a PC fora 
Remote Desktop 
Connection 


You can enable other PCs on your network to 
access a computer’s desktop by configuring 
that computer to accept remote desktop 
connections. 


A remote desktop connection means that your 
computer connects to a remote computer on 
your network, and once that connection is 
made, the remote computer’s desktop 
appears on your computer. You can then use 
the remote computer as though you were 
physically sitting down in front of it, including 
running apps, adjusting settings, working 
with files, and customizing Windows 8. 


The Windows 8 Remote Desktop feature 
enables you to connect to a computer’s 
desktop over the network. For this feature to 
work, the remote PC must be configured to 
accept remote connections. You must also 


know the username and password of a user 
account on the remote PC. 


® On the computer to which you want to allow 
remote access, press Windows Logo+ W. 


The Settings search pane appears. 
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© Type remote. 
© Click Allow Remote Access to Your 
Computer. 


The System Properties dialog box appears 
with the Remote tab displayed. 
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© Click Allow Connections Only from 
Computers Running Remote Desktop with 
Network Level Authentication (o changes to 


) 


Note: If you see a message that your 
computer is set up to sleep or hibernate, click 
OK. 


Note: If you will be connecting to the PC 
using its administrator account, you can skip 
to step 10. 


© Click Select Users. 


The Remote Desktop Users dialog box 
appears. 
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@ Type the name of the user account you 
want to use to access the PC. 


Click OK. 
© Click OK. 
@ Click OK. 


Important! 


The Allow Connections Only from Computers Running 
Remote Desktop with Network Level Authentication 
option is the most secure form of remote desktop 
access. In this case, Windows 8 checks the connecting 
PC to see whether its version of Remote Desktop 
Supports Network Level Authentication (NLA). NLA is a 
security protocol that authenticates the user before 
making the remote desktop connection. NLA is built in 
to every version of Windows 8, 7, and Vista, but is not 
Supported on older Windows systems. 


Did You Know? 


Not all versions of Windows 8 can accept remote 
desktop connections. In fact, only Windows 8 Pro can 
act as aremote desktop host. If your computer is 
running Windows 8 or Windows 8 RT, it cannot be used 
for remote desktop connections. 





Connect to a Remote PC’s 
Desktop 


You can take advantage of the apps and data 
that reside on a remote network PC by 
connecting to that PC’s desktop. 


You probably share a folder or two on your 
computer, and it is likely that other people on 
your network are similarly generous with 
some of their folders. Sharing folders is an 
easy way to give and get access to other 
users’ files, but it does not solve all the 
Sharing problems you might come across. For 
example, you cannot share programs, and you 
Cannot share data such as e-mail messages. 


To solve these and similar problems, you need 
to go beyond shared folders and establish a 
more powerful connection to the remote 
computer. That is, you need to connect to the 
remote machine’s desktop, which enables you 
to open folders, run programs, edit 
documents, and adjust settings. In short, 
anything you can do while physically sitting in 


front of the other computer you can do 
remotely from your own computer. 


Connect to the Remote 
Desktop 








© Click Desktop. 
The Desktop app appears. 


fer 





© Click File Explorer. 

© Click Network. 

© Click the remote PC. 
© Click the Network tab. 


© Click Connect with Remote Desktop 
Connection. 


Remote Desktop prompts you to log on to the 
remote PC. 


Enter your credentials 
Thete topdenhal wall be uted te Gennect te MACINPC. 


py Lite another sooount 


s& windows dibooks & live.com =) 





@ Type or click the username for an account 
on the remote PC. 


© Type the account password. 


© Click Remember My Credentials (4 changes 
to w). 


@ Click OK. 


Note: If you see a dialog box waning you that 
the identity of the remote computer cannot be 


verified, click Yes. 


The remote PC’s screen appears. 
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A Remote Desktop Connection displays the 
connection bar for the remote PC. 


B Click Show the Commands for the Remote 
PC to display a list of commands for working 
with the remote PC. 


C Click Unpin the Connection Bar to hide the 
connection bar. 


Note: To display a hidden connection bar, 
move the mouse pointer to the top of the 
screen. 


© To launch an app, click its tile. 


© Click Close to close the connection. 


More Options 


To work with apps on the remote PC, click Show the 
Commands for the Remote PC to display the list of 
commands. You have the following options: 


- Click App Commands to see the application bar for the 
current remote app. 


- Click Charms to display the remote PC’s Charms 
menu. 


- Click Snap to snap the current app on the remote PC. 


- Click Switch Apps to switch from one app to another 


on the remote PC. 


- Click Start to return to the remote PC’s Start screen. 





Share a Folder with Other 
Users on the Network 


You can collaborate with other people on your 
network and allow users to work with some of 
your documents by sharing a folder with the 
network. 


The purpose of most networks is to share 
resources between the computers connected 
to the network. For example, the users ona 
network can share a single printer or an 
Internet connection. 


This resource sharing also applies to 
documents. It might be a presentation that 
you want other people to comment on, a 
database with information that you want 
others to use, or a worksheet that you want 
people to modify. In all these cases, the 
easiest way to give other people access to 
your documents is to share the document 
folder with the network. This section shows 
you how to set up basic folder sharing. See 
the next section to learn how to protect your 
Shared folders with permissions. 


To follow the steps in this section, you need to 
deactivate the Windows 8 Sharing Wizard. In 
Chapter 3, see the section “Switch to 
Advanced Sharing to Improve Security” to 
learn how to deactivate this wizard. 
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® Open the folder that contains the folder you 
want to share. 


© Click the folder you want to share. 
© Click the Share tab. 
© Click Advanced Sharing. 


The folder’s Properties dialog box appears. 
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© Click Advanced Sharing. 


The Advanced Sharing dialog box appears. 
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O Click the Share This Folder check box (x 
Changes to «). 

0 Fdit the Share Name, if desired. 

© Click OK. 
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© Click Close. 
Windows 8 begins sharing the folder. 





More Options! 


lf you want to change the share name of your folder, 
first follow steps 1 to 5 to display the Advanced 
Sharing dialog box. Click Add to display the New Share 
dialog box, type the new share name you want to use, 
and then click OK. Use the Share Name list to click the 
old share name and then click Remove. Click OK and 
then click Close. 


Reverse It! 


lf you no longer want network users to access a folder, 
you can stop sharing it. Follow steps 1 to 5 to open the 
Advanced Sharing dialog box. Click the Share This 
Folder check box (™ changes to). Click OK and then 
click Close. 





Protect Your Shared Files 
with Advanced File 
Permissions 


You can use file permissions to specify which 
network users can access which folders, and 
what exactly those users can do with the files 
in those folders. 


Chapter 3 discussed using file permissions to 
control what other users on your computer 
can do with your files. Windows 8 offers a 
Similar set of permissions for folders that you 
have shared with the network. Permissions 
designate exactly what specified users can do 
with the contents of the protected network 
folder. In this case, there are three types of 
permissions. 


With Full Control permission, network users 
Can view and modify the shared resource, as 
well as change permissions on the resource. 
With Change permission, network users can 
view the folder contents, open files, edit files, 
create new files and subfolders, delete files, 


and run programs. With Read permission, 
network users can open files but cannot edit 
them. 


In each case, you can either allow the 
permission or deny it. 





© Follow steps 1 to 5 in the previous section 
to open the Advanced Sharing dialog box. 


© Click Permissions. 


The folder’s Permissions dialog box appears. 
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© Click Add. 


The Select Users or Groups dialog box 
appears. 





© Type the name of the user you want to work 
with. 


© Click OK. 
























































A The user appears in this list. 


© Click the new user to select it. 


@ In the Allow column, click each permission 
that you want to allow (a changes to w#). 


Click OK. 


© Click OK in the Advanced Sharing dialog 
box. 


Click Close in the folder’s Properties dialog 
box. 

Windows protects the folder with the 
permissions you selected. 





Caution! 


By default, Windows 8 assigns Read permission to the 
Everyone group. This group represents every user or 
group not otherwise specified in the Permissions dialog 
box. For extra security, make sure you do not give the 
Everyone group Full Control or Change permission. If 
you want only your specified users and groups to 
access your shared folder, follow steps 1 and 2, click 
Everyone, and then click Remove. 


More Options! 


You can save time when setting up shared folder 
security by assigning permissions to groups instead of 
individual users. For example, if you know that some of 
the network users have administrator accounts, you 
could add the Administrators group; similarly, all 
standard Windows 8 users are part of the Users group. 
Follow the same steps, but when you get to step 4, 
type the name of the group instead of the name of a 
user. 


Manually Connect to a 
Hidden Wireless Network 


If a nearby wireless network is not 
broadcasting its identity, you can still connect 
to that network by entering the connection 
settings manually. 


Fach wireless network has a network name — 
often called the Service Set Identifier, or SSID 
— that identifies the network to wireless 
devices and computers with wireless network 
cards. By default, most wireless networks 
broadcast the network name So that you can 
see the network and connect to it. However, 
Some wireless networks disable network 
name broadcasting as a security precaution. 
The reasoning here is that if an unauthorized 
user cannot see the network, he or she 
cannot attempt to connect to it. (However, 
Some devices can pick up the network name 
when authorized computers connect to the 
network, so this is not a foolproof security 
measure.) 


You can still connect to a hidden wireless 
network by entering the connection settings 
manually. You need to know the network 
name, the network’s security type and 
encryption type, and the network’s security 
key or passphrase. 


® Press Windows Logo+ W. 


The Settings search pane appears. 
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© Type connection. 
© Click Set Up a Connection or Network. 


The Choose a Connection Option window 
appears. 
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© Click Manually Connect to a Wireless 
Network. 
© Click Next. 


Enter information for the wireless network you want to add 
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OQ Type the network name. 
@ Use the Security Type list to click the 
network’s security type. 


© Use the Encryption Type list to click the 
network’s encryption type (if any). 


© Type the network’s security key. 
® Click Next. 


Windows 8 adds the network to the list of 
available wireless networks. 
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@® Click Close. 





Apply It! 


Windows 8 does not connect you to the hidden wireless 
network automatically. The steps you followed in this 
section only add the network to the list of available 
wireless networks. To make the connection, press 
Windows Logo+l to open the Settings pane, click the 
Network icon (#1), click the wireless network, and then 


click Connect. If Windows 8 prompts you for the 
security key, type the key and click OK. 


More Options! 


By default, Windows 8 activates the Connect 
Automatically check box. This saves you from having to 
repeat the steps in this section each time you want to 
connect to the network. However, Windows 8 may not 
connect automatically if the network is not 
broadcasting. To work around this, click the Connect 
Even if the Network Is Not Broadcasting check box (0 
changes to ™) after step 9. 





Share an Internet 
Connection 


You can save time and maintain network 
security by giving non-network computers 
indirect access to your network’s Internet 
connection. 


One of the key benefits of setting up a 
network is to share a single Internet 
connection. This is almost always done by 
connecting the Internet provider’s modem to 
a network router, using the router to connect 
to the Internet, and then giving Internet 
access to every computer that connects to the 
router. 


However, you might come across a situation 
where you want to give a computer access to 
the Internet, but you do not want to connect 
that computer to your network. For example, 
you might have a visitor who needs to use the 
Internet temporarily. In this case, you 
probably do not want to take the time to get 
that person on your network, and you might 


not want to expose your network to the 
person. 


Whatever the reason, you can use Internet 
Connection Sharing (ICS) to share a 
computer’s existing Internet connection with 
other users. This means that you can connect 
the guest PC to that computer using a 
network cable, and the guest PC immediately 
gets Internet access without full network 
access. 


® On the computer you want to use for ICS, 
press Windows Logo+ W. 


The Settings search pane appears. 
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© Type view connections. 


© Click View Network Connections. 


The Network Connections window appears. 
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© Right-click the connection you use for 
Internet access. 


© Click Properties. 


The connection’s Properties dialog box 
appears. 
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© Click the Sharing tab. 


@ Click Allow Other Network Users to 
Connect Through This Computer’s Internet 
Connection (a changes to w#). 


Click Allow Other Network Users to Control 
or Disable the Shared Internet Connection (« 
Changes to 5). 


© Click OK. 


Windows 8 asks you to confirm. 
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IP addresses automatically, Are you ture you want to enable Internet 
Connection Sharing? 





@ Click Yes. 


Windows 8 begins sharing the computer’s 
Internet connection. 





Did You Know? 


You can also share a direct broadband or dial-up 
connection. However, for this to work, you must set up 
the connection to allow other people to use it. When 


you create the connection, click Allow Other People to 
Use This Connection (4 changes to ™). 


Important! 


For the guest PC to use the host computer’s shared 
Internet connection, that PC must be configured to get 
its Internet configuration data automatically. This is 
usually the default configuration, but you should check 
just to be sure. On the guest PC, follow steps 1 to 3 to 
open the Network Connections window, right-click the 
Ethernet connection, click Properties, and double-click 
Internet Protocol Version 4. Click Obtain an IP Address 
Automatically (© changes to ®), click Obtain DNS Server 
Address Automatically (© changes to ®), and then click 
OK. 


Hide a Computer on the 
Network 


If you have a computer that you do not want 
other network users to see, you can hide that 
computer on your network. 


One of the main reasons to create a local 
network is to enable users from multiple 
computers to share and use each other’s 
resources, such as documents, media files 
and devices, hard drives, and printers. If you 
do not want other network users to work with 
the resources of a particular computer, the 
simplest way to go about this is to not share 
any resources on that PC. However, other 
users can still see the PC in the Network 
window, and all Windows PCs share several 
hidden resources by default. 


The only way to avoid any user from 
accessing a network PC’s resources is to hide 
that PC from the rest of the network. Note, 
however, that after you do this, the hidden PC 
will also not be able to see other computers 
on the network, and so will not be able to 


access the shared resources on those PCs. 
The exceptions are mapped network drives, 
which the hidden PC will still be able to use 
normally, provided the mappings were 
performed before hiding the PC. 


© Press Windows Logo+ W. 


The Settings search pane appears. 
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© Type sharing center. 
© Click Network and Sharing Center. 


The Network and Sharing Center window 
appears. 
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© Click Change Advanced Sharing Settings. 


The Advanced Sharing Settings window 
appears. 
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© Click Turn Off Network Discovery (0 
Changes to »). 
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O Click Save Changes. 


More Options! 


lf you use your PC on public networks such as wireless 
hotspots, you should make sure you have your PC 
hidden on those networks. Windows 8 does this by 
default, but it does not hurt to check. When connected 
to a public network, follow steps 1 to 4, open the Guest 
or Public profile, and then click Turn Off Network 
Discovery (© changes to ®). 


Reverse It! 


lf you want to have your computer visible on the 
network later on, you can turn network discovery back 
on. One way to do this is to follow steps 1 to 4 and then 
click Turn On Network Discovery (© changes to ®). 
Alternatively, run File Explorer and click Network. When 
you see the Information bar that says “Network 
discovery is turned off,” click the bar and then click 
Turn On Network Discovery and File Sharing. 





Chapter 11 
Maximizing PC 
Maintenance 





Computer problems, like the proverbial death 
and taxes, seem to be one of those constants 
in life. Whether it is a hard disk failure, a 
power outage that destroys some files, ora 
virus that invades your system, the issue is 
not whether something will go wrong, but 
rather when it will happen. Instead of waiting 
to deal with these difficulties after they have 
occurred, you need to become proactive and 
perform maintenance on your system in 
advance. This not only reduces the chances 
that something will go wrong, but it also sets 
up your system to recover more easily from 
any problems that do occur. 


This chapter shows you various Windows 8 
settings, tools, and techniques that can help 


you do just that. You learn how to schedule 
maintenance and defragmentation, how to 
delete unneeded files, how to reset your 
computer, and how to safeguard your PC with 
a recovery drive, a system image backup, and 
restore points. You also learn how to recover 
from problems by reverting to an earlier 
restore point, and how to access the Windows 
8 recovery tools. 


schedule Automatic Maintenance 
Change the Defragmentation Schedule 


Free Up Disk Space by Deleting Unneeded 
Files 


Reset Your Computer 
Create a USB Recovery Drive 


Safeguard Your Computer with a System 
Image Backup 


Create a System Restore Point 
Revert to an Earlier Restore Point 


Access the Recovery Tools 


Schedule Automatic 
Maintenance 


You can make Windows 8 automatic 
maintenance chores more convenient by 
changing the time when they are scheduled 
to occur. 


When you set up Windows 8, you were asked 
to choose how you wanted to handle the 
periodic updates that Microsoft makes 
available for bug fixes, security 
enhancements, and updated features. If you 
chose the option to have the updates installed 
automatically, then Windows 8 automatically 
checks for, downloads, and installs updates 
during the maintenance window, which is 
defined by default as follows: 


e Maintenance is performed each day at 3:00 
a.m. 


e If you are using your computer, 
maintenance is postponed until you are no 
longer using it. 


¢ If your computer is in sleep mode, 
maintenance is postponed until the computer 
is awake. 


e If the maintenance server is running late, 
maintenance is postponed until the server is 
ready, as long as your computer is not being 
used and is awake. 


Windows 8 uses the maintenance window not 
only to check for updates, but also to run 
Windows Defender security scans and to 
perform system diagnostics. If the default 
3:00 a.m. window is inconvenient for you, you 
Can configure the maintenance window to a 
time more suited to your own schedule. 


© Press Windows Logo+ W. 


The Settings search pane appears. 
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© Type maintenance. 


© Click Change Automatic Maintenance 
Settings. 


The Automatic Maintenance window appears. 





© Click the Run Maintenance Tasks Daily At a. 
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© Click the time you want to use as the basis 
of the maintenance window. 
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O Click OK. 


Windows 8 uses the new time as the start of 
the maintenance window. 


Ce 


More Options! 


One of the major causes of missing a maintenance 
window Is having your computer asleep when the 
window arrives. By default, Windows 8 waits until the 
PC is awake, but by then you are likely using the 
computer, so maintenance Is delayed yet again. 


To avoid this, configure Windows 8 to wake your 
computer when the maintenance window arrives. Note, 
however, that Windows 8 will only wake your notebook 
or tablet if it is not running on batteries. 


Follow steps 1 to 3 to open the Automatic Maintenance 
window, and then click the Allow Scheduled 
Maintenance to Wake Up My Computer If It Is Plugged 
In at the Scheduled Time check box (4 changes tom). 


Change the 
Defragmentation 
Schedule 


If you want to defragment your hard disk 
either more often or less often, you can 
change the default schedule. 


Windows 8 comes with a utility called Disk 
Defragmenter that is an essential tool for 
tuning your hard disk. This utility’s job is to 
rid your hard disk of file fragmentation. 


File fragmentation means that a file is stored 
on your hard disk in scattered, noncontiguous 
bits. This is a performance drag because it 
means that when Windows 8 tries to opena 
file, it must make several stops to collect the 
various pieces. If a lot of files are fragmented, 
it can slow even the fastest hard disk to a 
crawl. 


That is why, by default, Windows 8 
automatically defragments all of your 
system’s hard drives once a week during the 


system maintenance window (see the 
previous section). 


If you use your computer frequently and are 
constantly installing and uninstalling 
programs and creating and working with 
large data files, then you might see a 
performance boost if you configured Windows 
8 to defragment your hard drives daily. If you 
do not use your computer very often, or if you 
only work with small files, then you can 
probably get away with a monthly 
defragmentation. 


® Press Windows Logo+ W. 


The Settings search pane appears. 


settings 








© Type defrag. 


© Click Defragment and Optimize Your Drives. 


The Optimize Drives window appears. 


TH cw epee Baie ditt ta re ls peur Cora PL ee eeicierithy, of wr bTt Er in Pore cae of they fftd to be 
; ID Praeri 


Spormuted. Onky dered én or connected be ur doreguber ore dh 


Seheduled cofrecaboen 
On 
Derves ore being optimined wutoenatically, 
Frequency Weelhy 





© Click Change Settings. 


The Optimization Schedule settings appear. 


Optimization schedule 


lw Run ona schedule (recommended) © 
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© Make sure Run on a Schedule is checked (a 
Changes to «#). 


O Click the Frequency = and then click the 
defragmentation frequency you want to use: 


Daily, Weekly, or Monthly. 
@ Click OK. 
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© Click Close. 


Windows 8 applies the new defragmentation 
schedule. 





Try This! 


There are some situations where it is worthwhile to 
augment the Windows 8 automatic defragment 
operations with some manual defragments. For 
example, before you install a large program, it would 
be useful to defragment the installation drive to give 
the program the best chance of installing its files 
contiguously. Also, you can often improve your PC’s 


performance by defragmenting a hard drive twice ina 
row. 


To run a defragment manually, follow steps 1 to 3 to 
open the Optimize Drives window. Click the drive you 
want to defragment and then click Optimize. Note that 
you will most often want to defragment the Windows 
drive. This ts usually C, but look for the drive with the 
Windows logo. 





Free Up Disk Space by 
Deleting Unneeded Files 


To free up hard drive space on your computer 
and keep Windows 8 running efficiently, you 
can use the Disk Cleanup program to delete 
files that your system no longer needs. 


Today’s hard drives are quite large, with 
Capacities measured in the hundreds or even 
thousands of gigabytes. However, the 
expanding capacity of modern hard drives 
has been offset to a certain extent by the 
expanding amount of data that we store on 
those drives. This is partially due to the 
increasing size of many software programs. 
However, it is mostly caused by extremely 
large media files (such as digital movies and 
TV shows) and extremely large collections of 
smaller media files (particularly digital music 
and photos), all of which can take up a lot of 
Space on a hard drive. This means that even 
with hard drive capacities measured in 
terabytes (thousands of gigabytes), it is still 
possible to run low on storage space. 


Therefore, you should run Disk Cleanup 
whenever your hard drive free space 
becomes too low, particularly less than about 
20GB. If hard drive space is not a problem, 
you should still run Disk Cleanup every two or 
three months. 


© Press Windows Logo+ W. 


The Settings search pane appears. 
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© Type disk cleanup. 
© Click Free Up Disk Space by Deleting 
Unnecessary Files. 


If your computer has more than one drive, the 
Drive Selection dialog box appears. 


Select the dive pou want to clean up. 
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© Click the Drives us and then click the hard 
drive you want to clean up. 


© Click OK. 


After a few moments, the Disk Cleanup dialog 
box appears. 
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A This area displays the total amount of drive 
Space you can free up. 


5 This area displays the amount of drive 
Space the activated options will free up. 


O Click the check box (a changes to «) for each 
file type that you want to delete. 


C This area displays a description of the 
highlighted file type. 


@ Click OK. 


Disk Cleanup asks you to confirm that you 
want to delete the file types. 


Are you sure you want to permanently delete 
these files? 
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© Click Delete Files. 


Did You Know? 


Here are the main types of files that Disk Cleanup can 
remove from your system: 


- Downloaded Program files: Small web page 
programs downloaded onto your hard drive. 


- Temporary Internet files: Web page copies stored 
on your hard drive for faster viewing. 


- Offline webpages: Web page copies stored on your 
hard drive for offline viewing. 


-Recycle Bin: Files that you have deleted since you 
last emptied your Recycle Bin. 


- Temporary files: Files used by programs to store 
temporary data. 


- Thumbnails: Miniature versions of images and other 
content used in folder windows. 


More Options! 


You can free up even more disk space by clicking the 
Clean Up System Files button. This enables you to 
remove files that Windows no longer needs. 





Reset Your Computer 


If you find that your computer is running 
extremely slowly or that Windows 8 or your 
programs are constantly freezing or crashing, 
you can get a fresh start by resetting your 
computer. 


In Chapter 6, you learned how to refresh your 
PC’s system files, and that procedure should 
solve most problems. If for some reason it 
does not, or if you do not have enough room 
on your hard drive to perform the refresh, 
then your next option is to completely reset 
your PC. The Reset Your PC feature 
completely erases your data, formats your 
hard drive, and then reinstalls Windows 8, so 
it is a fairly drastic step. If possible, you 
Should back up your files before resetting 
your computer. 


Reset Your PC is also useful if you are 
donating or selling your PC. You probably do 
not want the recipient to be able to see your 
documents, media files, e-mail messages, 
Internet Explorer favorites, and other 


personal data. Rather than deleting this data 
manually, Reset Your PC overwrites your 
information with random data, so the 
recipient cannot see it. 


How you use Reset Your PC depends on 
whether you can still access Windows 8 or 
whether you need to use a recovery drive. 


Reset Your PC from Windows 


S 


© Press Windows Logo+ lI. 








The Settings search appears. 











© Click Change PC Settings. 
The PC Settings app runs. 
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© Click the General tab. 
© Click Get Started. 
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Reset Your PC explains the process. 


© Insert your Windows 8 installation disc ora 


Windows 8 recovery drive. 


Reset your PC 
Here's wihal wall happen: 
AD your personal thes and apes wall be remerved 


* Your PC settings wall be changed back to their defaults. 
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© Click Next. 





Note: If you see a message about removing 
files from all drives, click Only the Drive 


Where Windows Is Installed. 


Reset Your PC asks how you want to remove 
your personal files. 
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@ Click the process you prefer. 


Note: See the first tip in this section to learn 
more about the two removal options. 
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© Click Reset. 
Windows 8 resets your computer. 





Did You Know? 


When it comes to removing your personal files, Reset 
Your PC offers two options: Just Remove My Files and 
Fully Clean the Drive. The Just Remove My Files option 


deletes your data in the sense that after Windows Is 
reset, it can no longer work with or see the data. 
However, the data remains on the PC’s hard drive, soa 
person with special tools can access the data. The Full 
Clean the Drive option prevents this by overwriting 
your information with random data, which can take 
quite a bit of time, but is much more secure. 


lf you cannot start Windows 8 because of a problem, 
you can still run Reset Your PC from a Windows 8 
recovery drive. 


Some Windows problems are so severe that they 
prevent you from even starting your system. However, 
Windows 8 enables you to start your PC from another 
drive. In particular, you can start your PC using a 
Windows 8 recovery drive, which is a USB flash drive 
that contains special files that can help you recover 
your system. You can learn how to create a USB 
recovery drive in the next section. 


Once you start from the recovery drive, you enter the 
recovery environment, a special set of tools that help 
you recover from problems. One of these tools is Reset 
Your PC, which wipes your system and installs a fresh 
copy of Windows 8, which should fix the problem and 
get your system back on Its feet. 


Refresh Your PC from a 





Recovery Drive 





© Insert the recovery drive. 


© Restart your PC. 


© Boot to the recovery drive. 


Note: How you boot to the USB drive 
depends on your system. 





not installed. 


letwork bootrom is installed. 
O- Press ESC to select boot device... 


Total hard disks installed: 1 
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é) SATA drive 1 

3) SATA optical drive 2 
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Tress 4 letter with a device to try to boot from: _ 


A In some cases, you see a message telling 
you to press a key. 


5 In some cases, you select a boot device 
from a menu. 


The Windows 86 recovery environment 
appears. 


Note: If you see the Choose Your Keyboard 
Layout screen, click US. 
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© Click Troubleshoot. 


The Troubleshoot screen appears. 
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© Click Reset Your PC. 


Reset Your PC explains the process. 


Reset your PC 


Here's what will happen: 
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O Click Next. 
O Follow steps 7 and 8 in the first set of steps. 


Windows 8 resets your computer. 


More Options! 


lf you do not have a Windows 8 recovery drive, you can 
also run Reset Your PC from your Windows installation 


media. Insert the media, restart your computer, and 
then boot to the media drive. When the Windows Setup 
dialog box appears, click Next, click Repair Your 
Computer, and then follow steps 4 to 7. 





Create a USB Recovery 
Drive 


You can make it easier to troubleshoot and 
recover from computer problems by creating 
a USB recovery drive. 


We all hope our computers operate trouble- 
free over their lifetimes, but we know from 
bitter experience that this is rarely the case. 
Computers are incredibly complex systems, 
So itis almost inevitable that a PC will develop 
glitches. If your hard drive is still accessible, 
you can boot to Windows 8 and access the 
recovery tools, as described later in this 
Chapter. 


If you cannot boot your PC, however, then you 
must boot using some other drive. If you have 
your Windows 8 installation media, you can 
boot using that drive. If you do not have the 
installation media, you can still recover if you 
have created a USB recovery drive. This is a 
USB flash drive that contains the Windows 8 
recovery environment, which enables you to 


refresh or reset your PC, use System Restore, 
recover a system image, and more. 


© Insert the USB flash drive you want to use. 
© Press Windows Logo+ W. 
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© Type recovery drive. 

© Click Create a Recovery Drive. 
The User Account Control dialog box appears. 
© Click Yes. 

Note: If you are using a standard account, 


enter your PC’s administrator credentials to 
continue. 


The Recovery Drive Wizard appears. 
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© Click Next. 


The Recovery Drive Wizard prompts you to 
choose the USB flash drive. 
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@ Click the drive, if it is not selected already. 
© Click Next. 


The Recovery Drive Wizard warns you that all 
the data on the drive will be deleted. 


Create the recovery drive 
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© Click Create. 


The wizard formats the drive and copies the 
recovery tools and data. 


@ Click Finish (not shown). 





Did You Know? 


To use a USB flash drive as a recovery drive, the drive 
must have a capacity of at least 256MB. Also, Windows 
8 will erase all data on the drive, so make sure the flash 
drive does not contain any files you want to keep. If it 
does, be sure to move those files to a different drive 
before you begin this procedure. 


Test It! 


To make sure your recovery drive works properly, you 
Should test it by booting your PC to the drive. Insert 
the recovery drive and then restart your PC. How you 
boot to the drive depends on your system. Some PCs 
display a menu of boot devices, and you select the USB 
drive from that menu. In other cases, you see a 
message telling you to press a key. 





Safeguard Your Computer 
with a System Image 
Backup 


To protect yourself in the event your system 
hard drive fails or otherwise becomes 
unusable, you can create a system image 
backup. 


The worst-case scenario for PC problems is a 
system crash that renders your hard disk or 
system files unusable. Your only recourse in 
Such a case is to start from scratch with 
either a reformatted hard disk or a new hard 
disk. This usually means that you have to 
reinstall Windows 8 and then reinstall and 
reconfigure all your applications. In other 
words, you are looking at the better part ofa 
day or, more likely, a few days, to recover 
your system. However, Windows 8 has a 
feature that takes most of the pain out of 
recovering your system. It is called a system 
image backup and is actually a complete 
backup of your Windows 8 installation. It 
takes a long time to create a system image (at 


least several hours, depending on how much 
stuff you have), but it is worth it for the peace 
of mind it gives you. 


® Press Windows Logo+ W. 


The Settings search pane appears. 
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© Type file recovery. 
© Click Windows 7 File Recovery. 


The Windows 7 File Recovery window 
appears. 


























© Click Create a System Image. 

The Create a System Image Wizard appears. 
© Select a backup destination (o changes to s): 
On a Hard Disk: Select this option to use a 
disk drive on your computer. 

On One or More DVDs: Select this option if 
you want to use DVDs to hold the backup. 

On a Network Location: Select this option if 
you want to use a shared network folder. 

O Click Next. 


The Which Drives Do You Want to Include in 
the Backup? screen appears. 
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@ Select the check box beside each extra 
drive you want to add to the backup (ao 
Changes to w#). 


© Click Next. 


Windows 8 asks you to confirm your backup 
settings. 
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© Click Start Backup. 


Windows 8 creates the system image. 


More Options! 


When the system image backup Is complete, Windows 
8 asks if you want to create a system repair disc. You 
do not need a system repair disc if you have already 
created a USB recovery drive, as described in the 
previous section, so click No. If you do not have a USB 
recovery drive and you do not have a USB flash drive to 
create one, click Yes instead. 


Apply It! 


lf worse comes to worst and you are forced to start over 
with a formatted or new hard drive, you need to restore 
the system image. If you have a USB recovery drive, 
boot to it and then click a keyboard layout; if you have 
the Windows 8 install media, boot to it, click Next, and 
then click Repair Your Computer. Click Troubleshoot, 
click Advanced Options, and then click System Image 
Recovery. 





Create a System Restore 
Point 


If your computer crashes or becomes 
unstable after you install a program or a new 
device, the System Restore feature in 
Windows 8 can fix things by restoring the 
system to an earlier state. To ensure this 
works, you need to set restore points before 
you install programs and devices on your 
computer. 


Windows 8 automatically creates system 
restore points as follows: every week (called a 
system checkpoint); before installing an 
update; and before installing certain 
programs (such as Microsoft Office) and 
devices. These are useful, but it pays to err on 
the side of caution and create your own 
restore points more often. This is particularly 
true if you are installing older programs or 
devices that might not work well with 
Windows 8 or that are not certified to be 
compatible with Windows 8. These programs 
and devices can create system instabilities, so 


having a restore point to fall back on ensures 
that you can return your system to a fully 
functioning state. 


® Press Windows Logo+ W. 


The Settings search pane appears. 
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© Type protection. 
© Click Create a Restore Point. 


The System Properties dialog box appears. 
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A The System Protection tab is already 
displayed. 


© Click Create. 


The Create a Restore Point dialog box 
appears. 


Create arestore point 


Type a description to help you identify the restore point, The current date and 
time are added automatically, 
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© Type a description for your restore point. 


© Click Create. 


system Restore creates the restore point. 


Windows & tells you the restore point was 
created successfully. 
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© Click Close. 


© Click OK to close the System Properties 
dialog box. 


























More Options! 


By default, Windows 8 sets aside between three and 
five percent of your hard disk space for restore points. 
When that space is used up, Windows 8 deletes the 
oldest restore points as new ones are added. If you use 
restore points frequently and you have a lot of free 
Space on your hard drive, consider increasing the 
amount of space allotted to restore points. Follow steps 
1 to 3 to open the System Properties dialog box, click 
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Revert to an Earlier 
Restore Point 


If your computer becomes unstable or 
behaves erratically after you install a 
program or device, you can often fix the 
problem by applying a restore point you 
created before making the change. 


If after you install a program or device you 
notice problems with your system, the easiest 
solution is to uninstall the item. If that does 
not work, then your next step is to revert to 
an earlier restore point. Windows 8 reverts 
your computer to the configuration it had 
when you created the restore point, which 
Should solve the problem. 


Note, too, that reverting to an earlier restore 
point is a useful way to solve a malware 
problem. If you accidentally allow a virus, 
Trojan horse, or spyware onto your PC, it is 
almost impossible to get rid of these 
programs manually. Anti-malware software is 
usually the best solution, but some malware 
blocks the use of these programs. You can 


almost always get rid of malware by booting 
to Safe Mode (see the section, “Access the 
Recovery Tools”) and then reverting toa 
restore point that predates the infection. 


© Press Windows Logo+ W. 


The Settings search pane appears. 
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© Type protection. 
© Click Create a Restore Point. 


The System Properties dialog box appears. 





© Click System Restore. 
The System Restore dialog box appears. 


A System Restore might show the most likely 
restore point here. If this is the restore point 
you want, or if you do not see a restore point, 
Skip to step 8. 


© Click Choose a Different Restore Point (o 
Changes to »). 


0 Click Next. 


System Restore prompts you to choose a 
restore point. 
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@ Click the restore point you want to apply. 


5 If you do not see the restore point you 
want, click Show More Restore Points (co 
Changes to w#). 


© Click Next. 


The Confirm Your Restore Point dialog box 
appears. 


Confinm your restore point 
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© Click Finish. 


System Restore asks you to confirm that you 
want to restore your system. 





A. Once started, System Restore cannot be interrupted. Do you want 
~ to continue? 


System Restore cannot be undone until after it has completed. W System Restore 
beang run in safe mode o¢ from the System Recovery Options menuy, it cannot be 


undone, 
10 a 








@ Click Yes. 


system Restore applies the restore point and 
then restarts Windows 8. 





Important! 


lf you are trying to get rid of malware or if Windows 8 
will not start properly, you can often solve the problem 
by booting to Safe Mode (see the next section) and 
then reverting to a restore point that predates the 
problem. To run System Restore in Safe Mode, press 
Windows Logo+ x, click Control Panel, click Recovery, 
click Advanced Tools, and then click Open System 
Restore. 


Remove It! 


lf applying the restore point makes things worse, you 
can reverse it. Follow steps 1 to 6 to display the list of 
available restore points on your computer. Click the 
Restore Operation restore point, and then follow steps 
8 to 10. 


Access the Recovery 
Tools 


If you are having a problem with your 
computer, you can troubleshoot and hopefully 
solve the problem by using the Windows 8 
recovery tools. 


You can perform many troubleshooting tasks 
from within Windows 8. For example, you can 
Shut down and restart a program, uninstall a 
program or device, update a device driver, 
restore a previous version of a file from your 
history, and so on. Even signing off and then 
Signing in or rebooting your computer will 
often solve many problems. 


However, there are more intractable 
problems that require you to leave Windows 8 
and enter what is known as the Recovery 
Environment (or RE). The RE offers a simple, 
easily navigated set of screens that give you 
access to a number of troubleshooting and 
recovery-related tools and utilities. These 
tools include Reset Your PC (covered earlier 
in this chapter) and Refresh Your PC (covered 


in Chapter 6). This section shows you how to 
access the Windows 8 Recovery Environment. 


© Press Windows Logo+tl. 
The Settings pane appears. 








© Click Change PC Settings. 
The PC Settings app appears. 
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Ease of Access 
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© Click General. 


© At the bottom of the screen, click Restart 


Now. 


Windows 8 displays the Choose an Option 


screen. 
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© Click Troubleshoot. 


Windows 8 displays the Troubleshoot screen. 
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A Click Refresh Your PC to reinstall Windows 
8 without losing your personal files. 


‘5 Click Reset Your PC to wipe your hard drive 
and reinstall Windows 8. 


O Click Advanced Options. 


More Options! 


lf you cannot start Windows 8, you can still access the 
advanced startup options as long as you have a USB 
recovery drive or the Windows 8 install media. If you 
have a USB recovery drive, boot to it and then click a 
keyboard layout; if you have the Windows 8 install 
media, boot to it, click Next, and then click Repair Your 
Computer. Then follow from step 5 onward in this 
section. 


Try This! 


In Chapter 1, you learned how to add a shutdown tile to 
the Start screen. If you access the Recovery 
Environment frequently, consider adding a tile that 
automatically boots Windows 8 to the RE. Follow the 
steps in the “Add a Shutdown Tile to the Start Screen” 
section in Chapter 1, but when you specify the 
command to run, type the following: 


shutdown.exe /o /r /t 00 





The Windows 8 RE includes a number of tools 
that can help you get your system back on its 
feet. These tools also include System Restore 
to revert to an earlier configuration (see 
“Revert to an Earlier Restore Point,” earlier in 
this chapter) and System Image Recovery to 
restore your entire configuration from a 
system image backup (see “Safeguard Your 
Computer with a System Image Backup,” 
earlier in this chapter). 


The Windows 8 RE also includes an Automatic 
Repair command, which is useful if you are 
having problems starting Windows 8. 
Automatic Repair analyzes your system 
Startup and then attempts several repair 
strategies. 


You can also use the RE to run Command 
Prompt, which enables you to run command- 
line tools and utilities. 


Finally, the RE also gives you access to the 
Windows 8 Advanced Boot Options, a set of 
commands that enable you to customize the 
way Windows 8 starts. 


Windows 8 displays the Advanced Options 
screen. 
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A Click System Restore to revert your system 
to an earlier configuration. 


5 Click System Image Recovery to restore a 
system image backup. 


C Click Automatic Repair to repair startup 
problems. 


) Click Command Prompt to run a command- 
line program. 


@ Click Startup Settings. 


Windows 8 displays the Startup Settings 
screen. 


© Startup Settings 


Aestart to change Windows options such as 
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© Click Restart. 


Windows 8 restarts your PC and then displays 
the Startup Settings screen. 


Startup Settings 
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© Press the number of the command you want 
to run. 





© If you start your computer in Safe Mode, 
Windows 8 displays ‘Safe Mode’ in each 
corner of the screen. 


More Options! 


Here is asummary of the Advanced Boot Options 
commands: 


- Enable Debugging: Enables remote debugging of 
the Windows 8 kernel. 


- Enable Boot Logging: Logs the boot process ina 
text file named ntbtlog.txt. 


- Enable Low-Resolution Video: Loads with the 
display set to 640x480 and 256 colors. 


- Enable Safe Mode: The three Safe Mode options 
enable you to run a barebones version of Windows 8 for 


troubleshooting. 


- Disable Driver Signature Enforcement: Prevents 
Windows 8 from checking whether device drivers have 
digital signatures. 


- Disable Early Launch Anti-Malware Driver: 
Prevents Windows 8 from scanning device drivers for 
malware during startup. 


- Disable Automatic Restart After Failure: Prevents 


Windows 8 from restarting automatically when the 
system crashes. 





